
From: Hnatko, Joseph <Joseph.Hnatko@sto.sc.gov>
To: Kester, Tony <kester@aging.sc.gov>
CC: Hnatko, Joseph <Joseph.Hnatko@sto.sc.gov>

Fallaw, Chuck <Chuck.Fallaw@sto.sc.gov>
Date: 2/11/2015 10:40:57 AM

Subject: FW: [SOC #35677] **SC ISAC Notification - Keylogger(TDS Serv/TID Serv)** - Office of 
the State Treasurer / 2015-02-10

Hey Tony,

Please change your password (see highlighted area below).

Thanks!
Joseph

From: SOC [mailto:correspond@isac.sc.gov]
Sent: Tuesday, February 10, 2015 4:58 PM
To: _STO - SecurityAlerts
Subject: [SOC #35677] **SC ISAC Notification - Keylogger(TDS Serv/TID Serv)** - Office of the State Treasurer /
2015-02-10

The SC-ISAC is contacting you because a system(s) on your network appears to be exhibiting behavior
consistent with a Keylogger(TDS Serv/TID Serv). Please include "[SOC #35677]" in the subject line for any 
correspondence concerning this ticket.

This information was received during daily monitoring of your network by the SC-ISAC.

Please see details below. Note: Many forms of malware carry payloads capable of capturing keystrokes, screen 
images and confidential information etc. Avoid logging into the system with administrative permissions. All 
passwords for accounts accessible from affected systems should be changed immediately.

S.C. law (S.C. Code Ann. § 1-11-490) requires that any reasonably believed un-authorized access to Personal
Identifying Information (PII) must be reported to the individuals affected.
Link to SC Law at URL: http://www.scstatehouse.gov/code/t37c020.php
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