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ADDENDUM

This is an Addendum, dated as of the date executed below, to and governed by the Compliance Validation
Services Agreement {“Agreement”), by and between Trustwave Holgings, Inc. {"Trustwave"} and South
Carobina Department of Revanue {"Client”), dated September 30, 2005,  The Managed Security Services
{1PS) shall be governed by the Master Services Agreement {MSA) dated June 30, 2008, TRUSTWAVE
desires 1o provide addiona! Services, as wentified below to Clent, and Client wishes to receive such
services pursuant 1o the terms and conditions, unless otherwise noted below, of the Agreament,

Purpose and Start Date

The purpose of this Addenduwm 18 o renew the services listed below angd add any additional services, of
they are selocted. The services under this Addendum shall commence as of July 1, 2010,

Statement of Work

Compliance Validation Service (CVS)

Trustwave will provide South Carolna Department of Revenue with the V5 designed o manage the
gwerall compliange process and awd in acheving the complance abjectives.

Trustwave Q%As and trained sedurity experts will also support South Carcbna Department of Revenug
throughout the CVS process, to support internal efforts to gain compliance. This inciudes:

23 Remediation Guidance: A Trustwave consultant will host weekly calls throughout 2 4 week perod
after the initat guestionnare and scan gre completed, The purpose of the calls will be to wdendify argas
of non-comphance uncovered in the guestionnaire and scan resuils, develop and assist m managng 3
rarmnediation plan 1o address the non-compliance issues, vabdate policies and procedures, and review
natwork security infrastructure and architecture,

g Remote Support: Throughout the progect, Trustwave will provide comprehensive onling support
through the TrustKeeper portal that includes self-help and a continyously updated FAQ database. In
addition, e-mail and multitingual phong support will be available during standard bustness hours to
answer any guestions regarding PCE 0SS compliance or vulnerability scanning resulis.

To ensure comprehensive and efficient service, South Carohna Department of Revenug must fulfll s
obihigations withun each item below before progressing (0 subsaguent phases. Falure to do so may requure
an addendum to this contragt that will inciude additionat charges for any bime or materigls above and
beyond those agreed to m this contract, The CVS doses not include remediation services. If South Caroling
Department of Revenue wishes to receive any remediation services, South Caroling Department of
Revenue must specifically select thase services.

Project Phases and Chronology
1. Phase I; Online Questionnaire

PCT DSS requires that all merchants and service providers complete the PCL DSS self-assessment
questionnaire. The TrustKeeper systerm provides an easy-to-use portal that satisfies the requirgrnents
of all the card associations with seif-help and & continuously updated FaQ database. The quesbonnare
iz avaiable in English {American and Britishl, French, Caradian Frengh, Swedish, Greek,
Spamst, Japsnese and Chiness {Simphfed and Tradaional).

Phase 15: Vuinerability Scanning Service

Trustwave's proprietary managed external and internal scanning services enable an orgamzation W
meet s PUT requirements, while providing secunty, support, self-scan and reporting capabilities. PCY
requirgment 11.2 states that compames must run external and internal network scans st least
quarterly and after any sgmificant change in the network. To assist South Caroling Department of
Rewvenue in meating thg regiunrement, Trustwave's LVS service will includs:

o
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External Vulnerability Scanning Service

The automated vulnerability scanning engine within TrusiKeeper is a proprietary “intelligent” scanning
solution that has been tested and determuned to be comphant with the PCI Approved Scan Vendor
{ASVy requiremnents. The scanning solulion tests for more than 3,000 umgue vulnerabidies and 5
extremely accurate in eliminating false positives. Scuth Carobinag Department of Revenue s entitled to
recerve monthly scans durng the term of the Agreement for up to {10) 1P addresses,

Trustwave's vuinerability scanning service provides South Carglina Department of Revenue with

& Reporting: Through a secure web interface, TrustKeeper provides easy Bocess o concise, auto-
gengrated reports with a high-level summary for executives and managers. The reports also
provige detsied resuits and remediaton action for techmcians, Remediation instruchions meiude
CVE-tinked vulnerabdity checks and best practices defined by Trustwave consuitants,

d Security: Trustwave's Trusteegper infrastructure & monitored on a 24x7 basis (o ensure
protection of South Carchng Depertment of Revenue data, Al Seuth Caroling Department of
Revenue data is delivered via secure channels,

J  Self-Service Scan Management: Through the TrustKeeper securs wely portal, with Trustwave's
assmtance, South Carcling Department of Revenue can defing mudliple scan profiles, South
Caroing Department of Revenue can directly excluds specific 1P addresses and ranges of P
addresses from scans. Blackout peripds during which scans will not be conducted can be defined
as well, Scans can be scheduled at a bme thal s convenent o South Cargling Department of
Revenue’s business operations, such as after the instatlation of new hardware or seftwarg, Scans
can be run on an ad hoc or periodic basis.,

0 Self-Service Scan Cantrol: From the TrustKeeper sacure web portal, South Carolinag Department
of Revenue can easily start, stop and pause scans.

4 Remediation Management: The TrustKeeper portal also provides tools for manasging
vulngrabitives,  Thig allows for review of findings such as false positives, as well as assignment
and tracking of remediation activibes. The Remedation Management Report tracks the owner,
status, target, and completion dates for gach vulnerability,

W E-mail Notification: South Carpling Departmaent of Revenue receives @-mad notifications before
argd after any scanmng activity.

O Support Services: South Carolina Departiment of Revenue gains access 1o Trustwaves 24x7x3465
Security Operations Lenter for assstance with general questions, and  activities  moludin
establishing scen profiles and (o exclude specific network ports from sCinming on an ingdivig
targel device or 1P address range basis,

x....n\

Trusted Commerce® Security Seal

With the Compliance Vahdahion Service, South Ceroling Department of Revenue receives the Trustes
Commerce seal. Displaying the Trusted Commerce seal on the South Caroling Department of Revenusg
website will raise recognition of South Carolina Department of Revenue's commitment to payment card
security and distinguish the organization as one that is committed to handling payment card data in a
secure manner. The seal confirms South Caroling Department of Revenue’s enrollment in Trustwave’s
program {o vahdate comphanoe with the PCL DSS,

Cinece comphance has been achieved, customers that ik on the Trugsted Commmgrcs sesl wll view a
certificate stating that South Carpling Department of Revenue has compieted the requued achong for
vabdation of PC1 0SS comphance. The seal informs customers that, as a Q8A, Trustwave exanuned South
Carpima Departiment of Revenue’s policies, procedures and techrucal systems and scanned South Caroling
Department  of Revenue payment card environment for vulnerabilities, This  stetement  rceassures
customers that South Cargling Department of Revenue protects its payment card mformation as required
by the PCI DSS, as well as reinforces customer trust,
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Network Penetration Tests

Tre PCI DSBS requirement 11,3 states that penetration testing must be performed against both external
and internal environments within scope for the assessment on an annual basis. Trustwave's renowned
secunity experts follow a proven methodology as they perform these security assessments, The steps of
this methodology include:

i.

B

(84]

Lo
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Network Mapping: In the process of moving from general to specific, building an atcurate
network map of the externally faong devices 15 a ontical task at the beginnng of the penstration
test, To support this, Spideriabs waill often nesd o obtain the network blocks from South Caii}iul&
Gepartment of Revenue. This i tymcally i the form of a block of Internet addresses provided by
ong or many Internet Service Providers (1SPs) These addresses are then probed to see | they 2
mouse (not for vainerabibies gt thus time). The probes are executed three {33 hunes at dxf‘arer?%
mtervals dunng the first part of the engagement 1o ensure that no system is pussed. The data
gathered s used to create a network manp of the external environment.

System ldentification and Classification; The network map would not be very useful if the

systems pcated on the network were not identified and classified. Another probe i performed of
the systems dentified, ths time usmg TCR/IP and UDP/IP fingorprinting, service fingerprinting ang
varipus methods bo identify and clgssify systems and services, The data gathered 5 used o
classify the systems by function. Data gathersd aboul the system helps to determing the
classification. For example, a system rumning a particular version of the Apache Web Server as
well as BEA Web Logic s most likely 8 web application server. After each system is classified the
network map is updeted to reflect each system’s functionality and opsration system. Before the
next testing steps begin, Spidertabs will debrief the South Carglina Department of Revenue koy
security contacts on specific system findings and infended target list to be used in the sttack
phase,

System Vulnerability Identification: Al systems in the target network segment are probed,
singularly and in tandem with the other bosts to locate potential vulnerabaliies, Using a large
working knowiledge of explolt technigues, public information, and results of prvate vulnerability
research, the Trustwave secunty consultants catalog il the potental attack vectors thal might e
expioitable. Trustwave security consultants devise several attack strategies and commence
exploftation.

System Vulnerability Exploitation: If the plan of attack devised in the previous step includes
any techniques that may mpact production systems and  infrastructure, South Caroling
Department of Revenue is firgt advised of the possible system downtime that may srise. Al ths
point i 8 up to South Carcling Department of Revenue to decde whethar or not o proceed with
the explogation, As a rule, any potental vuinerability found s manually imvastigeted, researched,
and an attemp! 5 made to explon, Exceptions to thug rule are technigques that will cause a denigl of
service (Do%) or barm the data on the target system. Spiderlabs will only attempt to sxploit 2
DeS, or aiter data on a targe!l f specfically instructed by South Carolina Departiment of Revenue
in writing. In exploiting vulneratility, SpiderLabs will make an attempt to either gain unauthorized
access 1o the target systemn, or extract sensitive data from 1. An exploit s considered successful if
Spiderlabs 15 able to achieve either of these objectives. If successful exploitation leads Spideriabs
to systems compromise, Spiderbabs consultants will report the breach to the South Carcling
Department of Revenue's key securtty personne! immediately.

Application Architecture Identification: Using the classifications previpusly estgbished
Trustwave will use 1ools and manual mtervention 1o wentfy whether there are speafic appigations
runrung on dynamic content servers within the target setwork, When an application server 4
entified, other systems will be wlentified within an application server group. This groupmg yil
felp identify potenual flaws in apphcation trust relationships. This information 15 vital to the
successful  wemtification  of apphcation vulneralnlities. In addition to dentifving purposeful
applications, Trustwave will attempt to discover backdoors that may be present in the
envirgnment,

Application Exploitation: Applcation explpitation w carmied oul 0n the public areas of exposed
applications ondy, such as login helds, search functions ¢r other publicly accessible areas. For
applications that have puthe user regstration funchions, Trustwave WILL NOT attempt o greate a
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user to test authenticated areas of the application, Further, Trustwave WILL NOT perform a full
Application Penetration Test against any application as part of an External Penetration Test
Trustwave will debnef South Carolina Department of Revenue's key security contacts on the
applications identified, and what will be tested. If the system is a production system, South
Carolina Department of Revenue will be advised of the possible system downtime that may arise
tach application will be tested with many different types of application penetration testing
techniques related to input validation, business logic, application logic, session management and
login routines.

Compromise: As systems or applications are compromised. South Carolina Department of
Revenue's key security contacts will be notified. At that time, South Carolina Department of
Revenue contacts will be given the opportunity to decide if the particular system should undergo
additional tests. If it is decided to have Trustwave continue, additional techniques will be used to
further penetrate the target system and the environment as a whole. This can include installation
of network sniffers, remote management tools, connectivity tools, etc. Successful execution
establishes a launch point far additional attacks against the environment.

Data Extraction: Each system that is compromised will be examined for the existence of critical
data and files. If SpiderLabs finds such data to be accessible, a sample of this data will be
downloaded from the system and securely stored by SpiderLabs until the presentation of
deliverables.

Further Compromise: Once a system has been compromised, there are many trust relationships
that can be potentially exploited. Data exposed through a compromise also might lead to the
compromise of additional systems and applications. Using both data gathered and techniques
similar to those used to develop the network map and system classification, SpiderLabs will launch
a new stage of discovery against the environment.
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PRICING
Detailed Pricing Schedule

Trustwave Service 1-Yoar Term ! 3-Year Term 5-Year Term
Compilance Validation Service Package
Inciudes
+ Remote Validation and SAQ Assistance
¢+ External Vuinersbliity Scanning
$24,150 $20,800/yr. $19,320/yr.

»  TrustKeeper account Includes SAQ and
external scanning for up to 512 IPs

« PC1 DSS reporting
¢ External Network Penetration Service
« Internal Network Panetration Service

Managed Intrusion Prevention System (1PS)
Service (T5-100) $20,400 $18,000/yr. $15,000/yr.

OLP Discover

«  Admin License includes unlimited scanning $4,999 $4,500/yr. $3,999/yr.
aof servers, file shares, and PCs
. i
. Total (If all services ssiected) $49,549 " $43,300/yr. ' $38,319/yr,

*The services under this Addendum shaii begin on July 1, 1011 for 1 year ..
If cliant selectsthe 3 or S year term, the services shall sutomatically renew sach year at the discounted rate
Indicated above s8¢ long a8 the Master Agrsament ramalins active.

1. All services selected must be for the identical term.

2. Travel and expenses ara not inciuded in the fees and will be bliled separately. Trustwave will use
commerclally reasanable efforts to travel as efficiently and cost effective as possible given timing
and travel requirements. Valid expenses typically include parking, meals, lodging, photocopying,
communication costs, airfare, miteage, and/or automabile rental,

3. Al involces submitted by Trustwave are due and payable within thirty (30) days of the date of the
invoice, I Cliant fails to pay an involce within the thirty (30) days, Client shall pay interest on such
fnvoices at the rate of 1.5% per month. Al fees are guoted and payable in US doilars and exciusive
of taxes. In addition to any other rights and remedies, If payment is not recelved within forty-five
(45) days from the date of the invoice, Trustwave reserves the right to disable Client's access to the

TrustKeeper portal and or other services,
Proposals are valid for up to sixty days from the date on the cover page.

4.
. Clradt Seall pay fees mum'l) ‘Pﬁam‘ prioc kAt tmti eued
o] een “War oF THE TERM.
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PROJECT DELIVERABLES

Deliverable Description

Vulnerability Scan
Report

Compliance Certificate
from TrustKeeper

Trusted Commerce
Seal

External Penetration
Test Report

Internal Penetration
Test Report
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PREREQUISITES
Dependencies and Assumptions

Trhis Agreement was developed based on the following dependencies and assumptions, which o not
accurate or adhered to, may reguire 3 change o the scope of services. Any change in services and foes
will e mutually agreed to in wrting by both parties. The dependencies gnd assemptions incluge:

1
H

i

4.

L

Trustwave shall not begin to provide the Services as descrbed in this Statement of Work {SOW)
untit Chent has returned this signed SOW and & Purchase Order (PO) for the total amount of the
Services selected (full contract amount). All terms and conditions included in a PO or submitted with
a PO shall be null and void for all purposes.

Chent’s Primary Contact {(PC), as wdentified below or their designes must be avadable o Trustwave
durng the entire engagement. The representative must have sufficient authority to schedule testing
angd address any ssues that may arige,

Client will provade Trustwave with suffioent information 1o evaluate compliance for all PCI 0SS
reguirerments. Chant is solely responsible for providing access to and coordinating any required
nrerviews or teshing with Chient’s third parties or service providers.

i needed, Clent will provade resources and information as requested 1o enable Trustwave's
consultants to sufficiently develop documentation consistent with PCI Information Security Policy
recuirernents,  This will include acgess to personnel who can provigde information refated o the
Dusingss operations, organizational structure, network architecture, security controls, disaster
recovery and general daily operational processes and procedures,

{Client shalt provide and coordinate Trustwave's onsite access to the systems being tested as
necessary, Before any system access is allowed, Client shall mfonm Trustwave in wribing ang in
advance of any security and access standards or requirements.

Ouring testing, the configuration of Client’s network will be kept as statde as possibie (e, no new
systerms or configuration changes), If changes are reguired, then Clent shall inform Trustwave, and
# rmutuatly acceptable testing schedule shall be agreed upon.

Contact Information

Vet CARAAY 1

Contact South Carclina Department of Revenue

Phone/Fax:

Eemail Address:

Biiling Address: e e e

Assessment Site Address
{if different): — e e

i Trustweanve
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TERMS AND CONDITIONS

1

o

Ve G3MAY 1T

The parties agree to amend the Agreement to mclude the following provision. In the event the provision
already exssts in the Agregment in some form, the parties agree to amend such pravision to read as
folows.

TRUSTWAVE and CLIENT hereby confirm that the provisions of & mutual non-disclosure agreement
between TRUSTWAVE and CLIENT, if executed, shall be in full force and effect and apply to all mtormation
furnished by either party n connection the services. In addition, Trustwave is contractually bound to
provide this agreement and any amendments 1o the Payment Card Industry Security Standards Councid
{"PCI S50, and to provide Client's reports, attestation of compliance, work papers and information
related 1o the Services to the PCL SSC, Client's Acquirer, F apphoable, and the pavment card assooatons.
As such, Clent authorizes TRUSTWAVE to release this agreement and any amendments to the PCL S5C,
and to release all such Client reports, work papers, and information related 1o the Services 1o the Cients
maerchant acquiring bank, if apphicable, PCI Security Standards Councd and the payment card assosations,
TRUSTWAVE shall have the oabt fo retain a copy of client's information solely as necessary for
TRUSTWAVE to comply with the PCL 85C data retention reguirements for GSA's.

Meither party roay assign, delegate nor otherwse transfer the nghts or obligabions assotiated with this
agresment, o whole or i part, without the prior written consent of the other parly; provided howewer, no
written congant shall be requirgd to assign this Agreement to any parent or the wholly owned subsidiary of
tne party.  Furthermore, ng written consent shall be required for Trustwave Lo assign this Agreement 1o
its successor as a result of a merger, acquisition, sale, transfer or other disposition of all or substantially
all of its assets. Subject to the foregoing, this Agreement will bind and inure to the benefit of the parties,
their respective successors and permitted assigns.

Annuabized services must be used each vear durning the term and canngt Dg osed and/or gradited m
subsequent years

Al notices, consents, and approvals required by this Agreemaent may be sent by elecirome mall

All other terms and conditions shall remain in full force and effect.

{SIGNATURE PAGE FOLLOWS}
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SIGNATURES

N WITHESS WHEREQF, the Parties below have executed this agreement as of the date indicated below.
i

-

Trustwave: As a duly slected officer authonzed to enter inlo Agreements and contracts on behalt of Trustvave,
fierby provide and accept this Addendum for the designated services and term as accepted by Clisnt:

Signatura:

Prift Narg: —

Title:

Effective Date:

South Carolina Department of Revenue: As 3 duly authorized represertative with the authority to enter into
agreemaerds and contracts on behalf of Client, | herelyy accept this Addenduny for the desigrated services and tenm as

wuttaled below:
Tick requested services and desired term:

Reguested Service 1 Year Term 3 Year Term 5 Year Term

Compliance Vahdation Service Package e RS A
f{} : \u&u'“i{“
)
Managed 1PS Service Y ofAa s A
arag iC ‘,{Q f}-:’{’}f s
" . £ Z

DLP Discover i ;;‘;l; s
: Ly “G i

Signature:

Print Namse:

tite: i P

Effective Date: : ; L

Pe Trustwave
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Hormation Seouaty & Comphiog

Managed Security Services

Presented To:

South Carolina
Department of
Revenue

June 30, 2009
Prepared By:
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TSiegel@trustwave.com
312-873-7276

Exhibit A -~ Statement of Work to t;?e Master Services
Agreement dated _{-30 , 2009
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Managed Security Services

PROPOSAL OVERVIEW

Based upon conversations with the client, South Carolina Department of Revenue is seeking a
company to provide Managed Security Services. With its experience providing such services for many
clients and data security and network monitoring expertise, Trustwave is qualified to provide the
following managed services:

O Intrusion Prevention Systems (IPS):
> Prevents malicious traffic from compromising a network environment

> Ceaseless expert inquiry ensures legitimate traffic is not dropped

All services include secure Web portal for viewing reports, tickets, changes and notification
information

Confidential 1
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ﬂ Tf‘ ustwave: tAanaged Security Sarvices

TRUSTWAVE OVERVIEW

Corporate Overview

Trustwave is the leading provider of data security and compliance solutions to businesses in the
payment card industry including acquirers, service providers, third-party providers, and merchants, A
summary of TRUSTWAVE's payment industry credentials and security experience iz listed below:

» Compliance Management Leader - TRUSTWAVE has worked with more than 2,000 Level §, 2
and 3 merchants and service providers; and more than 25,000 Lavel 4 merchants since the Visa
CISP program launched in Jurne 2001, Authorized by ail the major card associations ~ Visa,
MasterCard, Discover, American Express and JCB - TRUSTWAVE provides vulnerability scanning,
on-site security assessments, computer forensic services and compliance management programs
that help organizations validate their compliance with the Payment Card Industry (PC1) Data

security Standard.

« Data Security Experts - TRUSTWAVE professionals have delivered information security
technology selutions to the Fortune 5000, smalt businesses and government agengies for more
than 10 years. We have more than 50 QDSP-certified security professionals and many of gur
security consultants have worked at governmant agencies such as the National Security Agency

(NSA),

« Innovative Solutions - TRUSTWAVE offers the latest solutions to help secure data and validate
compliance:

o TrustKeeper@®—TRUSTWAVE's enterprise compliance portal~supports more than
25,000 merchants with complance management solutions, TrustKeeper dients can
validate compliance with HIPAA, GLBA, S0OX, FISMA and ISQ17799.

s TRUSTWAVE also now offers a first-of-its-kind, adaptive intrusion prevention system
{1P8) that uses an assel-centric approach to block malicious traffic based on a system’s
viilnerabilities—dramatically reducing false positives.

> To date TRUSTWAVE has validated the majority of payment applications that comply with
Visa‘s Payment Application Best Practices {PABP) through its TrustedAppd; service,

TRUSTWAVE's TrustSentry® suite includes a comprehenszive array of managed security
solutions: intrusion detection and prevention, firewall management and monitoring, VPN,
anti-virus, authentication, and vulnerability scarming. TrustSentry also integrates
support-ticketing, onling help, and real-time reporting into its intuitive management
console,

Global Organization - Headguartered in Chicago, TRUSTWAVE hplds offices throughout North
America. Its interational arm, Trustwave Limited, is based in London with offices throughout Europe
and Asia. This expansion aliows TRUSTWAVE to continue to combing industry expertise with
innovative products and match them with organizations around the world in need of information
security and complance management solutions,

Conddeahal

weeo 08 Sept 08
Copyright £ 2008 Trusbhave. All Rights Reserved

TRUSTWAVE PROPRIETARY INFORMATION



JgJ Trustwave-

Managed Security Services

SERVICES AGREEMENT

This is a Statement of Work, dated as of the date executed below, to and governed by the Master
Services Agreement ("MSA"), by and between Trustwave Holdings, Inc. ("Trustwave") and

fe?ye (“Client"), dated (=="27"2 Trustwave desires to provide additional
Services, as identified below to Client, and Client wishes to receive such services pursuant to the
terms and conditions, unless otherwise noted below, of the Agreement.

Confidential 3
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'} TFUS{WBVE” Managed Secutity Services

DETAILED PRICING SCHEDULE

Intrusion Prevention Service

: 1-Year Term
TRUSTWAVE Service [ 7701709 thry
 6/30/2010
Aanaged intrusion Prevention (T$-1003 $1,700/mo.
4
£
i
Conbufertias 4
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Managed Security Services

CLIENT OBLIGATIONS
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SIGNATURES

IN WITNESS WHEREQF, the Parties below have executed this agreement as of the date indicated
below.

Trustwave: As a person authorized to enter into Agreements and contracts on behalf of

Trustwave, | herby provide and accept thigs Agreemaent for the designated services and term as
accepted by Clent:

Signature:

Print Name:

Title:

Effective Date:

CLIENT: As a person authorized to enter inta agreements and contracts on behalf of Chent, |
hereby accept this Agreement for the designated services and term as initialed below:

Initial requested services and desired term
TRUSTWAVE Service : i-Year Term

. Managed Intrusion Prevention (T5-100)

e
; Al "N. ; 4;/ g
swssin g ot
Ve .

r

Print Name: "é ("*"(t} 9 ; I{:f g G-é@rlotf s

s T

Title: j{;ﬂa ﬂﬁﬁgr} { fﬁ’ ", A f:}{:!j ‘«(,{{«-;.;&/-} l}f“ V& {Mﬁf? {‘?)’15' {"i“lvm

Effective Date: ”},«[ - QC{ .«}—C, (( “36 10

-

Sonbadenta 2]
Vg DA Sepm 08
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This Is an Addendum, dated as of the date executed below, to and governed by Master Services
Agreement (MSA or "Agreement"), by and between Trustwave Holdings, Inc. (“Trustwave") and South
Carolina Department of Revenue ("Client"), dated June 30, 2009. TRUSTWAVE desires to provide
additional Services, as Identified below to Client, and Client wishes to receive such services pursuant to
the terms and conditions, unless otherwise noted below, of the Agreement.

Purpose and Start Date of Addendum

The purpose of this Addendum Is to fully replace the IPS services set forth In the Addendum dated July 1,
2011 with the services listed below. All other terms and conditions of the Addendum shall remain In force
and full effect. The services under this Addendum shall commence as of the start date of this Addendum.

Statement of Work

Managed IDS Service

Trustwave's managed Intrusion detection system (IDS) services monitor the effectiveness of control
systems by monitoring for evidence of attacks. Trustwave's 24x7x365 network security engineers will
manage IDS sensors, analyze the events and take action in case of an actual threat. Trustwave will
monitor the events on the SC Department of Revenue network to identify evidence of suspicious activity
and filter out false positives so that SC Department of Revenue is notified only of actual threats. Through
Trustwave's Customer Portal portal, SC Department of Revenue will have 24x7 online access to suspect
activity and reporting. To assist with Internal control and compliance requirements, a record of all attack
events and their subsequent analyses is automatically posted for SC Department of Revenue's review and
to support audit documentation requirements.

Trustwave's managed intrusion detection service Includes:

IDS Appliance

Installation, Baselining and Tuning
24x7 Monitoring

Regular Attack Signature Updates
Technical Support

24x7 Reporting

ooooon

Ver.03MAY11 2 Trustwave
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Detailed Pricing Schedule

B

S

Managed IDS Service (offered at the
same rate as IPS)

$15,000/yr.

Ver.03MAY 11
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Service Level Measurement and Remedies
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SERVICE LEVEL AGREEMENT

Intrusion Detection Service

Service Level Goals

Ongoing Services

Ver.03MAY11 ETrustwave
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Change Control Procedures
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SIGNATURES

IN WITNESS WHERECF, the Parties below have executed this agreement as of the date indicated below.

Trustwave: As a duly elected officer authorized to enter into Agreements and contracts on behalf of Trustwave, I
herby provide and accept this Addendum for the designated services and term as acoepted by Client:

i Signature: &y‘ 3 Ko Gl
socvane:Robert T McCullen

cﬁi‘
) Title: C E 0
Effective Date: lol2&/1]
CLIENT: As a duly authorized representative with the authority to enter into agreaments and contracts on behaif of
CHent, 1 hereby accept this Addendum for the designated services and term as Initialed below:
Signature: _Mwﬂ
mocrames __Michael D, Garon
oe: _OF. AA.«.I nw@rmjﬁt" / C) O
Ver 03MAY11 2 Trustwave’
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Presented To:

South Carolina
Department of
Revenue

June 30, 2009

Prepared By:
Tony Siegel

TSiegel@ Trustwave.com
312-873-7276

70 W, Madison St, Suite 1050 | Chicago, IL 60602 | 312-873-7500 | www.trustwave.com
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MANAGED SERVICE MASTER SERVICE AGREEMENT

This MASTER SERVICE AGREEMENT (the “Agreement™ is cotered nto by Trostwave Holdings, ine., a Delaware Sorpurstion
TRUSTWAVE™)L with a principa] address of 20W. Madison Swreet, Sulte 1050, Chicage. 1L 80802, and the cliunt ddentified beliw {the
“Ulient™y The parties agree as follows:

Administrative Contacts

INSERT CLIENT Name
fitke

Ulient's Fall Legal Name
Street Address 1

Street Address 2

ity State Aip

el Mo,

Fax R

Technical Contacts

CLENT Mo
Fitle

Street Address |
Street Addeess 2
City, State Zip
Tel Ku,

Fax New

Mz, Jamic Polick

Birector of Sales Operations
Trustwave Holdings, Ine,
W, Muddison Street

Suite HISG

Chieago, 1 60602

Tel Nas 312-R73-7451
Fax Mo 342-443-1620

PHrector of Managed Services
13 W, Man Street

Suite 204

Mundison, W S3703

Tel, N HIR 2046940
Fax Mo HOR-294-6950

in consideration of the mutual obligations assumed under this Agreement, TRUSTWAVE and Chent agree to the Terms and
Conditions attached hereto and incorporated by reference and represent that this Agreement is executed by duly authorized

reprasentatives as of the datles below,

AGREED BY:
JOLIENTY

By &fﬁauﬁ%,bsz By:

Trustwave Holdings, Inc,

Nameg, @t‘r{;{(‘{ EHQI\ Carbe r

Name

{ ; P
e Myag yer, Néw ft*;;:g}h};gh 1A .ixfft’gjﬁ-&} Title:

L-30-09

Diate

e

Confdentia

VER 253uLY08
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TERMS AND CONDITIONS

Definitions.
a)  "Confidetial Information” means this Agreement and alf #ts Aachments, any addenda hereto signed by both partiog, all software, documentation,
information, duta, drawings benchmark e, specifications, frade seorets, objest oode and madhine-readable copies any software and any other

prigrictary information supplied to Client by TRUSTWAVE w0 include access 1o TRUSTWAVE websites and service porals and the content
thereiny, inchuding all items defined as “confidential informstion™ in any other agreement between Client and TRUSTWAVE whethier executed prioe
to or atter the dute of this Agreement.

b "Access Controd Policy” means a desaription network trafltic flows permitted by Cliont indluding, but not fimited to, a deseription of specific netwirk
portzand/or addresses that will be denied or permitted aoess to Cient’s Site and that will be monitored.

¢ “Authoriend Persons™ means the person of persins (nat o exeoed thoee) designated by Client on the Order Form to coordinmtz the performance of
Chient's obligations hereunder; and any decision of o direcdon given to TRUSTWAVE by the Authorized Porson{s} may be refied on by
TRUSTWAVE wid shadl be binding on Client.

dj  “Client Premises Eguipment” or “CPE” means any equipment or appliances provided to Cliertt by TRUSTWAVE and used by TRUSTWAVE for
provision of the Services.

¢} Efftctive Date” means the dae that the tater of Client or TRUSTWAVE has signed this Agreement

iy “ncident” means any Security Breach, operator error, filure of the Tstalled Programs or the CPE, or otterwise,

w Clnstabicd Programs” means the software programs installed by TRUSTWAVE on de CPE

B “Network Operations Center” oo “NOC™ means TRUSTWAVE s fwilities froem which Client's networks are moniored o certain Services are
provided

I “Purchass Onder” mears the Purchase Order or Purchaser Order Exemption Form attachend bereto, as the srme iy be amendisd inwiting by Client
and TRUSTWAVE fram ime totime,

By “Secutity Breach™ means m abuse of privilege, Lo when o user perforns an action that is ot permiied according 1o the Access Conwol Policy,
inchuding butnot Hiited 1o beeak-ins or atternpiod beeak-ing o Clieat's Site.

& “Service Date” rvans the date TRUSTWAVE commences delivery of the Services or 30 (thirty) days affer Effective Dite, whichever is curdier,

I} “SBerviee Level Goals™ means the goals for the delivery of the Services as set forth in Exhibit B,

m}  “Service Level Agrecment” means the teems set forth in Exhibit C

0} “Service Pedod” means the calendar month in which the Service is provided,

oF  USite” means Client's network specified in the Stuterent of Work Form,

p) “Swstern” means a computer, COmpuier sysiem, or computer network,

) “Monitored Device™ means any Systemn specified on a Staternent of Work with regard to the Noswork Security Monitoring service.

r} “Data Conduit™ means the system interconnection configured and operated for the purpose of rransferting dat froms Monitored Devices 1o
the NOC, )

8} “Rampart™ Data Conduit” mivans & Data Conduit that utilizes TRUSTWAVE's Rampar(*™ CPE,

t} VPN Da Conduit” means a Data Conduit implerented using o Virtual Privite Network (VPN wechnology that is configured to a
specifieation provided by TRUSTWAVE,

Effective Date

This Agreement shall become effective as of the Effective Date and shall bave an initial wem of three (3) years and shall sgomaticaly
renew for additional one (1) year terms unless one of the parties provides the other written notice of its Intent not to renew at foust
ninety (90} days prior to such renewal.

TRUSTWAVE Obligations

1) TRUSTWAVE shall provide to Client the services and deliverables {collectively the “Services™) desoribed in the atlached Exhibit A,
Statement of Work, Additional Statements of Work shall be consecutively number {e.g AL A-1 A-2 e}

by TRUSTWAVE shall use rensonable commercial efforis (o meet the Service Level Goals deseribed in the attached Exhibit A, Statement of
Work(s).

Confidential

VER 15JULY0S 2
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Client Obligations

b}

Client shadl provide, perfonm, and make available to TRUSTWAVE, at Ulients expense within 30 (hiny) days of the Hiective Daw | the
resonrses and actions and information set Red i te atached Exhibit A, Staement of Work, and such other additonal resources and
sotions and mBrmation, as TRUSTWAVE may from tinse 10 time reascontly request i oomnection with TRUSTWAVE s performance of
e Services,

Cem undorsasd and adnowiedges that TRUSTWAVE will redy upon the ascouny of ay informasion provided by Cliowt and that
TRUSTWAVE's perfiemance s dependent on Clients fimely and effective saishhation of all of Clients responsibilities hereunder and iy
Sevistons wxd appeovals b Cliond,

{Hent shall pry all movmnee, dppang, and leexdiing charges, inchading without ioditanon, custom charges, ixes, and VAT,

Compensation

at

bsj

di

¢}

Fees b aonsideration of dy Services provided hereunder, Client shadl pay 1o TRUSTWAVE the fees s St in e Sttement of Work and
Purchuse Order, i secessry. TRUSTWAVE may adiu fie fies on cach srmbversy of de Effeotive Date provided #t ghves Client wiitlen
notification of the e ool fess G thirty (307 days price to such adivgment Trave! and expenses are not included in the foes and will be bilked
separmsely as appeonad,

Pavment Torms, The Senp Foe s due aned paviabile wxoo exsastion of this Agreement. The ivoiee R the Servive Fee for e Bitial Service Peraxd
e calovdr mooth in which the Servior Dante fulls) o8 be proeatid soceding 10 the Service Daw, Thereafier, involoes iy the Service Fee will fe
ses I e of the st of the Sarvive Pariod, Al such involond smounts Gexoept the Setup Fee as roted above shall be due and payable within
fifteen (13 duys affer the date of tovoive, The Fee for the Assessnent Services and subsequent Setsp Feofs) is due and payable within fifleen (15}
chays atter the date of imoler, Al foes quated snd prosrenss shadl bedn LS, Dollars

Ivojeing, Staternentfs) of Woek with 3 vaue o $ 1200000 o Tess per sear shall be paid upon exeoution thereol. Trustwave will begh invedoing &
ihe Servives fiftoen {153 dis afler the exendion of e Agreement. However i the Servioss do not eommence within such Sime solddy as g sesult of
Trustwave, nvoicing foe the Services will begin thinty (30) days afler the exacutiva of this Agreemient.

Lot Pasaners, Any amousts tof paid within thingy (30) daws of the date dus shall acerue inkerest at the rate of anc and coe-half percent (1.5%) per
mionth or the masdemn mie permitted by applicable I, whidhever (s less, determned and compounded on a daly basis from the date diss unt! the
date paid. If payinent is not reccived within forty-five {45) days from the date of the invoice, TRUSTWAVE reserves the right to
disable Client’s acvess w the TrastKeeper portat and or other services.

Taxes, Client shall be respoasiile for any Gues foxcept e towes oo TRUSTWAVE s inecime], such as sales, use o excise e, and smil charges
of any kind imposed by any feedord, stk or ol povernrocnil entify for Services provided under this Agreeroent,

Proprietary Rights

a}

b

<3

TRUSTWAVE Technolugy, AH sollwaus, ditta peocessing systens or mechaniams, comnputer oode, repon iemplaties, TP, trade soonats, knose-hiow,
procesacs, iventions, discoveries, concepts, peserments and ariginal works of mahieship and derbvative wirks hervel tha TRUSTWAVE has
prepared, deselopod sequired fir the parpoie of providing the Services {the “TRUSTWAVE Technolopy™) 1o include swebsiies and servives portal
and thetr oostent dhadd be the e property of TRUSTWAVE o iss oensors. Exorpt as ctherwise axpressly provided herein, Cliens shall oo soquine
any rights nany TRUSTWAVE Tochodogy as o et of recerving the Servioes,

Eagd o Binited t, nepwork configuetion, TOPAP packa hodors and contimts, log files, malicious codes mnd Trojim horess, TRUSTWAVE rewng
the right to use the Dat o apgrepdions doreol for any reasonable purpose, provided such diss deoes et comain inflemation dentifiing Client o
shsedose mrry of Chont s oonfidentid inkomugion.

{Hera agrees Sut roihing i this Agreement will mnpair TRUSTWAVE s dgda b provide 1 adwrs serviees or defiversbles subsuetially similar 1o, o0
porforming the sene or sl Bewtons o e Senvices under this Agreonmnt.

withent the prios switten approvad of TRUSTWAVE s legal depanment.

Confidental
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Confidentiality

aj

B}

<

i

€}

Clint acknosdedpes due the Confiderdad nformation constinnes vabiable sade seorets and Client sgroes St it shadl use Condidentlal nformatn
scaely in soocedance with e provisiues of this Agreement and will novdisclose o6 permil to be disclised, e s, direath o indireadys 1o sy thid
sy without TRUSTWAVE s prdoe wiitien consent. (lient agrees o exerdise die are in profecting the Confidentiad nlsration from unaaghoriagd
s disdosse,. However, Client baars no reponsibility for suleguanding nforrmasion that s pablicly iadbable, sdresdy in Cliont’s possession and
s suyiect 1o 8 condidentiadity obligation, obuinied by Client froes Hind portes withow restictions on discdosre, mdependantly developed by Cliest
without referenoe oo Conlidential Information, o reguined 1 be disclosed by order of 2 wouet or ofhser genommertal entiy.

TRUSTWAVE adknow fedges dat mihe cowrse of izs perfirniance of this Agreament, i oy become povy to contain infoemation tag Cllend deers
proprictry and confidental, TRUSTWAVE sgroes wotrest all such information da s dentifia! a5 proprictan end condidensial moa condidensial
oy aned il oot disclose o permit 10 be disclosed the same, directy or indiready, o any third paryy withou Cliends prioe written aonsernt,
Homever, THRUSTWAVE bewrs no rsponsitdlity for safeganding informaton that i peblichy avaifable, alresdy in TRUSTWAVES possession ard
g sdnect o g confidentaitiny obligaton, obiined hy TRUSTWAVE Som thind parties without rosrictions e dscddostre, mdepersdontly dovaloped
by TRUSTWAVE without referere 1o such information, verequined to be disclosed by veder of aooart o other governmentad eatity,

The puardes nckeesladge thal wither party's beeach of Bs obligations of woafidentiality muy ssuse e other party irveparsble injury for whidh it woald
ot have an adepdte reedy ut law, I the event of o breacly the non-breactsing party shall be ardithed w0 seek injunctive relied in aldition o any other
sermadies i oy have ot bow orin ety

Notwithseding de Bregoing, TRUSTWAVE shall bave the right o afitba Client”s name and address in thedr “Cliost List” and other narketing
materials without addiiornt compensation e Client provided tha such usage s n e reasonable and noerral madcting scvities of TRUSTWAVE,
that sch wsage shall inno wary be derogtony I ratere, dut such usage does not resalt in discdosure of Cliont's confidentisl infommution,

Incidental Fres, Cliont shall fmmediately nodly TRUSTWAVE if Client knows or has reason {o believe that TRUSTWAVE has
been or will be required, as a result of sctivity arising out of or related 1o this Agreement or the services conteraplated herounder,
by any court of adrainistntive sgeney of the United States or aiy state or by any legal process tis respond (o any subpoctia, search
warranil, diseoveery or other directive under the authority of such court, administmtive agency, governmental inguiry or process in
connrection with any proceeding o investigation in which Cliens or any of its Affiliates, ufficers, dircctors, agents, emplovees, or
subcontractors §s invelved.  Whether or not such notice is given by Client, Client shall dircotly assist TRUSTWAVE in
TRUSTWAVE s attempt to reduse the burdens of compliance with any such directive, and Clivst shall reimburse any and all
ressonable expenses incurred by TRUSTWAVE and s Affillates in complying with any such directive, including, but not
lunited 1o, sitorness” fees and TRUSTWAVE s outside counsel stiomeys” feos for representntion angd advice, travel and lodgiog
espenses and an hourly labor vate of $273 per hour for gl thime spent by TRUSTWAVE In responding Lo such matters,

Termination Events

i

4}

This Aggeeneng or Serdor s, by writen notior, be wnminatad by aparty ifany of the Hidlowing evenis { Tormination Evens hooar

i TRUSTWAVE fein materiad breach of any teern, eosddtion ov provision of this Agreemmer, whith brech, ifagable of bedng cured S notored
within thirty { ¥y after Clent gives TRUSTWANE wiitien notios of such b o

i Astoany Servive TRUSTWAVE delivers to Client from o third-party vondi, such sersdor removes o disables acoess o alt or sy
pewtion of sach Service, cemses 1o do business o otherwise terminates its business operstions; o

gy Chert fuls to oy any st due TRUSTWAVE within thiny (307 days aiter TRUSTWAVE gives (e written natice of such
SOOI O

iy Chergis in mgenad brawch of any sorrmonetary e, couditon oF provision of diis Agreoment, which brosdy, 3 capeble of being cured, is nod
curedd within thirty {300 days afler TRUSTWAVE gives Ulient writien nedioe of such breacts or

w1 herd {1 temmentes or saspeneds 1 busdiness, {31 beosres Insodvent, adrnins gy wating T ability 1o ooy 1ts debis s they srsdure, makes an
assigranent for the beoctit of uditons, o begores sabiedt W direct control of 2 thisee, recelvey or Sl stfriny, o i boasmes subjed o
any buaknupicy of insdvensy procoeding under foderd or st satutes,

Hany Termimtion buent oocurs, eomination will become effictive fommedimely o oo the date st finth o e writden notice of tormibmtion

Terpination of s Agrecmont will not affoat the provisions regaeding Clients or TRUSTWAYVES weatroens of Confidential Infosmation, provistons

dlating 1o the payroent of wroanis due, o provisions miting or disclaiming TRUSTWAVE' Hability, which provisions will survive terminion of

s Agreerment

Within ten (10 Iusness days after the dute of wrnitnaton or discontinusnce of this Agreerent o any rason, Clict aprees 10 return, at ity sole

expense without setofl (o any foes owed, any CPE(S) o TRUSTWAVE, Client shall rowin the risk of doss until such CPE iy defivens]

TRUSTWAVE spremises. Cliont shall be solely responsible for, and shall rdburse TRUSTWAVE fix, any domage cased to the CPE while itis

insstalied st Clent's Soilities, exceg o the exient such damage iscaused by TRUSTWAVE porsonnel. 1the CPEG) are not timely retursed o are nit

in the sume condition iy which reccived by Client fexcept foe noemal wear and ward Client agrees o pay 8 darroge foe of $S.000 pr (P

Lordental
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W e fermmates this Agroceont B any rason, Cliont agrees 1o pay TRUSTWAVE within 30 days for ] servioes performed by TRUSTWAVE
ue e the shite of canoellation dat bave sy previoudy been paid. Additocally, I Chient terminates s Agrocront offer i for catn, thenr Client
shiall ey v TRUSTWAVE, s 5 camdlation foe and not as 2 peradty, an amowrst equal (o the sunt of e monthly servioe diarges i the remmainder
of the Term of e agreement,

Warranties and Disclaimer
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By TRUSTWAVE, TRUSTWAVE wwmants St the Servives provided wader this Agreerent shdl be porformsed with that degree of <l and
fixlgrnent roomlly exerased by recopnized peofessionad firms porfteming servioes of the same o subsestially sionile rasae. The eclugive remedy
for ayy breach of Gus foeepoing varcanty shall be thay TRUSTWAVE, ot its own oxpense, wd in rosponse o writlon potios of a warmaty claim by
Clices withins 00 dens sefler performans: of the Sendoosal Bsue, gl o i oon optias, either {1 He-perfoem the Services toconfionn fo this samdant,
s {2 refind to Clicrt amnoants pard Re nosoonfonming Services.

I3 o, € lient epressens and warrents 1o TRUSTWAVE that it has the sight 1w, disclose andd dissenmirase the infbermation, specilications wd
¢ it by prowicded or will provide .o TRUSTWAVE in order fr TRUSTWAVE 1o perfirm the Serviess wnd togrant TRUSTWAVE seaess o
the (Tient's I sddeesdos) v ddentified and provided by Client 10 scan for cpen ports wsd other possible seamity valooblliies. Cliat frther
regwoariks and warrants $ad possesacn and wie of et inforroution, specifications and data by TRUSTWAVE ander the s and conditions of this
Agreernent will e constituie sn indiingement upos any patent, copwight, ade seoret, o ofher inteleonal propedty nght of any third pany,

TRUSTWAVE, and TRUSTWAVE shall, st TRUSTWAVE s ekection and expense, either sepalr or replace such defective CPEL Cliont agrees o
pay Tor shipping churpes related 0 the repleoad CPEL Client shall be solely responsible for alt costs associated with repedring or replading any CPE
damaged by scvident; vl physical, electrical o elecgromagnetic sresss neglect misises Bidlure of dectric power, gir conditioning o humdity
control; cases olher te oedinary e, or any darmage resulting from a breach of Client's obligations hereunder.

TRUSTWAVE does sot warnnt that the CPE oe Bervioes are offered without defiat o erron, o that the opaition of the UPE o aveitability of the
Serviees will be upintenupted or aroefive. Furthermore Client acknowiedges and understunds that the monitoring {for availability of
dynamically addressed CPE devices may resull in a greater time window for devioe outage detection,

EXCEPT AR EXPRESSLY SET FORTH HERESN, TRUSTWAVE SPECIFICALLY DISCLAIMS ANY EXPRESS OR
IMPLIED  STANDARDE,  GUARANTEES, OR WARRANTIES,  INCLUDING  ANY  WARRANTHS ¥
MERCHANTABILITY OR FITNESS FOR A PARTICULAR PURPOSE, WARRANTIES OF NON-INFRINGEMENT OR
ANY  WARRANTIES THAT MAY BE ALLEGED TO ARISE AR A RESULT OF CUSTOM OR URAGE
NOTWITHSTARDING ANYTHING TO THE CONTRARY CONTAINED IN THIS AGREEMENT TRUSTWAVE
[HECLAIMSE ANY WARRANTY, RESPONSIBILITY, OR LIABILITY FOR THE FUNCTIONALITY OF THE CLIENTS
HARDWARE, SOFTWARL, FIRMWARE, OR COMPUTER SYSTEMS,

Limitation of Liability

&t

i

TRUSTWAVE SHALL NOT BE LIABLE TO CLIENT FOR (1) ANY ACTS OR OMEBSIONS WHICH ARE NOT THE RESULY OF
TRUSTWANVE'S GROSS NEGLIGERCE, RECKLESSNESS OR WILLFUL MISCONUAIUT (21 ANY AMOUNTS IN EXCESS OF ANY
FEES PAIL TO TRUSTWAVE BY CLIENT HEREUNDER, (35 ANY OUTAGES OR SLOW DUAVNS OF CLENTS COMPLUTER
SYSTEMS RESULTING FROM THE PERFORMANCE OF ANY SERVICES INLESS SUCH ARE THE RESULT OF TRUSTWAVE'S
GROSS MEGLIGENCE, RECKLESSNESS OR WILLFUL MISCONDUCUT, OR 143 ANY LOSSES, COSTS DAMAGES UR EXPENSES
INCURRED BY CLIENT RESULTING FROM THE PERFORMANCE OF ANY TEST, UNLESS SUCH ARE THE RESULT OF
TRUSTWAVE'S GROSS NEGLIGENCE OR WELLFUL MISCONDUCT.

THIS AGHEEMENT K A SERVICE AGREEMENT, AND EXCEPT AN EXPRESSLY PROVIDED IN THE AGREEMENT,
TRUSTWAVE DIECLAMS ALLOTHER REPRESENTATIONS OR WARRANTIES, EXPRESS OR IMPLIEDL INCLUDING, WITHOLTT
LIMITATION, ANY WARRANTIEES REGARDING QUALITY, SUITABILITY, MERUHANTABILITY, OR FITNESS FOR A
PARTICULAR PURPOSE HRRESPECTIVE OF ANY COURSE OF DEALING, CUSTOM OR USAGE OF TRADE) OF ANY SERVITS
OR ANY GOODS OR SERVICES PROVIDED BNCIDENTAL TO THESERVICES PROVIDED UNDER THIS AGREEMENT,

NOTWITHETANDING ANY PROVISION IN THIS AGREEMENT, INNO EVERT WILL TRUNSTWAVE BE LIABLE FOR ANY
LUISS OF PROFITS, LOSS OF USE, BUSINESS INTERRUPTION, LOSS OF DATA, COST OF COVER OR INDHRECT, SPECIAL,
INCHDENTAL OR CONSEQUENTIAL DAMAGES OF ANY KIND IN CONNECTION WITH QR ARISING OUT OF THE
FURNISHING, PERFORMANCE OR USE OF THE SERVICES PERFORMED HEREUNDER, WHETHER ALLEGED A5 A
BREACH OF CONTRACT OR TORTIOUS CONDUCT, INCLUDING NEGLIGENCE, EVEN IF TRUSTWAVE HAS HEEXR
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ADVISED OF THE POSSIBITY OF SUCH DAMAUGES. IN ADDITION, TRUSTWAVE WILL NOT BE LIABLE FOR ANY
DAMAGES CAUSED BY DELAY IN DELIVERY OR FURNISHING THE SERVICES. TRUSTWAVE'S LIABILITY UNDER
THES AGREEMENT FOR DAMAGES WILL NOT, IN ANY EVENT, EXCERD THE FEES PAID BY CLENT TO TRUSTWAVE
UNDER THIS AGREEMENT IN THE TWELVE (121 MONTH PERIOD IMMEDIATELY PRECEDING ANY CLADL

THE FROVISENS OF THISSECTION 16 ALLOCATE RIBKS UNDER THIS AGREEMENTHRETWEEN CLANT AND TRUSTWAVE, CLIEXT
URDERSTANDS THAT TRUSTWAVE B NOT AN INSURER, THAT INSURANCE, IF ANY, SHALL BE OBTANED BY THE CLIENT AND
THAT TRUSTWAVE™S PRICENG REFLECTS THE ALLOCATION OF RISKS AND LIMITATION OF LIABRITY SET FORTH HEREIR,

TRUSTWAVE shall fnvr vo Habiliny for good fanh reliance on the information provided by authorized persans or resulting from any incident or
action of inaction of Ulient Client anderstands and acknowledges that, by its very nature the performance of the services may result in Chent system
downtivg,

Mo wetion anising oot of any breach or clainisd breach of this agreement or transactions confemplated by this agreement may be brought by cither
party more s one {1 wear afler the cause of setion has scerued. For purposes of this agreement, i couse of action will be deemed to Bave sccrucd
when a party knew or reaseimbly should have known of the breach or claimed breach,

NOHEMPLOYER, AGENT, REPRESENTATIVE OR AFFILIATE OF TRUSTWAVE HAS ALTHORITY TO BIND TRUSTWAVE TO ANY
ORAL REPRESENTATIONS UR WARRANTY CONCERNING THE SERVICES. ANY WRITTEN REPRESENTATION OR WARRANTY
NOTEXPRESSLY CONTAINED IN THIS AGREEMENT WILL NOT BE ENFORCEABLE,

Miscellaneous

gl Assignment. This Agrecmet shall be binding upon and e 1o the berelit of the pauties heroicand their respective suscessors and perrmitied assigns.

Notwithstasfing the feegoing, Cliort shall et monsfor o assign sy or ol of {58 rights o ohligations heroudear without first cbaining the writies

gopsent ol TRUSTWAVE. Amy siternpted assigrmon or rmnsfor moade B vickation of tis Section Hoa shedl benudl and vold,

Force Muagoue, The cﬂ:gmhm hereunder of cach party shadl be suspemded while and o the oot due sch party Is prevensed Fom complying
Herewitin wholt or in part Iy any ovent besond the reasonable soatrol of sudh ports.

i Netioes Al netices consents, arsd ofer comerunioations hereunder diall be peovided 1o weitiog and shall be dedivered pasomally, by regstond o

certified ol {rotan eeonint resuestedd) or by Saosionile 1o the perties a the addresses oo front for such othier ackdress as may have beeny amm&mﬁ by o
ot hehall of mach party by Hhe soticey:
1 Communiations seag by Gacsimile shall be decrmed effeaively deliversd upon dispatth,
i Comsmuications son by registered o certified sl shall be decr] effoctively deliverad ive 157 caberstar dins afler muadding,

4y Relaforedup. The rdaiorsiip bosween the paries 1o dus Agreernent shall be tha of sdependent wonimcions, B is exprosdy sgreed tug nothing in dis
Agrecrment shall e coastruxt (0 areate o unply 8 parmership, joint vesturg, sgeney religionshipy o somtrat of erplovment, Nejther party shall have
the mithority o make sy repesentation o corymitment of sey kind, or 10 ke any action that dill be binding on the other party, except s sathorizaxd
in weitinsg by the party 1 be bound.

€1 Subowtmtors Cliert expressly consents ©© TRUSTWAVE s gt © use of suboontrecions in connection with the perfbemance of Servises
ercunder, provided that should TRUSTWAVE ue subconteactons, it woukd mit relieve TRUSTWAVE of any of its obligations under this
Agreomen,

LY

Afcitticns During the term and for & periad of one (17 year theresfier, CLIENT shall not, dircctly oc indiretly solich, hire,
m;ﬂ to sodicit or hire, or participate in any attempt 1o sobicit or hire sny person who was an employee of TRUSTWAVE or any
of s AffiHares. I CHemt breaches this provision, Client shall pay TRUSTWAVE two times (2X3 the salary paid by
TRUSTWAVE 1o such employee so hired, The parties agree that said snount is o reasonable estimate of the costs and expenses
that TRUSTWAVE will incur as s result nf‘traiuing and rep}aa.:in;z sach employee

b 3 “m%xei unt«mw ot \msmmrﬁc 1wy f'xtfc:m. the prarties «éu!’
;:méc:twt in gvd im:?: & agm 10 sk Wm M wilt ;:mw: as fras gxm’bk* the imentions exprewied in this Agrearment, i the parties fidl
s oo s an armcodment, such bnalid om eondiion e provighon will be severed Brom i novaining forng conditions and provisions, which
wifl oo 3o be salid and eoBrocabie 1o the fulles extent pemitiod by law.
TR ol s This Agreemen shadl e poverned by and corsinuesd insecordaner sath e bnes of the Ste of Bliols, withowt regd teconilice of
faws principles. Fah pary hereby irrevocbly submis to e junisdiction and vorer of e fodem! and state covrts of the Stare of Blinois fiv e
prrpioses v ey Topad or ooquindble action arising wider fis Agrecrent.
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K} Venue, Ve for any sction arising from the terms of this Agreement shall be in e Blinols and Federal Distrier courts siting in the City of Chicago,
iL.

I} Entire Agreement Amendment. This Agreement (together with the aliachments, forms and exhibits attached hereio} constitutes the entire agreenent
between TRUSTWAVE and Client regrrding the subjeet matter bereof, All price or contempormecus agretments, proposaly. understandings and
cormunrications between TRUSTWAVE and Client regirding the subject mutter hereof, whether ord oc written, are superseded by and merped into
this Agreeement. Nedther this Agreemont nor any exhibit hereto may be medified or aimended except by a writien instrument exeaued by both
TRUSTWAVE and Client. The terms of any Cliert purchase order sre accepied for acoounting convenience only. No erms or conditions conrained
in any purchase order shall arnend this Agreenentoe shall alherwise coostifute anagreement between the partics,

Confidential
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Addendum to the
Compliance Validation Service
dated September 30, 2005

PRESENTED TO:!

South Carolina Department of Revenue

PREPARED BY:

TONY SIEGEL
312-873-7276

PROPRIETARY INFORMATION
This proposal may only be used for evaluating the planned services designated herein, and may
contain information that is privileged, confidential or otherwise protected from disclosure,
Dissemination, distribution or copying of this proposal or the information herein is prohibited
without prior written permission of Trustwave.

Copyright @ 2008 Trustwave. All Rights Reserved.
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Addendum

This is an Addendum, dated as of the date executed below, to and governed by the Payment Application
Best Practice ("Agreement™), by and between Ambicon TrustWave now known as Trustwave Holdings, Inc.
{"Trustwave”y ard {"South Carolina Department of Revenue™), dated September 30, 2005,
TRUSTWAVE desires to provide additional Services, as identified below to South Carolina Department of
Revenue, and South Carofina Department of Revenue wishes to receive such services pursuant to the
terms and conditions, unless otherwise noted below, of the Agreement.

P f e, 1
The purpose of this Addendum is 10 renew the services below,
ice St {
The services under this Addendum shall commaernce as of July 01, 2009.
Statement of Work

Compliance Validation Service {CVS)

Trustwave will provide South Carolina Department of Revenue with a Compliance Validation Service
designed to manage the overall compliance process and aid in achieving the compliance objectives. A
Trustwave consultant will host weekly calis Hwoughout 8 4 week period after the initial questionnaire and
scan are compieted. The purpose of the calls will be to identify areas of non-compliance uncovered in the
questionnaire and scan results, develop and assist in managing a remediation plan to address the non-
compliance issues, validate pelicies and procedures, and review network security Infrastructure and
architecture. Based on our extensive experience and knowledge, typical areas of non-compliance include
card data encryption, multi-factor authentication, and system logging. Throughout the project, Trustwave
provides comprehensive online support through the TrustKeeper portal that includes self-help and a
continually updated FAQ database. In addition, email and multilingual phone support are available during
standard business hours to answer any questions regarding PCE comgpliance or vulnerability scanning
results,

To ensure comprehensive and efficient service, the South Carolina Department of Revenue must fulfil
their obligations within each item below before progressing to subsequent phases, Failure to do so may
require an addendurn to this contract that will include additional charges for any time or materials above
and beyond those agreed to in this contract, The Compliance Validation Service does not include
remediation services. If South Carolina Department of Revenue wishes to receive any remadiation
services, South Carolina Department of Revenue must specifically selecr those services,

Project Phases and Chronology
1. Vulnerability Scanning Service

a. Onlfine Questionnaire: PCI requires that all merchants and service providers compilete the pCl
seff-assessment questionnaire. The Trustieaper system provides an easy-to-use portal that
satisfies the requirements of all the card associations with self-help and a continuously updated
FAQ database. The questionnaire is available in English (American and British), French, Canadian
French, Swadish, Greek, Spanish, Japanese, Chinese {(Simplified and Traditional).

b, Scanning: The gutomated vulnerability scanning engine within TrustKeeper is a proprietary
“Intelligent” scanning solution that has been tested and determined to be PCI compliant, The
scanning solution tests for more than 3,000 unique vuinerabilities and is extremely accurate in
eliminating false puositives. You are entitled to receive monthly scans during the term of the
Agreement for up to {512) IP addresses,

Addertum
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¢. Reporting: Through a secure web interface, TrustKeeper provides easy access to concise, auto-
generated reports with & high-level summary for executives and managers. The reports will also
provide detaiied results and remediation action for technicians. Remediation Instructions include
CvE-linked vulnerability checks and best practices defined by Trustwave consultants.

d. Security: Trustwave's TrustKesper infrastructure is monitored on 2 24x7 basis to ensure
protection of South Carolina Departiment of Revenue data. All South Carolinag Department of
Revenue data is delivered via secure chamnnels,

2. Support - Supplied throughout each phase of the project, Trustwave provides comprehensive online
support through the TrustKeeper portal that includes self-help and a continuously updated FAQ
database. In addition, email and multifingual phone support are available during standard business
hours to atswer any questions regarding PCI compliance or vulnerability scanning results,

3. Trusted Commerce Security Seal:

With your service, you receive the Trusted Commerce seal. Displaying the Trusted Commerce seal on your
Web site will raise recognition of your organization’s commitment to payment card security and distinguish
your organization as one that is committed to handling payment card data in @ secure manner. The seal
confirms your enroliment in Trustwave's program (o validate compliance with the Payment Card Industry
Data Security Standard (PCI DSS).

Once you've achieved compliance, customers that click onr the Trusted Commerce seal will view a
certificate stating that vour organization has completed the required actions for validation of PCI DSS
compliance. The seal informs customers that, as a Qualified Security Assessor, Trustwave examined your
organization’s policies, procedures and technical systems and scanned your payment tard enviconment for
vulnerabilities. This statement reassures customers that you protect their payment card information as
required by the PCI DSS and reinforces their trust,

4. Trustwave Extended Validation {EV) SSL Certificate

Included with your Compliance Validation Service (CVS), Trustwave will include one Extended Validation
{EV) S5L certificate free for one year to heip your organization establish a new standard for its Intemet

reputation and online security.

The Extended Validation (EV} SSL Certificate Standard has been set in place as a joint effort by Certificate
Authorities and Web Browser software vendors worldwide to provide for a more secure Internet. With the
emergence of a vast array of new exploits, phishing scams and fraudulent activity on the Internet, £V S6L
certificates are at the forefront of a new online security initiative. EV certificates enabla secure
connections, establish business identities, and assist in greventing fraud through a rgorous set of checks
and validations previously unmatched with regular certificate processes,

when an BV S50 &8 presented during an onling session, your customer’s browser address bar is shaded
green o call sttention to and promote your Web site's security. Additionaily, an EV S5L certificate fulfills a
number of e-commerce requirements within the Payment Card Industry Data Seturity Standard (PCI
DeEs).

The BV validation process includes legal, physical, operational, domain name and authority validation and
demonstrates to consumers that your company is legitimate and underwent thorough validation. Issuing
an £V certificate requires thorough investigation, and Trustwave has streamiined the validation process to
reduce the time it takes to issue your certificate. While your EV 55U certificate is processed, Trustwave will
issue a traditional Organizationally Validated {OV) SSL certificate to be replaced once your £V 85L is
issued. Your use of Trustwave’s SSL certificates is subject to and governed by the terms and conditions in
the applicable Cartification Practice Statement(s), Certificate Policy (ies), Subscriber Agreement, and other
refated documentation.

Trustwave's BV SSL certificates offer security and credibility unmatched by the first generation of SSL
certification and feature the following:

Addendum
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® & X & u - -

Prominent green bar

$500,000 Relying Party Warranty

256~-Bit Digital Encryption

Free Priority Tedhnical Support

128-bit and 40-bit backward compatibility
Trusted Commerce™ Web Site Seal

Free reissues for the fife of the SSL Certificate

External Penetration Service

PCE DSS requirement 11,3 requires that penetration tests are conducted at least annually or after any
significant change to your network. This service is designed to satisfy the external portion of these
requirements, is performed as a non-credentialed test, and includes the following:

&,

Addendurn
Ver 1EFEBOS

Network Mapping: In the process of moving from general to specific, building an accurate
network magp of the externally facing devices is a critical task at the beginning of the penetration
test. To support this, in many cases Spideriabs will obtain the network blocks from the South
Carolina Department of Revenue. This is typically in the form of a block of Internet addresses
provided by one or many [nternet Service Providers (ISPs). These addresses are then probed to
see if they are in use {not for vulnerabilities at this time). The probes are exected 3 times at
different intervals during the first part of the engagement t6 ensure that no system is missed.
The data gathered is used to create a network map of the external environment.

System Identification and Clasgification: The network rap would not be very useful if the
systemns located on the network were not identified and classified. Another probe is performed of
the systems identified, this time using TCP finger printing, service fingerprinting, and various
methods to identify and classify systems and services. The dats gatherad is used to classify the
gsystems by function, Data gathered about the system helps to determine the classification For
example, a system running a particular version of the Apache Web Server as well as BEA Web
logic is most likely a web application server. After sach system is classified the network map is
updated to reflect each system's functionality and operation system. Before the next testing steps
begqin, SpiderLabs will debrief the South Carolina Department of Revenue’s key security contacts
on specific system findings and intended target list to be used In the attack phase.

System Vulnerability Identification: All systems in the target network segment are probed,
singularly and in tandem with the other hosts to locate potential vulnerabilities. Using a large
working knowledge of exploit techniques, public information, and results of private vulnerability
research, the Trustwave Penetration Testers catalog all the potential attack vectors that might be
exploitable. Trustwave Penetration Testers devise several attack strategles and commence to
exploitation.

System Vulnerability Exploitation: If the plan of attack devised in the previous step includes
any techniques that may impact production systems and infrastructure, the South Carolina
Department of Revenue is first advised of the possible system downtime that may arise. At this
point it is up the South Carolina Departiment of Revenue to decide whether or not to proceed with
the exploitation. As a rule, any potential vulnerability found is manuaily investigated, researched,
and an atternpt is made to exploit. Exceptions to this rule are technigues that will cause a denial of
service {DoS) or harm the data on the target system, SpiderLabs will only attempt to exploit a
Denial of Service, or alter data on a target if specifically instructed by the South Caroling
Department of Revenue in writing. In exploiting vuinerabillty, Spiderlabs has will make an attempt
to either gain unauthorized access to the target system, or extract sensitive data from it. An
exploit is considered successful if we were able to achieve either of these objectives. As successful
exploitation leads SpiderLabs to systemns compromise, SpiderLabs consultants will report the
breach to the South Carolina Department of Revenue's key security personnel immediately.

Application Architecture Identification: Using the classifications previously established
Trustwave will use tools and manual intervention to identify if there are specific applications
running on dynamic content servers within the target network. When an application server is
identified, other systems will be identified within an application server group. This grouping will

Copynight £ 2009 Trustwave. All Rights Reserved
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help identify potential flaws in application trust relationships, This information is vital to the
successful identification of application vulnerabilities. In addition to identifylng purposeful
applications, Trustwave will attempt to discover Backdoors that may be present in the
environment.

f.  Application Exploitation: Application Exploitation is carried out on the Public areas of exposed
applications only, such as fogin fields, search functions, or other publicly accessible areas. For
applications that have public user registration functions, Trustwave WILL NOT attemnpt to create a
user and test authenticated areas of the application. Further, Trustwave WILL NOT perform a full
Application Penetration Test against any application as part of an External Penetration Test.
Trustwave will debrief the South Carclina Departmert of Revenue’s key security contacts on the
applications identified, and what will be tested. Trustwave can explain the ptan of attack for each
system and general techniques that will be used, If the system is a production system, the South
Carolina Department of Revenue will be advised of the possible system downtime that may arise,
Fach application will be tested with many different types of Application Penetration testing
rechniques related to Input validation, business logic, application logic, session management, and
fogin routines.

g. Compromise: As systems or applications are compromised, the South Carolina Department of
Revenue’s key security contacts will be ngtified. At this time, the South Carofing Department of
Revenue contacts are given the opporiunity to decide if the particular system should undergo
additional tests, If they decide to have Trustwave continue, additional techriiques will be used to
further penetrate the target system and the environment as a whole. This can include instalfation
of network sniffers, remote management tools, connectivity tools etc. Successful axecution
establishes a launch point for additional attacks agalnst the environment.

h,  Data Extraction: Each system that is compromised will be examined for the existence of critical
data and files. If SpiderLabs finds such data to be accessible, a sample of this data will be
downloaded from the system and securely stored by SpiderLabs untll the presentation of
deliverables.

. Further Compromise: Once a system has been compromised, there are many trust relationships
that can be potentially exploited, or data exposed through a compromise might lead to the
compromise of additional systems and appilications. Using both data gathered and techniques
similar to those used to develop the network map and system classification, SpiderLabs will launch
a new stage of discovery against the envirenment. For example, a web server is compromised.
This system is allowed to access a system on the internal network for data storage and retrieval.
The intermal server can be potentially compromised if vulnerabilities exists that can be exploited

from the web server,

The service will be parformed on 1 Class C Network {containing approximately 1 Dynamic Content Web
Server), Upon completion of the testing, a report will be provided documerting the findings and include
high-ieve! recommendations to assist you in correcting any areas of deficiency. All testing phases will be
conrdinated with SOUTH CARCLINA DEPARTMENT OF REVENUE o minimize any adverse impact that may
stour as 3 result of the services, We strongly recommend full-disciosure of the testing to ali individuals
responsible for the network and related services and devices. Although we take precautions to minimize
the negative impact on South Carolina Department of Revenue systems, we do not guarantee against
seryice interruptions due the inherent risk of such testing that could result from unpatched systems,
unique system configurations and other such issugs. We aiso recomimend the establishment of incident
response proceduras in the event of any adverse impact or disruption of network services, SO0UTH
CAROLINA DEPARTMENT OF REVENUE assumes full responsibility to backup and/or otherwise protect its
data against loss, damage or destruction prior to and during alf phases of the proposed services, and 1o
take appropriate measures (o respond to any adverse impact of the systems or disruption of service.

Agidendum
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1-Year Term

Detaifed Pricing Schedul

Requested Service 7701709 thru 6/3072010

Compliance Validation Service (CVS)

« TrustKeeper Scanning and Questionnaire- 512 IP Addresses

*« Remote Consulting for 4 Weeks

« Policy & Procedure Review $12,000

» 1 Trustwave Extended Validation (EV) 551 Certificate for 2

Year

«  Trusted Commerce Seal

External Penetration Test (30 Hours)
§7,500

« 1 Class € Network
« 1 Application

South Carclina Department of Revenue shall pay Trustwave at the rate of $250 per hour for any hours
i excass of those listed above.

South Carolina Departrment of Revenue shall pay all insurance, shipoing, and handling charges, induding without
limitation, custom charges, taxes, VAT,

Ariderum
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TERMS AND CONDITIONS

1. The parties agree to amend the Agreement to intlude the folfowing provision, In the event the
provision already exists in the Agreemernt in some form, the parties agree to amend such provision to read
as follows.

TRUSTWAVE and CLIENT hereby confirm that the provisions of a mutual non-disclosure agreement
between TRUSTWAVE and CLIENT, if executed, shall be in full force and effect and apply to alf
Confidential Information furnished by either party in connection with the services. Notwithstanding,
Client authorizes Trustwave to disclose (i) only upon subsequent written approval (which, for purposes
of this clause, indudes emal from Client’s point of contact), Client’s ROC and cther compliance reports
and information, including compliance status, to Client’s merchant acquiring bank, if applicable, and
{ily relevant information to comply with the Payment Card Industry Security Standards Council {PCI
$5C) mandatory disclosure requirements as identified below,

Qua ified Semﬁty Assve&sar ( "QSA”} for the PG SSC Tmstwave ;5 cmtractua iy bz:ezmcf i}y ?CI SSC S
Qualified Security Assessor Agreement {"QSA Agreement™), a copy of which can be found at
www.pcisecuritystandardscouncil.org. The QSA Agreement, inter alia, identifies the terms and
conditions of disclosure and use of information that the PCI §8C or its Members {which, for purposes
of this clause, are American Express, Discover Financial Services, JCB International, MasterCard
Worldwide, and Visa Inc.) receives from the QBA either at the request and direction of Client or under
PCI SSC mandatory quality assurance reviews:

a. Specifically, under Section A.6.3 - Subject Data - of the QSA Agreement, Client, upon Client's
request, can authorize Trustwave to disclose each Report on Comgpliance (PROC™, Attestation
of Compliance and other PCI Compliance Assessment related information to the PCI 85C
including empisyees of its Members” working for or on behalf of the PCT 8SC.

B, Specifically, under Section A, 10.2(b) - Audit and Finandal Statements - of the Q5A Agreement
for purposes of complying with Trustwave’s obligations and requirements related to quality
assurance procedures for ensuring the reliability and accuracy of QSA Assessents, Client
authorizes Trustwave to disclose the following:

H Pursuant to a Q5A general quality assurance review, Trustwave is authorized to
disclose a copy of the Client’'s ROC with information redacted to include but not imited
to Client’s name, network diagram and other such information in an effort to fimit, to
the extent possible, the association of the ROC with the Client;

(i) Pursuant to a (QSA general Disclosure Compliance Requirement review; Trustwave is
authorized to provide a copy of this Agreement and any amendments to the PCI SSC
inciuding employees of its Members working for on behalf of the PCI SSC for the sole
purpose of demonstrating compliance with the (SA Disclosure Readiness provisions.
Sensitive information can be redacted to the extent the redacted portions do not
modify or inhibit the mandatory disclosure requirements; and

{ai} Pursuant to a SA-spedific quality assurance review in connection with a compromise
of Client’s systems involving cardholder data, Client authorizes Trustwave to disclose,
the ROL, Attestation of Compliance, other PCI Compliance Assessment resuits, which
includes but is not imited to work papers, notes ard other relevant information, and
this Agreement and any amendments to the PCI S5C including employees of its
Members working for on behalf of the PCI 55C.

All disclosures will be made pursuant to Section A.6 - Confidentiality - of the QSA Agreement, and to
the extent possible, Client shall be a third party beneficiary of Trustwave's QSA Confidentiality
protections. Trustwave has fifteen (15) days to respond to such request, and Trustwave shall provide
notice to Clent of any such request, however, no additional consent, permission or approval from
Client is required for Trustwave’s disclosure under such request. In the event that the Q8A Agreement
is amended that affords Cllent additional protections for its Confidential Information or reduces
Trustwave disdosure requirements, such protections shall be afforded to Cllent, or Trustwave shall
agree to amend this Agreement as necessary.

Adtdendurn
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Z. Al notices, consents, and approvals required by this Agreement may be sent by electronic mail.
3. Al other terms and conditions shall remain in full force and effect.

{SIGNATURE PAGE FOLLOWS}
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IN WITNESS WHEREOQF, the Parties below have executed this agreement as of the date indicated
betow.

Trustwave: As & person authorized to enter into Agreements and contracts on behalf of
Trustwave, 1 herby provide and accept this Agreement for the designated services and term as
acceptad by South Carolinag Department of Revenue:

Signature;

Print Name:

Title:

Eftective
Date;

SOUTH CAROLINA DEPARTMENT OF REVERNUE: As a person authorized to enter into
agregments and contracts on behalf of South Caroling Department of Revenue, | hereby accept this
Agresment for the designated services and term as initialed below:

Initial requested services and desired term

” 1" Year Term
Requested Service 2701709 they 770172010

Compiiance Validation Service {CVS)

, External Pensetration Test

Signature: Wv/j}azféﬂ%fw“%}ﬂf
Print Name: En{ Ellen  (urber
Title: mm%e r; New Ag}f‘&xj,éf} Dy gefz:gmcm“f“
Date:  {, -30- 09

Addendum
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Copynghit £ 2008 Tiustwave. All Rights Reserved
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120 N. LaSalle Street [AmbironTrustWave

Chicago, IL 60602

(312)629-1111 www.atwcorp.com

Addendum
To The CVS Agreement Dated March 14, 2006

D ©>

DISC VER

Presented To:

arolina Department of Revenue & Tax

Prepared By:

Patrick Dillon

PROPRIETARY INFORMATION
ay only be used for evaluating the planned services designated herein, and may
contain information that is privileged, confidential or otherwise protected from disclosure.
Dissemination, distribution or copying of this proposal or the information herein is prohibited
without prior written permission of AmbironTrustWave.

Copyright © 2007 AmbironTrustWave. All Rights Reserved.
AMBIRONTRUSTWAVE PROPRIETARY INFORMATION
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)

Addendum
This is an Addendum dated September 15, 2007 to and governed by the Services Agreement ("Agreement”)
by and between AmbironTrustWave and lina De ment of Reven n x_dated March 14

2006. ATW desires to provide the same Services, as identified below to Client, and Client wishes to receive
such services pursuant to the terms and conditions, uniess otherwise noted below, of the Agreement.

Whereas, ATW and Client mutually agree to extend the Term of the Agreement to be consistent
with the Term as identified below.

Statement of Work
Compliance Validation Service

ATW shall deliver the services as described in the Agreement under the Statement of Work section
for South Carolina Department of Revenue, located in Columbia, SC.

Detailed Pricing Schedule

 ATW SERVICE

»

Compliance Validation Service $1,700/mo. $1,600/mo. $1,500/mo.

{SIGNATURE PAGE FOLLOWS}
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IN WITNESS WHEREOF, the Parties below have executed this agreement as of the date indicated
below.

AmbironTrustWave: As a duly elected officer authorized to enter into Agreements and contracts
on behalf of AmbironTrustWave, 1 herby provide and accept this Agreement for the designated

services and term as accepted by Ciient:

Signature:

Print Name:

Title:

Effective
Date:

South Carolina Department of Revenue: As a duly authorized person with the authority to enter Into

agreements and contracts on behalf of Client, I hereby accept this Agreement for the designated services
and term as initialed below, as written this é day ofm__ 2007.

Initial requested services and desired term

; Compiiance Validation Service (CVS)

Print Name: M.c.ka.a‘ ’D (:)a_l‘Oi\
Te: Sp Mumpasstrdor e (10
oare: (Yoo e 2, W07

Addendum ' ‘ ‘ 3
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ADDENDUM

This is an Addendum dated October 1, 2007 to and governed by the Compliance Validation
Agreement ("Agreement”) by AmbironTrustWave and The South Carolina Office of State
Treasurer on behalf of participating governmental units ("Client"), dated September 30, 2006.
ATW desires to provide additional Products and Services, as identified below to Client, and
Client wishes to receive such services pursuant to the terms and conditions, unless otherwise
noted below, of the Agreement.

Whereas, ATW and Client mutually agree to add to the Term of the Agreement to be
consistent with the Term as identified below and the Terms and Conditions in the

Statement of Work.

Statement of Work
Intrusion Prevention Managed Services (1 Monitored Networks)
IP Angel - 800 (800 Mb/s)

ATW shall deliver the product and services as described in the Agreement under the
Statement of Work attached hereto.

Detailed Pricing Schedule

Intrusion Prevention Managed
Services $2,916/mo. $2,770/mo. $2,624/mo.

{SIGNATURE PAGE FOLLOWS}



IN WITNESS WHEREOQF, the Parties below have executed this agreement as of the date
indicated below.

AmbironTrustWave: As a duly elected officer authorized to enter into Agreements
and contracts on behaif of AmbironTrustWave, I herby provide and accept this
Agreement for the designated products and services and term as accepted by Client:

Signature:

Print Name:

Title:

Effective Date:

CLIENT: As aduly elected officer authorized to enter into agreements and contracts
on behalf of Client, I hereby accept this Agreement for the designated services and
term as initialed below:

Initial requested services and desired term

1 Year Term 3 Year Term 5 Year Term

Intrusion Prevention Managed

Services

Signature: é [: {;,é %, }%«'L

Print Name: M~ . \\ab ’j G)AVOVL
e Sr ) dwonistrator (510
Date: /D[/*Q}/DQDO -7




Corporate Headquarters
120 N. LaSalle Street
Chicago, IL 60602

(877) 262-1111

AmbironTrustWave

www.atwcorm.com

Compliance Validation Service (CVS)
for the
Data Security Standard

oiscover (D VisA &

Presented To:
South Carolina Office of State Treasurer

Date: June 21, 2005

Prepared By:

Molly Malone

mmalone@atwcorp.com
Phone: (410)573-6910 x7854

PROPRIETARY INFORMATION

This proposal may only be used for evaluating the planned services designated herein, and may
contain information that is privileged, confidential or otherwise protected from disclosure.

Dissemination, distribution or copying of this proposal or the information herein is prohibited
without prior written permission of AmbironTrustWave Corporation.

Copyright © 2005 AmbironTrusfWave. All Rights Reserved.
AMBIRONTRUSTWAVE PROPRIETARY INFORMATION
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EXECUTIVE SUMMARY

Proposal Overview

The South Carollna Office of State Treasurer, on behalf of participating governmental units as defined in
Attachment A, has Level 2, 3 and 4 Merchants as defined by the Payment Card Industry Data Security
Standard (PCI) that are seeking to validate their compiiance. AmbironTrustWave (ATW) is authorized to
perform the following Compiiance Validation Services (CVS) to assess and validate compliance and help
you maintain compliance throughout the term of this agreement:

O Compliance Validation Service (CVS):
» Remote Validation Service
» Vulnerability Scanning Service
» Support
Q Optional services are available from ATW to address the below PCI requirements:
» Network Penetration Testing (PCI Requirement 11)
Policy and Procedure Development (PCI Requirement 12)
Building a Secure Network (PCI Requirements 1 and 2)
Impiement Strong Access Control Measures (PCI Requirements 7, 8 and 9)

v Vv V V¥V

Regularly monitoring and testing networks (PCI Requirements 10 and 11)

AmbironTrustWave Overview

ATW is the leading provider of data security and compliance services to ali businesses in the payment
industry including acquirers, service providers, third-party providers, and merchants. ATW is
headquartered in Chicago, Iliinols and has 12 offices throughout North America. A summary of our
payment industry credentials and information security experience is outlined below:

0 Leading Assessor - ATW has performed more than 300 Level 1 and Level 2 assessments for
Merchants and Service Providers since the Visa CISP program was launched in June 2001. ATW is
the only company authorized by all of the major card associations (American Express, Discover,
MasterCard and Visa) to validate compliance, scan merchants, and provide computer forensic
services. To date, all of Visa’s Payment Application Best Practices (PABP) compiiant application
vendors were validated by ATW's TrustedApp® service.

O Innovative Solutions - ATW’'s enterprise compllance suite, TrustKeeper®, has been approved by
all of the card associations to validate PCI compliance and is endorsed by over 30 Merchant
Acquiring Banks. TrustKeeper currently supports over 25,000 merchants in their efforts to achieve
and malntain compliance. TrustKeeper is accesslble through a secure easy-to-use portal backed by a
muiti-lingual 12x5 (12 hrs a day, five days a week) help desk. TrustKeeper can aiso be ieveraged to
validate compliance against HIPAA, GLBA, SOX, FISMA and IS017799.

Q Data Security Experts - For more than 10 years ATW professionals have been delivering
information technology solutions to the Fortune 1000 and government agencles. ATW's
TrustSentry® sulte offers customers a comprehensive array of managed security services including
intrusion detection, firewall management or monltoring, VPN, anti-virus, authentication, and
vulnerability scanning. The TrustSentry management console provides integrated trouble-ticketing,
online help, and reai-time reporting.

{;1 40605 o 1
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SERVICES AGREEMENT

This Compliance Validatlon Services Agreement (“Agreement”), is made by and between
AmbironTrustWave, operating under TrustWave Holdings, Inc, a Delaware Corporation ("ATW”) and the
South Carolina Office of State Treasurer, on behalf of particlpating governmental units as defined in
Attachment A,("Client”), and shall be effective as of the date of execution by both parties. ATW desires to
provide Compliance Validation Services to Client to address the Payment Card Industry (PCI) Data
Security Standard and other major card association security requirements as described in this Agreement,
and Client wishes to receive such services.

Statement of Work

Compliance Validation Service (CVS)

ATW will provide Client with a Compliance Vaiidation Service designed to manage the overall compliance
process and aid In achieving the compllance objectives. An ATW consuitant wiil host weekly calls
throughout a two-month period after the initial questionnaire and scan are completed. The purpose of the
calis will be to Identify areas of non-compliance uncovered in the questionnaire and scan results, develop
and assist in managing a remediation plan to address the non-compliance Issues, validate policies and
procedures, and review network security infrastructure and architecture. Based on our extensive
experience and knowledge, typical areas of non-compliance Include card data encryption, multi-factor
authentication, and system logging. The Compliance Valldation Service consists of:

1. Remote Valldation Service.

a. Online Questionnaire: PCI requires that all merchants and service providers complete the PCI
self-assessment questionnalre. The TrustKeeper system provides an easy to use portal that
satlsfies the requirements of all the card assoclations with seif-help and a continuously updated
FAQ database. The questionnaire is available in English and French.

b. Documentation of Results: At the conclusion of the assessment, a Compliance Validation
Report will be created detalling the findings from the Compliance Validation Service which wili
include the identification of any non-compliance issues. The report wlii also provide a
remediation plan with recommendations for non-compliance issues..

2. Vulnerability Scanning Service.

a. Scanning: The automated vulnerability scanning engine within TrustKeeper is a proprietary
“Intelilgent” scanning solution that has been tested and determined to be PCI compliant. The
scanning solution tests for more than 3,000 unique vuinerabilities and is extremely accurate In
eliminating false positives. You are entltled to recelve monthly scans during the term of the
Agreernent for up to (512) IP addresses.

b. Reporting: Through a secure web interface, TrustKeeper provides easy access to conclse, auto-
generated reports with a high-level summary for executives and managers. The reports will aiso
provide detailed results and remediation actlon for technicians. Remedlation instructions inciude
CVE-linked vulnerabliity checks and best practices defined by ATW consultants.

c. Security: ATW’s TrustKeeper infrastructure is monitored on a 24x7 basls to ensure protection of
Client data. Ali Cllent data s delivered via secure channels.

3. Support.

a. ATW provides comprehensive online support through the TrustKeeper portal that inciudes seif-
help and a continuously updated FAQ database. In addition, email and muitilinguat phone
support are available during standard business hours to answer any questions regarding PCI
compliance or vulnerabiiity scanning resuits.

V140805 ’ 2
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Optional Remediation Services

ATW offers a full suite of Remediation Services to help you achieve and maintain compliance. The
following services may be included as optional services:

Network Penetration Service (NPS)

PCI requirement 11 and Guideline 2 of Discover DISC require that penetration tests are conducted at least
annually or after any significant change to your network. This service is designed to satisfy these
requirements and includes the following:

1. Enumeration: A list of targeted and authorized IP addresses wili be developed based on Client
provided data (domain names, network blocks and individual IP addresses). This includes intelligent
domain name resolution in which dynamic, periodic name resolution is employed in order to discover
load-balancing architectures that utilize multiple public IP addresses.

2. Inventory: ATW determines which of the enumerated IP addresses are actually running, avallable
and offering network services. Host inventory uses a number of techniques, inciuding ICMP pings,
common TCP service probes, and protocol-specific UDP service probes. In locai, LAN-based scans,
ARP queries also reveal active systems. Open services are probed for any information that can be
used to verify the actual applicatlon layer protocoi (e.g., HTTP), as weli as vendor appilcations (e.g.
Apache, IIS, Netscape, Domino) and version.

3. System Discovery: ATW attempts to identify other IP addresses associated with the target IP
addresses. Typical discovery methods include DNS record lockups and various dynamic port-
mapping techniques (e.g., DCE Endpoint Mapping and Java RMI Registry probes). Although no actlve
scans are performed on “discovered” devices, this Information can reveal additionai
“reconnaissance” information about a network. Clients should, if they own or are authorized to, add
these assoclated IP addresses to their scan profile for their next scan.

4. Vulnerabllity Checks: ATW performs specific checks for vuinerabilities on all accessible host IP
addresses and services using a variety of proprietary and commercial tools. These tools minimize
network traffic by applying their tests in an intelligent manner (e.g., Apache server is not tested for
IIS spedific vuinerabilities).

5. Manual Analysis and Verification: ATW will conduct a manual verification and analysls of the
discovered vuinerabliitles on Internet facing systems to identify security holes and eliminate false
positives. ATW analyzes the discovered vuinerabilities In the context of the overali system
architecture and identifies conditions that would aliow iower severity vulnerabilities to be used
together for system exploitation.

The service will be performed on up to (2) devices. Upon completion of the testing, a report will be
provided documenting the findings and include high-level recommendations to assist you In correcting any
areas of deficlency. All testing phases will be coordinated with Ciient to minimize any adverse impact that
may occur as a result of the services. We strongly recommend full-disciosure of the testing to all
Individuais responsibie for the network and related services and devices. Although we take precautions to
minimize the negative impact on client systems, we do not guarantee against service Interruptions due the
inherent risk of such testing that could resuit from unpatched systems, unique system configurations, and
other such Issues. We also recommend the establishment of incident response procedures in the event of
any adverse impact or disruption of network services. Client assumes full responsibility to backup and/or
otherwise protect Its data against loss, damage or destruction prior to and during all phases of the
proposed services, and to take appropriate measures to respond to any adverse impact of the systems or
disruption of service.

V140605 3
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Policy & Procedure Service (PPS)

PCI requirement 12 requires that companies develop, implement, and enforce an Information Security
Policy. ATW will provide you with consulting services to assist in the development of Information Security
Policy and Procedures that address the relevant card assoclation requirements. The documents will be
created in conjunction with the South Carolina Office of State Treasurer, on behalf of participating
governmental units, and your IT staff to ensure that it reflects the specific environment and procedures of
your operating environment. The PCI required policy and procedures, and our consuiting process are
detailed below:

« Backups

Flle Integrity
Firewali Administration

Key Management and Storage

Change Control Periodic Operational Testing

Data Control

Media Maintenance

Physicai
Data Retention

Incident Response Plan System Hardening

ID and Password Vulinerability Management

Dlsaster Recovery

ATW'’s consuiting process consists of:

1. Data Gathering: ATW's security consultants will conduct a serles of in-depth interviews in order to
gain an understanding of your business’ operating environment. This information wiil be gathered
during weekly calis and serve as the framework of the policy and procedure documents. Your staff
will provide ATW with the current set of internal procedural steps.

2. Draft Creation: Subsequent to the data gathering phase, ATW wiil create a comprehensive set of
policies and procedures that will address the needs of your company and help you achieve PCI
compliance.

3. Review & Modification: ATW will then review the draft with your staff to ensure that all of security
and compliance objectives are addressed. Any necessary additlons or modifications wiil be made to
the draft at this time.

4, Delivery & Implementation: Once the policies and procedures meet your approvai, ATW will
deliver a final version for your implementation. ATW can, If necessary, assist you with the
implementation phase by providing consuiting serivces at a reduced and cost effective rate.

In the event that additional consulting services are required, the parties will agree to any additional
efforts and fees, In writing, prior to the initiation of the additional services. If the multi-year service is
selected, the service includes updating the existing poiicies to include new policies or changes as
required by the card assoclations.

Subsequent years of Agreement will utilize the same methodology and request Client to identify changes
within the environment. These changes may require the adjustment of existing policies and procedures.
This can include technological changes such as newly deployed systems or devices, system configuration
changes, firewall policy changes as weli as adjustments to roles, responsibilities and internal processes.
Additionally, these documents will be updated to inciude new PCI requirements as required by the card
associatlons.

V140805 4
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PRICING

Detalled Pricing Schedule

r

i

‘ ATW Service
Standard Service - Inciudes On-Line
Questionnaire and Vulnerabiilty Scan 1 >$1 million $199.50/mo.
Standard Service - Includes On-Line
Questionnaire and Vuinerability Scan 2 >$250,000 $129.50/mo.
Standard Service - Inciudes On-Line
Questionnalre and Vuinerability Scan 3a >$50,000 $37.44/mo.
Compliance Vaiidation Service (CVS) -
Includes Standard Service $625/mo. $525/mo. $525/mo.
Network Penetration Service (NPS) $125/mo. $105/mo. $95/mo.
Policy & Procedure Service (PPS) $750/mo. $350/mo. $266/mo.

1. Travel and expenses are not included in the fees and will be billed separately. ATW will use
commercially reasonabie efforts to travel as efficiently and cost effective as possible given timing
and travel requirements. Valid expenses typically include parking, meais, lodging, photocopying,
communication costs, airfare, miieage, and/or automoblie rental.

2. Participating governmentai unlts shail process payment to ATW within thirty (30) work days. The
thirty (30) work days begins after the governmental unit certifies its satisfaction with the recelpt of
services and proper invoice. Governmental units shall pay an amount not to exceed fifteen percent
per annum on any unpaid balance which exceeds the thirty (30) work day period as pursuant to the
SC Code of Laws.

3. Proposals are vaiid for up to sixty days from the date on the cover page.

Project Deliverables
Submission of the final deliverable constitutes the end of the project. A deliverable shail be deemed

accepted if not reJected by Client, in wnting, within five business days of recelpt

Dall\gerablo

Up to one vuinerability scan per month during the term wiil be

Upon compietion

Vuinerability
Scan Report conducted with a report delivered via the TrustKeeper portal. The | of questionnaire
report will incorporate both questionnaire and scan resuits. and vuinerability
scan
V140605 5
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Compliance A report detailing the findings from the Compliance Valldation TBD
Validation Report | Service which will include the identification of any non-compliance

issues. The report wlll also provide a remediation plan with

recommendations for non-compliance issues.
Statement of Upon achleving PCI Compliance, Cllent will be provided with a Upon achleving
Compliance Statement of Compliance letter. compliance
Penetration Test | A report detailing the findings of the manual verification and Optional Service
Report analysis of discovered vulnerabilities.
Policy and As a result of the Procedures Services, ATW will develop a set of Optional Service
Procedures Information Security Procedures addressing the PCI Data Security
Documents Standard.

V140605 B
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PREREQUISITES

Dependencies and Assumptions

This Agreement was developed based on the following dependencies and assumptions, which if not
accurate or adhered to, may require a change in the scope of services. Any change in services and fees
will be mutually agreed to in writing by both partles. The dependencies and assumptions Include:

1. ATW shall not beglin to provide the Services as described In this Statement of Work (SOW) until
Client has returned this signed SOW and a Purchase Order (PQ) for the total amount of the Services
selected (full contract amount).

2. Client’s Primary Contact (PC), as identified below or their deslgnee must be avallable to ATW during
the entire engagement. The representative must have sufficlent authority to schedule testing and
address any issues that may arise,

3. Client will provide ATW with sufficlent information to evaluate compllance for all PCI requirements.
Client Is solely responslble for providing access to and coordinating any required Interviews or
testing with Client’s third partles or service providers.

4. If needed, Client will provide resources and information as requested to enable ATW's consultants to
sufficiently develop documentation consistent with PCI Information Security Pollcy requirements.
This will include access to personnel who can provide information related to the business operations,
organizational structure, network architecture, security controls, disaster recovery and general dally
operational processes and procedures.

5. During testing, the configuration of Client’s network will be kept as stable as possible (l.e., no new
systems or configuration changes). If changes are required, then Cllient shall inform ATW, and a
mutually acceptable testing schedule shall be agreed upon..

Contact Information
. Comfapt .. St

TroagdroreOffics
Name: Karen Wicker
Title: Senior Assistant State Treasurer, Administration Division
Phone/Fax: 803-734-9871/803-734-2690

E-mall Address: wickk@sto.state.sc.us
PO Box 11778
Billing Address: Columbia, SC 29211

Assessment Site Address
(if different):
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TERMS AND CONDITIONS

o9 = 0§. South Carolina Office of State Treasurer, on behalf of participating
govemmental units, represents and warrants that the South Carolina Office of State Treasurer, on behalf of participating
govemmental units, has full right, power and authority to consent to have the TrustKeeper service scan for vulnerabilities
the IP address and/or URL and/or domain names identified to AmbironTrustWave (ATW) by Client for scanning, whether
electronically or by any other means, whether during initial enroliment or thereafter. South Carolina Office of State
Treasurer, on behalf of participating governmental units, shall be liable, to the full extent permitted by State of South
Carolina state law and regulations, for any and all claims for wrongful death, personal Injury, or property
damage incurred by reason of negligence of the South Carolina Office of State Treasurer, or its employees and
arising from activities under this Section 1.. Client acknowledges and understands that accessing and scanning iP
addresses and penetration testing involves inherent risks, including, without limitation, risks refated to system or network
performance and availability, and data corruption or loss.

2. Applicable Laws and Restrictions. South Carolina Office of State Treasurer's use, on behalf of participating
governmental units, of the TrustKeeper portal, reports, and scanning solution is subject to the following restrictions: (a)
South Carolina Office of State Treasurer, on behalf of participating governmental units,, may use the TrustKesper
services and portal only to scan IP addresses, URLs and domain names owned by and registered to South Carolina
Office of State Treasurer, on behalf of participating governmental units,; (b) the TrustKeeper services, portal and reports
may only be used for the stated purposes in this Agreement for South Carolina Office of State Treasurers intemal
business purposes, on behalf of participating governmental units, in accordance with all applicable laws (including any
export control laws); and, (c) Client shall limit access to the TrustKeeper portal to only those employees and/or contractors
who have executed a written confidentiality agreement with Client and only to those who have a requirement for such
access on a “need to know” basis.

3. Warranty. ATW warrants to South Carolina Office of State Treasurer, on behalf of participating governmentat units, that
all Services shall be performed by employees or contractors of ATW in a professional and workmanlike manner. Each
party warrants that (i) it has the full right and power to conduct its business; (ii) that this Agresment has been duly
authorized, executed and delivered, and constitutes a valid and binding Agreement in accordance with the terms herein;
and (iii) neither the execution or consummation of the services contemplated shall result in the breach or default of any
other agreement, charter provision or bylaw, order, law, rule or regulation.

4. LIMITATION OF LIABILITY AND DISCLAIMER OF WARRANTY.

a. ATW SHALL NOT BE LIABLE TO SOUTH CAROLINA OFFICE OF STATE TREASURER, ON BEHALF OF
PARTICIPATING GOVERNMENTAL UNITS, FOR (1) ANY ACTS OR OMISSIONS WHICH ARE NOT THE RESULT OF
ATW'S GROSS NEGLIGENCE, RECKLESSNESS OR WILLFUL MISCONDUCT, (2) ANY AMOUNTS IN EXCESS OF
ANY FEES PAID TO ATW BY CLIENT HEREUNDER, (3) ANY OUTAGES OR SLOW DOWNS OF SOUTH CAROLINA
OFFICE OF STATE TREASURER'S, ON BEHALF OF PARTICIPATING GOVERNMENTAL UNITS, COMPUTER
SYSTEMS RESULTING FROM THE PERFORMANCE OF ANY SERVICES, UNLESS SUCH OUTAGES OR SLOW
DOWNS ARE THE RESULT OF ATW'S GROSS NEGLIGENCE, RECKLESSNESS OR WILLFUL MISCONDUCT, OR (4)
ANY LOSSES, COSTS, DAMAGES OR EXPENSES INCURRED BY CLIENT RESULTING FROM THE PERFORMANCE
OF ANY TEST, UNLESS SUCH ARE THE RESULT OF ATW'S GROSS NEGLIGENCE OR WILLFUL MISCONDUCT.

b. THIS AGREEMENT IS A SERVICE AGREEMENT, AND EXCEPT AS EXPRESSLY PROVIDED IN THIS
AGREEMENT, ATW DISCLAIMS ALL OTHER REPRESENTATIONS OR WARRANTIES, EXPRESS OR IMPLIED,
INCLUDING, WITHOUT LIMITATION, ANY WARRANTIES REGARDING QUALITY, SUITABILITY, MERCHANTABILITY,
OR FITNESS FOR A PARTICULAR PURPOSE (IRRESPECTIVE OF ANY COURSE OF DEALING, CUSTOM OR
USAGE OF TRADE) OF ANY SERVICES OR ANY GOODS OR SERVICES PROVIDED INCIDENTAL TO THE
SERVICES PROVIDED UNDER THIS AGREEMENT.

c. INNO EVENT SHALL EITHER PARTY BE LIABLE FOR ANY SPECIAL, INDIRECT, EXEMPLARY, INCIDENTAL, OR
CONSEQUENTIAL LOSSES OR DAMAGES, INCLUDING LOST PROFITS WHETHER FORESEEABLE OR NOT,
WHETHER OCCASIONED BY ANY FAILURE TO PERFORM OR THE BREACH OF ANY REPRESENTATION,
WARRANTY, COVENANT OR OTHER OBLIGATION FOR ANY CAUSE WHATSOEVER.

5. Proprietary Rights. South Carolina Office of State Treasurer, on behalf of participating governmental units,
acknowledges and agrees that, as between ATW and South Carolina Office of State Treasurer, on behalf of participating
govemmental units, all right, title and interest in and to the TrustKeeper portal and its contents, the TrustKeeper Scanning
Solution and any part thereof, including, without limitation, all patents, copyrights, trade secrets and all other intellectual
property rights therein and thereto, and all copies thereof, in whatever form, including any written documentation shall at
all times be and remain solely with ATW. South Carolina Office of State Treasurer, on behalf of participating govemmental
units, shall not be an owner or licensee of the TrustKeeper portal and related software.
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6. TYerm. This Agreement shall be for a term of one year (Initial Term) commencing on the date of execution by both parties,
and subject to earlier termination as provided in this Agreement. Following the Initial Term, this Agreement shall
automatically renew, with such amendments as to which the parties shall agree, for additional one (1) year periods unless
either party provides written notice to the other party, at least ninety (90) days prior to the conclusion of the then-current
term, of its intention not to renew.

7. Termination for Cause. Either party may terminate this Agreement for cause (a) upon the expiration of thirty (30)
calendar days following detailed written notice to the other party of its material breach of any of its material obligations
under this Agreement, provided that the other party has not remedied such breach during the notice period, or (b)
immediately upon written notice to the other party if a petition in bankruptcy is filed by or against the other party and is not
withdrawn within 60 days or the other party makes an assignment for the benefit of its creditors or an arrangement
pursuant to any bankruptcy law, or if the other party discontinues its business or a receiver is appointed for its business.

8. Effect of Termination; Survival. If a participating governmental unit terminates this Agreement for any reason, the
participating governmental unit agrees to pay ATW within 30 days for all services performed by ATW up to the date of
canceliation that have not previously been paid for by the participating governmental unit. Additionally, if Client terminates
this Agreement other than for cause, then the participating governmental unit shall pay to ATW, as a cancellation fee and
not as a penalty, an amount equal to the sum of the monthly service charges for the remainder of this agreement. The
provisions of this section 9, sections 1, 2, 4, 5, 6, 11, 17, 20 and 21 shall survive any expiration or termination of this
Agreement.

9. Payment Card Association Compliance. You acknowledge and agree that your use of the services does not guarantee
PCl compliance or that your systems are secure from unauthorized access. You are responsible for PCl compliance and
notification of any suspected breach of your systems. You are solely responsible for any fines, penalties or registration fee
imposed by any payment card association and your Acquirer.

10. Confidentiality and Authorized Disclosure. ATW and South Carolina Office of State Treasurer, on behalf of
participating govemmental units, hereby confirm that the provisions of a mutual non-disclosure agreement between ATW
and South Carolina Office of State Treasurer, on behalf of participating governmental units,, if executed, shall be in full
force and effect and apply to all information furnished by either party in connection the services. In addition, Client
authorizes ATW to release all Client reports to the Client's merchant acquiring bank, if applicable, and the payment card
association for reporting PCI compliance.

11. Dependencies. Client acknowledges that the provision of services is depsndent upon the performance of Client, and its
affiliates, and that ATW shall not be liable for its failure to perform to the extent such failure is due to (i) a failure by Client
or any third party retained by, or under the control of, Client to provide data or materials that Client or such third party is
required to provide to ATW or required by ATW to perform the services under this Agreement, (ii) a failure by Client to
timely and accurately perform its responsibliities as set forth in this Agreement, or (iii) a failure by Client to obtain
consents, approvals or access for ATW.

12. Force Majeure. Neither party shall be liable for any default or delay in the performance of its obligations hereunder
(except for payments) if and to the extent such default or delay is caused, directly or indirectly, by acts of God,
governmental acts, accidents, wars, terrorism, riots or civil unrest, fires, storms, earthquakes, floods or elements of
nature, or any other similar cause beyond the reasonable control of such party, provided such default or delay could not
have been prevented by reasonable precautions and cannot reasonably be circumvented by the non-performing party
through the use of commercially reasonable alternative sources, workaround plans or other means.

13. Entire Agreement and Amendments. This Agreement, together with an executed mutual non-disclosure agreement, if
any, constitutes the entire Agreement among the parties pertaining to the subject matter hereof and supersedes all prior
and contemporaneous, oral and written, agreements and understandings pertaining thereto. Any amendment to this
Agreement must be In writing, mutually agreed upon and duly executed. The waiver or failure of either party to exercise
any right provided for In this Agreement shall not be deemed a waiver of any further or future right under this Agreement.

14. Assignment. Neither party may assign, delegate nor otherwise transfer the rights or obllgations associated with this
Agreement, in whole or In part, without the prior written consent of the other party; provided however, no written consent
shall be required to assign this Agreement to any parent or the wholly owned subsidiary of the party. Subject to the
foregoing, this Agreement will bind and inure to the benefit of the parties, their respective successors and permitted
assigns.

15. Counterparts. This Agreement may be executed in two or more counterparts, each of which when so executed will be
deemed original, and ali of which together will constitute one and the same instrument.

16. Trademarks and L.ogo. Client shall not have any rights to use ATW's tfrademarks, service marks or logos for any other
purpose without the prior written approval of ATW's legal department.
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17. Severability. Any term or provision of this Agreement that is or becomes invalid or unenforceable shall be ineffective fo
the extent of such invalidity or unenforceability without rendering invalid or unenforceable the remaining terms or
provisions of this Agreement.

18. Limitation, All obiigations are limited by and subject to the laws of the State of South Carolina.

19. Advertising. ATW agrees not to refer to this Agreement in commercial advertising in such a manner as to state or imply
that ATW is endorsed or preferred by the State Treasurer, the State of South Carolina, or any unit of either.

20. Limited Statutory Walver of Sovereign Immunlty. Title 11, Chapter 35, Article 17 constitutes a limited statutory waiver
of sovereign immunity. ATW agrees that no act by either the State Treasurer or any unit of South Carolina government
regarding this Agreement or any transaction contemplated herein is a waiver of either their sovereign immunity or their
immunity under the Eleventh Amendment of the United State's Constitution. Both the rights and obligations of the parties,
this Agreement and any transaction contemplated by this Agreement, as well as any related dispute, claim, or
controversy, shall, in all respects, be established, interpreted, construed, enforced and governed by and under the laws of
the State of South Carolina, without regard to any provision governing conflicts of law. All disputes, claims, or
controversies arising out of or in any way relating to this Agreement or any transaction contemplated by this Agreement
shall be resolved exclusively by the appropriate Chief Procurement Officer in accordance with Title 11, Chapter 35, Article
17 of the South Carolina Code of Laws, or in the absence of jurisdiction, only in the Court of Common Pleas for Richland
County, State of South Carolina.

21. Third-Party Beneficiarles. Nothing herein expressed or implied is intended to or shall be construed to confer upon or
give any person or entity, other than the parties hereto and their respective successors and permitted assigns, any rights
or remedies under or by reason of this Agreament.

22. Non-Solicitation. During the term and for a period of one (1) year thereafter, South Carolina Office of State Treasurer, on
behalf of participating governmental units, shall not, directly or indirectly solicit, hire, attempt to solicit or hire, or participate
in any attempt to solicit or hire any person who was an employee of ATW or any of its Affiliates.

23. Relationghip of Participating Governmental Units. Each participating governmental unit’s obligations and liabilities are
Independent of every other parficipating governmental unit's obligations and liabliities. No participating governmental unit
shall be responsible for any other participating govemmental unit's act or failure to act. Any contracts awarded as a result
of this procurement are between ATW and the participating governmental units. The State Treasurer's Office is not a party
to such contracts, unless and to the extent that the State Treasurer's Office is a participating governmental unit, and bears
no liability for any party’s losses arising out of or relating in any way to the contract.

24. Notice. Except as otherwise provided in this Agreement, all notices, consents, or approvals required by this Agreement
shall be (i) in writing sent by certified or registered mail, postage prepaid, or by facsimile or electronic mail (confirmed by
certified or registered mail) to:

AmbironTrustWave

¢/o TrustWave Holdings, Inc.

PO Box 4815, Annapoiis. MD 21403
Attention: Legal Department

Fax: (410) 571-8493

South Carolina Office of State Treasurer:
on behalf of particlpating governmental units
PO Box 11778, Columbia, SC 29201
ATTN: Karen Wicker, Administrative Division
Fax: (803) 734-26390

or (li} in any other manner mutually agreed upon by the Parties. Notices shall be deemed effective on the date of
mailings.

{SIGNATURE PAGE FOLLOWS}
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SIGNATURES

IN WITNESS WHEREOF, the Parties below have executed this agreement as of the date indicated below.

AmbironTrustWave: As a duly elected officer authorized to enter into Agreements and contracts on
behalf of AmbironTrustWave, I herby provide and ggcept this Agreemént for the designated services and
term as accepted by Client, as his day thls day of QQ , , 2005.

Signature:

Title: < ¥’
Effectlve Date: é/ 5()/ o r

South Carolina Office of State Treasurer, on behalf of participating governmental units: As a duly
elected officer authorized to enter into agreements and contracts on behalf of Client, I hereby accept this
Agreement for the designated services and term as Initlaled below, as written this day of
2005.

Initial requested services and desired term (piease check all that apply):

ATWService -

Standard Service - Includes On-Line
Questionnaire and Vuinerabllity Scan 1 >$1 million

Standard Service - Includes On-Line
Questlonnalre and Vulnerability Scan 2 >$250,000

Standard Service - Includes On-Line ,
Questlonnaire and Vulnerability Scan 3a >$50,000

Compliance Validation Service (CVS)

Network Penetration Service (NPS)

Policy & Procedure Service (PPS)
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\ /

Print Name:  Grady L. Patterson, Jr. ‘ i

Titie:  State Treasurer

Date: September 3Q, 2005
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ATTACHMENT A

For the purpose of this service agreement, the term “participating governmental unit” is defined as any
State of South Carolina agency or Instltution which meets the following criteria: a) have a current
participation agreement for credit card services under the State Treasurer’s Office Merchant Services
Bankcard Agreement; b) have signed a current participation agreement for compliance validation services
under the State Treasurer’s Office Compliance Validation Services Agreement; and c) have submitted a
purchase order to ATW for services pursuant to the agreement.
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Issue €-108 to:

Trustwave Holdings, Inc.
120 N. Lasalle St

Suite 1250

Chicago, IL. 60602

Contract #: Per Contract with State Treasurer’s Office
Line  UOM Description Each Total
1 LOT  PCI Validation Service to include $20400.00 $20400.00

-Compliance Vaiidation Service
-Network Penetration Service
-Policy & Procedure Service

@ $1700 a month

2 LOT [P Angel 800 Intrusion Prevention $34992.00 $34992.00
Managed Services

@ $2916 a month
Total: $55392.00



