South Carolina Department of Motor Vehicles HR-204B
(Rev. 11/15)
EMPLOYEE PERFORMANCE MANAGEMENT SYSTEM

Name: Kenneth Ray Benoist Employee ID #: 10020937
Division:  Chief of Staff Office / Unit:

Position Classification: ~ Program Manager |11

Date Assigned to Current Position (MM-DD-YY): 01 -02 - 14

Performance Review From (MM-DD-YY): 02-17-17 To: 02-16-18
TYPE OF EVALUATION (Please check one): Universal/Annual Q Short Year/Universal 1 Trial Period
1 Probationary O Substandard Performance 1 Special/Close-Out
PLANNING STAGE ACKNOWLEDGEMENT
Signature/ Rating Officer: _ _ - Date:
Print Name: Phone #:
Signature/ Reviewed by: _ __ Date: -
Print Name: Phone #: ( ) -
Signature/ Employee: _ Date: —_—
Print Name:

(Signature ofemployee indicates the Planning Stage and Position Description were reviewed with the employee.)

Check if applicable: 1 Planning stage was not completed at the beginning ofthe rating period. This is to acknowledge that both the
employee and rating officer agree that the duties and success criteria by which the rating will be done is acceptable.

Reviewing Officer Comments:

Signature/ Employee: Date:

Print Name:  Kenneth Ray Benoist

(My signature indicates that I was given the opportunity to discuss the official performance review with my supervisor — not that I necessarily agree.)

Employee Comments:

APPRAISAL RESULTS (Total) 2.90

Total is to be placed here before submitting to Human Resources but AFTER meeting with employee.
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South Carolina Department of Motor Vehicles

EMPLOYEE PERFORMANCE MANAGEMENT SYSTEM

JOB DUTIES

Each job duty should be identified as being essential or not by selecting Yes or No.
An essentialjobfunction is defined as ajobfunction, which has primaty importance to the total position.

1. Job Duty: Establishes and manages the Information Security Program which
includes audits, inspections, training and business decisions regarding the
security of citizens' information.

Success Criteria: Utilizing applicable federal and state regulations and
standards, and DMV policy, develops and maintains a cost-effective
Information Security Program. Works with Directors and directorates to ensure
compliance with applicable directives; establishes, schedules, coordinates, and
conducts security assessments; monitors responses and corrective actions to
security assessments; performs site security inspections; ensures the Agency
has a viable security awareness (training) program. Provides guidance, makes
recommendations, provides ideas and leadership in the daily business processes
contributing to the effectiveness ofthe Information Security Program

2. Job Duty: Recommends priorities in all aspects of SCDMV business on
matters affecting Information Security. Is the responsible agent for the
Information Security Policy and insures complete agency wide compliance with
all aspects of the policy.

Success Criteria: Participates in security related business discussions,
planning, and projects recommending and prioritizing security strategies
ensuring IPS compliance. Ensures the ISP is relevant and current.

3. Job Duty: Coordinates both internally and externally all aspects of
information security and works closely with the Agency Information
Technology Officer for strategic implementation.

Success Criteria: Promotes security consciousness and teamwork within the
DMV and other Agencies and entities. Works with the CIO and provides
assistance and recommendations in order to successfully accomplish security
related tasks, projects, and goals.

4. Job Duty: Conducts Field Office and Headquarters checks to ensure
compliance with the policy.

Success Criteria: Regularly visits field office and headquarters business units
fostering team building; instilling a security conscious culture and working
environment while promoting understanding of and ensuring compliance with
the ISP.

5. Job Duty: Studies internal processes and recommends to Directors more
secure methods of conveyance and distribution of all aspects of PII.

Success Criteria: Reviews processes and procedures to identify related
weaknesses and recommends process improvements.

6. Job Duty: Cultivates, reviews, and interprets new sources of information on
current and emerging laws, rules, regulations, and industry practice relating to
Information Technology and Agency security.

Success Criteria: Cultivates, reviews, and interprets new sources of
information on current and emerging laws, rules, regulations, and industry
practice relating to Information Technology and Agency security.

7. Job Duty: Works as a liaison with Agency and state authorities requiring
information and reports on security incidents to include law enforcement
agencies.
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South Carolina Department of Motor Vehicles HR-204B
(Rev. 11/15)
EMPLOYEE PERFORMANCE MANAGEMENT SYSTEM

Success Criteria: Establishes and maintains pro-active contacts and O Yes or O No 5 E
relationships with Agency, state and law enforcement agencies. Provides
security related statistics and information; obtains feedback and recommends
processes and procedures to improve the Agency’s security posture.

8. Job Duty: Works collaboratively on assigned project teams. Writes, provides Weight Performance
comments and executes agency policy decisions. Coordinates with Inspector Essential Factor Level
General on all security related matters.

Success Criteria: Team player; readily accepts and completes assignments; O Yes or O No 5 E

fosters a close, harmonious working relationship with the Inspector General.

ACTUAL PERFORMANCE

Please provide a brief description ofthe employee’s actual performance during this rating period. Please be specific and use
examples of work performed, where appropriate.

Ray continues to be the top Information Security Officer across all the state agencies. He consistently identifies and shares best
practices and industry trends not only within our agency, but across the state. Ray is our Privacy Officer as well as the privacy
champion representative to the Department of Admin, Enterprise Privacy Office routinely coordinating with EPO on agency privacy
related matters. Furthermore, he is our SLED Local Area Security Officer and coordinates CJIS related security matters with the
DMV OIG and SLED. He successfully completed an in-depth CJIS audit. Ray is ever vigilant to identify potential threats and
mitigating strategies, utilizing every asset available to ensure our gaps and vulnerabilities are identified and appropriately resolved.
This past year he has done extensive research and reporting in support of our Human Resources Office ensuring they have the
necessary information and historical activities necessary to successfully support the agency and the state. Additionally, he has
expended weeks of work drafting contract security language and explaining our requirements to our numerous vendors. In addition to
his normal monitoring activities, response actions and reporting requirements, he has continued to upgrade our security network and
coordinated with numerous state and federal entities to ensure accurate and timely reporting. His focus on data and information
security is evident in our commitment of resources necessary to avoid information compromise or interdiction. Ray was the genesis
behind the development and enactment of 22 policies necessary to fully implement the 13 DIS requirements, conduct a
comprehensive threat assessment, and implemented a modification strategy for all identified threats. He continues to provide initial
security awareness training reaching 368 new employees, temporary employees, Vets for Success, interns, volunteers, and
contractors. With oversight from the Executive Director, Ray planned, compiled, and conducted continuing security awareness
training for over 150 additional employees. The ISO planned, compiled, and conducted advanced security awareness training for 51
managers and branch supervisors as well as ensuring 1,147 employees received the State provided “SANS Securing the Human”
security awareness training. The 1SO, in concert with the CIO, established an Information Security Incident Response Team and a
process to quickly respond to, identify the cause of, isolate, and remedy security related incidents. From coordinating cross agencies
for an emergency shutoffin our Blythewood Data Center to representing the Agency and participating in the Coordinating Council for
Workforce Development (CCWD) - state data sharing task force he is a true asset to the Agency. Ray Benoist remains professional,
committed and highly competent in all his duties,

OBJECTIVES
(Optional)
Each job duty should be identified as being essential or not by selecting Yes or No.
An essential objective is defined as a non-recurring task or assignment. -which has primary importance to the total position.

1. Objective: i
) Essential Weight Performance
Factor Level
Success Criteria: O Yes or O No
2. Objective: . Weight Performance
Essential
Factor Level
Success Criteria: O Yes or O No
3. Obijective: i
) Essential Weight Performance
Factor Level
Success Criteria: O Yes or O No
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South Carolina Department of Motor Vehicles HR-204B
(Rev. 11/15)
EMPLOYEE PERFORMANCE MANAGEMENT SYSTEM

4. Obijective: . Weight Performance
Essential
Factor Level
Success Criteria: [1Yes or [JNo
5. Objective: . Weight Performance
Essential
Factor Level
Success Criteria: I ]Yes or O No
__ ACTUALPERFORMANCE

Please provide a brief descripti(Fofthe employee’s actual performance during this rating period. Please be specific and use
examples of work performed, where appropriate.

PERFORMANCE CHARACTERISTICS/COMPETENCIES
e See EPMS Performance Characteristics/Conwetencies
e See EMPS Competency Dictionary

1. Characteristic/Competency: Weight Performance

Factor Level
Success Criteria:

2. Characteristic/Competency: Weight Performance

Factor Level
Success Criteria:

3. Characteristic/Competency: Weight Performance
Factor Level
Success Criteria:

SUMMARY AND IMPROVEMENT PLAN
Identify the employee’s major accomplishments, area needing improvement, and steps to improve present and future performance:

APPRAISAL RESULTS
33 Exceptional Q Successful Q Unsuccessful
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South Carolina Department of Motor Vehicles
AD-503A

EMPLOYEE ACKNOWLEDGMENT OF DUTY OF (Rev. 6/16)
NON-DISCLOSURE AND DUE DILIGENCE

THE LANGUAGE USED IN THIS DOCUMENT DOES NOT CREATE AN EMPLOYMENT COINTRACT BETWEEN THE EMPLOYEE AND
THE AGENCY. THIS DOCUMENT DOESNOT CREATE ANY CONTRACTUAL RIGHTS OR ENTITLEMENTS. THE AGENCY RESERVES
THE RIGHT TO REVISE THE CONTENT OF THIS DOCUMENT. INWHOLE OR INPART. NO PROMISES OR ASSURANCES, WHETHER
WRITTEN OR ORAL, WHICH ARE CONTRARY TO OR INCONSISTENT WITH THE TERMS OF THIS PARAGRAPH CREATE ANY
CONTRACT OF EMPLOYMENT.

This is an acknowledgment of the employee’s obligations to protect personal or sensitive information from wrongful or
unlawful disclosure and to protect the SCDMV computer network.

\V4 , acknowledge that, as an employee of the SCDMV, | am in

frequent d”itact with sensitive Personally Identifiable Information (PII). | am also aware that SCDMV strives to protect the
citizens of South Carolina from fraud or invasion of privacy by safeguarding their PII.

| understand that SCDMV defines PII as any representation of information that permits the identity of an individual to
whom the information applies to be reasonably gathered or figured out by any means.

Below is a listing of PIl based on situations that routinely occur in the SCDMV. The information below should be
considered in its entirety. This information is grouped according to Customer Records, Employee Records, Commercial
Solicitation and Combinations of Information that can constitute PII.
1. Customer Records
a. In all cases for Customer Records, PlI specifically includes:

1)  an individual's photograph or digitized image;

2)  social security numbers;

3) name;

4)  address (but not the 5-digit zip code);

5) telephone number;

6) dates ofbirth;

7)  driver's license or identification number;

8)  home telephone number;

9) medical or disability information;

10)  checking account numbers;

11)  savings account numbers;

12)  credit card numbers;

13) debit card numbers;

14)  personal identification (PIN) numbers;

15)  electronic identification numbers; and

16)  digital signatures.

b. Inall cases for Customer Records, the following PII shall be considered “highly restrictedpersonal
information™.
1)  social security number;
2) an individual’s photograph or digitized image; and
3) medical or disability information.

2. Employee Records (In all cases)

Social security numbers;

Dates of birth;

Home address;

Home telephone numbers;

Personal cell phone numbers; and
Medical and/or disability information.

"o a0 o

3. Commercial Solicitation
The following information is PIl onh for purposes of commercial solicitation as defined in the Family Privacy
Protection Act SC Code §30-2-10:
a. education level;
b. financial status;
c. account or identification number issued by or used, or both, by any federal or state governmental agency or
private financial institution;
d. employment history;
e. height;
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South Carolina Department of Motor Vehicles
AD-503A

EMPLOYEE ACKNOWLEDGMENT OF DUTY OF (Rev. 6/16)

NON-DISCLOSURE AND DUE DILIGENCE

weight;

race;

other physical details;
signature;

biometric identifiers; and
any credit records or reports.

EELCE

==

Combinations of Information

Although individually these items may already be PII based on the lists above (for example, a social security
number by itself), the following information is also PIl when two (2) or more of these pieces of information are
together:

a. Current or former names, including first and last names, middle and last names, or first, middle, and last
names (not including electronic identification names or parent’s legal surname before marriage);
Current or former addresses (not including electronic mail addresses);
dates ofbirth;
driver’s license or identification number;
checking account numbers;
savings account numbers;
credit card numbers;
debit card numbers;
personal identification (PIN) numbers;
electronic identification numbers;
digital signatures; and
other numbers, passwords, or information which may be used to access a person’s financial resources,
numbers, or information issued by a governmental or regulatory entity that uniquely will identify an
individual or an individual’s financial resources.

—xToSe@meoooT

| further acknowledge:

My job responsibilities at SCDMV require me to have access to computer systems which contain PII. | will not
view, print, download, transfer or release any stored data, including PII, unless a specific job related duty requires
me to do so.

I will, to the best of my ability, safeguard all aspects of South Carolina citizens’ PIl. This includes but is not limited
to all computer and hard copy data.

I will, to the best of my ability, safeguard and protect any and all types of PIl of SCDMV employees, and sensitive
information related to SCDMV operations.

I will, to the best ofmy ability, safeguard and protect the SCDMV computer network. This includes but is not limited
to ensuring that | take all due diligence precautions regarding network security.

I understand that if | make any improper disclosure of such personal information from any other person’s driver or vehicle
file, areport of such disclosure will be made and placed in my Department personnel file. | further understand that disciplinary
actions against me will be imposed pursuant to the Department’s Corrective Action Policy HR-202, up to and including my
termination from employment.

In addition, | have been advised that if | knowingly or willfully breach my duty ofnon-disclosure, | may face criminal charges,
including but not limited to penalties under title 18 of the United States Code, in addition to civil liability for damages,
punitive damages and attorneys’ fees. | likewise acknowledge that if | breach my duty of due diligence | may likewise incur
civil liability as allowed by law.

Printed name:

(Employee’s Name)
Date:

The signing of this acknowledgement was witnessed by:

Printed name:

(Witness’ Name)

Signature:
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South Carolina Department of Motor Vehicles
AD-503A

EMPLOYEE ACKNOWLEDGMENT OF DUTY OF (Rev. 6/16)
NON-DISCLOSURE AND DUE DILIGENCE

The Following Codes of Law pertain to Form AD-503A, Employee Acknowledgement of Duty of Non-Disclosure and Due
Diligence:

SECTION 30-4-160 of the 1976 South Carolina Code of Laws
Sale of Social Security number or driver’s license photograph or signature.

(A) This chapter does not allow the Department of Motor Vehicles to sell, provide, or otherwise furnish to a private party
Social Security numbers in its records, copies of photographs, or signatures, whether digitized or not, taken for the
purpose ofa driver’s license or personal identification card.

(B) Photographs, signatures, and digitized images from a driver’s license or personal identification card are not public
records.

SECTION 30-4-165 of the 1976 South Carolina Code of Laws
Privacy of driver’s license information.

(A) The Department of Motor Vehicles may not sell, provide, or furnish to a private party a person’s height, weight,
race, social security number, photograph, or signature in any form that has been compiled for the purpose of issuing
the person a driver’s license or special identification card. The department shall not release to a private party any
part ofthe record ofa person under fifteen years ofage who has applied for or has been issued a special identification
card.

(B) A person’s height, weight, race, photograph, signature, and digitized image contained in his driver’s license or
special identification card record are not public records.

(C) Notwithstanding another provision of law, a private person or private entity shall not use an electronically-stored
version of a person’s photograph, social security number, height, weight, race, or signature for any purpose, when
the electronically-stored information was obtained from a driver’s license record.

SECTION 30-2-20 of the 1976 South Carolina Code of Laws

Privacy policies and procedures required of all state entities.
All state agencies, boards, commissions, institutions, departments, and other state entities, by whatever name known,
must develop privacy policies and procedures to ensure that the collection of personal information pertaining to citizens
of the State is limited to such personal information required by any such agency, board, commission, institution,
department, or other state entity and necessary to fulfill a legitimate public purpose.

US CODE Title 18 Chapter 123 § 2721.
Prohibition on release and use of certain personal information from State motor vehicle records
(A) In General.— A State department of motor vehicles, and any officer, employee, or contractor thereof, shall not
knowingly disclose or otherwise make available to any person or entity:
1) personal information, as defined in 18 U.S.C. 2725 (3), about any individual obtained by the department in
connection with a motor vehicle record, except as provided in subsection (b) ofthis section; or
2) highly restricted personal information, as defined in 18 U.S.C. 2725 (4), about any individual obtained by the
department in connection with a motor vehicle record, without the express consent ofthe person to whom
such information applies, except uses permitted in subsections (b)(1), (b)(4), (b)(6), and (b)(9): Provided,
That subsection (a)(2) shall not in any way affect the use of organ donation information on an individual’s
driver’s license or affect the administration of organ donation initiatives in the States.

(B) Permissible Uses.— Personal information referred to in subsection (a) shall be disclosed for use in connection
with matters of motor vehicle or driver safety and theft, motor vehicle emissions, motor vehicle product
alterations, recalls, or advisories, performance monitoring of motor vehicles and dealers by motor vehicle
manufacturers, and removal of non-owner records from the original owner records of motor vehicle manufacturers
to carry out the purposes oftitles | and IV ofthe Anti Car Theft Act of 1992, the Automobile Information
Disclosure Act (15 U.S.C. 1231 et seq.), the Clean Air Act (42 U.S.C. 7401 et seq.), and chapters 301, 305, and
321-331 oftitle 49, and, subject to subsection (a)(2), may be disclosed as follows:

1) For use by any government agency, including any court or law enforcement agency, in carrying out its
functions, or any private person or entity acting on behalf of a Federal, State, or local agency in carrying out
its functions.

2) For use in connection with matters of motor vehicle or driver safety and theft; motor vehicle emissions; motor
vehicle product alterations, recalls, or advisories; performance monitoring of motor vehicles, motor vehicle
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AD-503A

EMPLOYEE ACKNOWLEDGMENT OF DUTY OF (Rev. 6/16)
NON-DISCLOSURE AND DUE DILIGENCE

parts and dealers; motor vehicle market research activities, including survey research; and removal of non-
owner records from the original owner records of motor vehicle manufacturers.

3) Foruse in the normal course of business by a legitimate business or its agents, employees, or contractors, but
only—

a) to verify the accuracy of personal information submitted by the individual to the business or its agents,
employees, or contractors; and

b) ifsuch information as so submitted is not correct or is no longer correct, to obtain the correct
information, but only for the purposes of preventing fraud by, pursuing legal remedies against, or
recovering on a debt or security interest against, the individual.

4) Foruse in connection with any civil, criminal, administrative, or arbitral proceeding in any Federal, State, or
local court or agency or before any self-regulatory body, including the service of process, investigation in
anticipation of litigation, and the execution or enforcement ofjudgments and orders, or pursuant to an order
of a Federal, State, or local court.

5) For use in research activities, and for use in producing statistical reports, so long as the personal information
is not published, redisclosed, or used to contact individuals.

6) For use by any insurer or insurance support organization, or by a self-insured entity, or its agents, employees,
or contractors, in connection with claims investigation activities, antifraud activities, rating or underwriting.

7) For use in providing notice to the owners oftowed or impounded vehicles.

8) For use by any licensed private investigative agency or licensed security service for any purpose permitted
under this subsection.

9) For use by an employer or its agent or insurer to obtain or verify information relating to a holder ofa
commercial driver’s license that is required under chapter 313 oftitle 49.

10) For use in connection with the operation of private toll transportation facilities.

11) For any other use in response to requests for individual motor vehicle records ifthe State has obtained the
express consent ofthe person to whom such personal information pertains.

12) For bulk distribution for surveys, marketing or solicitations ifthe State has obtained the express consent of
the person to whom such personal information pertains.

13) For use by any requester, ifthe requester demonstrates it has obtained the written consent ofthe individual to
whom the information pertains.

14) For any other use specifically authorized under the law ofthe State that holds the record, if such use is related

to the operation ofa motor vehicle or public safety.

Resale or Redisclosure.— An authorized recipient of personal information (except a recipient under subsection
(b)(11) or (12)) may resell or redisclose the information only for a use permitted under subsection (b) (but not for
uses under subsection (b)(1 1) or (12)). An authorized recipient under subsection (b)(l 1) may resell or redisclose
personal information for any purpose. An authorized recipient under subsection (b)(12) may resell or redisclose
personal information pursuant to subsection (b)(12). Any authorized recipient (except a recipient under subsection
(b)(11)) that resells or rediscloses personal information covered by this chapter must keep for a period of 5 years
records identifiable each person or entity that receives information and the permitted purpose for which the

information will be used and must make such records available to the motor vehicle department upon request.

Waiver Procedures.— A State motor vehicle department may establish and carry out procedures under which the
department or its agents, upon receiving a request for personal information that does not fall within one ofthe

exceptions in subsection (b), may mail a copy ofthe request to the individual about whom the information was
requested, informing such individual ofthe request, together with a statement to the effect that the information
will not be released unless the individual waives such individual’s right to privacy under this section.

Prohibition on Conditions.— No State may condition or burden in any way the issuance of an individual’s motor
vehicle record as defined in 18 U.S.C. 2725 (1) to obtain express consent. Nothing in this paragraph shall be
construed to prohibit a State from charging an administrative fee for issuance ofa motor vehicle record.
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South Carolina Department of Motor Vehicles
EPMS WEIGHTED SYSTEM - WORK FORM

DUTIES:
Ray Benoist, 02/16/2017

Duty
Duty 1
Duty 2
Duty 3
Duty 4
Duty 5
Duty 6
Duty 7
Duty 8
Duty 9
Duty 10
OBJECTIVES:

Duty
Objective !
Objective 2
Obijective 3

Weight Performance
Factor % Rating Level
30 % E
5 % E
5 % E
10 % E
10 % E
10 % S
5 % E
5 % E
% Select One
% Select One
Weight Performance
Factor % Rating Level
% Select One
% Select One
% Select One

Total
Value Score
90
45
45
30
30
20
15
15
0
0

O O W W N W W wWwww

Total

Value Score
0

0

0 - 0

| 11
o O

PERFORMANCE CHARACTERISTICS/COMPETENCIES:

Duty

Characteristic/Competency |
Characteristic/Competency 2
Characteristic/Competency 3

TOTALS
OVERALL RATING:

Weight

Performance

Factor % Rating Level

100

2.90

%
%
%

o

%

Select One

Select One
Select One

PERFORMANCE REQUIREMENT RATING:

Page 2
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Value Score
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0 - 0
0 = 0
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South Carolina Department of Motor Vehicles
EMPLOYEE PERFORMANCE MANAGEMENT SYSTEM

Name: Kenneth Ray Benoist Employee ID #: 10020937
Division:  Chief of Staff Office / Unit:

Position Classification: ~ Program Manager Il1

HR-204B
(Rev. 11/15)

Date Assigned to Current Position (MM-DD-YY): 01 -02 - 14

Performance Review From (MM-DD-YY): 02-17-18 To: 02-16-19
TYPE OF EVALUATION (Please check one): £3 Universal/Annual O Short Year/Universal 1 Trial Period
1 Probationary 1 Substandard Performance O Special/Close-Out
Date: /Z- 9-<3-
Phone #: (1803 ) 896 - 9010
Date:
Print Name: Kevin A. Shwedo Phone #: (1803 ) 896 - 8925
Signature/ Employee: Date: 1%. -? - /7
Print Name: R

(Signature ofemployee indicates the Planning Stage and Position Description were reviewed with the employee.)

Check if applicable: [ Planning stage was not completed at the beginning of the rating period. This is to acknowledge that both the
employee and rating officer agree that the duties and success criteria by which the rating will be done is acceptable.

EVALUATION STAGE ACKNOWLEDGEMENT

Signature/ Rating Officer: Date:
Print Name: John F. Laganelli Phone #:

Signature/ Reviewed by: Date:
Print Name: Kevin A. Shwedo Phone #:

Reviewing Officer Comments:

Signature/ Employee: Date:

Print Name:  Kenneth Ray Benoist

(803 ) 896 - 9010

(803 ) 896 - 8925

(My signature indicates that | was given the opportunity to discuss the official performance review with my supervisor — not that I necessarily agree.)

Employee Comments:

APPRAISAL RESULTS (Total)

Total is to be placed here before submitting to Human Resources but AFTER meeting with employee.
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South Carolina Department of Motor Vehicles

EMPLOYEE PERFORMANCE MANAGEMENT SYSTEM

JOB DUTIES

Each job duty should be identified as being essential or not by selecting Yes or No.
An essentialjobfunction is defined as ajobfunction, which has primary importance to the total position.

1 Job Duty: Establishes and manages the Information Security Program which
includes audits, inspections, training and business decisions regarding the
security of citizens' information.

Success Criteria: Utilizing applicable federal and state regulations and
standards, and DMV policy, develops and maintains a cost-effective
Information Security Program. Works with Directors and directorates to ensure
compliance with applicable directives; establishes, schedules, coordinates, and
conducts security assessments; monitors responses and corrective actions to
security assessments; performs site security inspections; ensures the Agency
has a viable security awareness (training) program. Provides guidance, makes
recommendations, provides ideas and leadership in the daily business processes
contributing to the effectiveness ofthe Information Security Program

2. Job Duty: Recommends priorities in all aspects of SCDMYV business on
matters affecting Information Security. Is the responsible agent for the
Information Security Policy and insures complete agency wide compliance with
all aspects ofthe policy.

Success Criteria: Participates in security related business discussions,
planning, and projects recommending and prioritizing security strategies
ensuring IPS compliance. Ensures the ISP is relevant and current.

3. Job Duty: Coordinates both internally and externally all aspects of
information security and works closely with the Agency Information
Technology Officer for strategic implementation.

Success Criteria: Promotes security consciousness and teamwork within the
DMV and other Agencies and entities. Works with the CIO and provides
assistance and recommendations in order to successfully accomplish security
related tasks, projects, and goals.

4. Job Duty: Conducts Field Office and Headquarters checks to ensure
compliance with the policy.

Success Criteria: Regularly visits field office and headquarters business units
fostering team building; instilling a security conscious culture and working
environment while promoting understanding of and ensuring compliance with
the ISP.

5. Job Duty: Studies internal processes and recommends to Directors more
secure methods of conveyance and distribution of all aspects of PII.

Success Criteria: Reviews processes and procedures to identify related
weaknesses and recommends process improvements.

6. Job Duty: Cultivates, reviews, and interprets new sources of information on
current and emerging laws, rules, regulations, and industry practice relating to
Information Technology and Agency security.

Success Criteria: Cultivates, reviews, and interprets new sources of
information on current and emerging laws, rules, regulations, and industry
practice relating to Information Technology and Agency security.

j. Job Duty: Works as a liaison with Agency and state authorities requiring
information and reports on security incidents to include law enforcement
agencies.

Essential

Yes or

QNo

Essential

Yes or ONoO

Essential

C3Yes or ONo

Essential

[X] Yes or O No

Essential

S Yes or Q No
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Weight
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30
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South Carolina Department of Motor Vehicles HR-204B
(Rev. 11/15)
EMPLOYEE PERFORMANCE MANAGEMENT SYSTEM

Success Criteria: Establishes and maintains pro-active contacts and [X] Yes or O No 5
relationships with Agency, state and law enforcement agencies. Provides
security related statistics and information; obtains feedback and recommends
processes and procedures to improve the Agency’s security posture.

8. Job Duty: Works collaboratively on assigned project teams. Writes, provides Weight Performance
comments and executes agency policy decisions. Coordinates with Inspector Essential Factor Level
General on all security related matters.

Success Criteria: Team player; readily accepts and completes assignments; [3 Yes or O No 5

fosters a close, harmonious working relationship with the Inspector General.

ACTUAL PERFORMANCE

Please provide a briefdescription ofthe employee’s actual performance during this rating period. Please be specific and use
examples of work performed, where appropriate.

OBJECTIVES
(Optional)
Each job duty should be identified as being essential or not by selecting Yes or No.
An essential objective is defined as a non-recurring task or assignment, which has primary importance to the total position.

1. Objective: . Weight Performance
Essential
Factor Level
Success Criteria: Q Yes or Q No
2. Obijective: . Weight Performance
Essential
Factor Level
Success Criteria: C1Yes or Q No
3. Objective: . Weight Performance
Essential
Factor Level
Success Criteria: 1Yes or O No
4. Objective: . Weight Performance
Essential
Factor Level
Success Criteria: f~1 Yes or | INo
5. Objective: . Weight Performance
Essential
Factor Level
Success Criteria: 1Yes or Q No

ACTUAL PERFORMANCE

Please provide a brief description ofthe employee’s actual performance during this rating period. Please be specific and use
examples of work performed, where appropriate.

PERFORMANCE CHARACTERISTICS/COMPETENCIES
e See EPMS Performance Characteristics/Competencies
e See EMPS Competency Dictionary

1. Characteristic/Competency: Weight Performance
Factor Level
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Success Criteria: n

2. Characteristic/Competency: Weight Performance
Factor Level

Success Criteria:

3. Characteristic/Competency Weight Performance
Factor Level

Success Criteria:

SUMMARY AND IMPROVEMENT PLAN

Identify the employee’s major accomplishments, area needing improvement, and steps to improve present and future performance:

APPRAISAL RESULTS
[J Exceptional Q Successful 1 Unsuccessful
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