‘Hackers Lurking in Vents and Soda Machines

By NICOLE PERLROTH
SAN FRANCISCO — They

| came in through the Chinese
| takeout menu.

Unable to breach the computer
network at a big oil company,
hackers infected with malware

| the online menu of a Chinese res-
| taurant that was popular with
| employees. When the workers

browsed the menu, they inadver-

| tently downloaded code that gave

the attackers a foothold in the
business’s vast computer net-

| work.

Security experts summoned to
fix the problem were not allowed

| to disclose the details of the

breach, but the lesson from the
incident was clear: Companies

Companies’ Networks
Prove Vulnerable to

Third-Party Links

scrambling to seal up their sys-
tems from hackers and govern-
ment snoops are having to look in
the unlikeliest of places for vul-
nerabilities.

Hackers in the recent Target
payment card breach gained ac-
cess to the retailer’s records
through its heating and cooling
system. In other cases, hackers
have used printers, thermostats
and videoconferencing equip-

ment.

Companies have always need-
ed to be diligent in keeping ahead
of hackers — email and leaky em-
ployee devices are an old prob-
lem — but the situation has
grown increasingly complex and
urgent as countless third parties
are granted remote access to cor-
porate systems. This access
comes through software control-
ling all kinds of services a compa-
ny needs: heating, ventilation
and air-conditioning; billing, ex-
pense and human-resources
management systems; graphics
and data analytics functions;
health insurance providers; and
even vending machines.

Break into one system, and you
have a chance to break into them
all.

“We constantly run into situa-
tions where outside service pro-
viders connected remotely have
the keys to the castle,” said Vin-
cent Berk, chief executive of |

| FlowTrag, a network security |

firm.

Data on the percentage of
cyberattacks that can be tied to a
leaky third party is difficult to
come by, in large part because
victims’ lawyers will find any
reason not to disclose a breach.
But a survey of more than 3,500
global LT. and cybersecurity
practitioners conducted by a se-
curity research firm, the Pone-
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mon Institute, last year found
that roughly a quarter — 23 per-
cent — of breaches were attribut-
able to third-party negligence.

Security experts say that fig-
ure is low. Arabella Hallawell,
vice president of strategy at Ar-
bor Networks, a network security
firm in Burlington, Mass., esti-
mated that third-party suppliers

~were involved in some 70 percent
of breaches her company re-
viewed.

“It’s generally suppliers you
would never suspect,” Ms. Halla-
well said.

The breach through the Chi-
nese menu — known as a wa-
tering hole attack, the online
equivalent of a predator lurking
by a watering hole and pouncing
on its thirsty prey — was ex-
treme. But security researchers
say that in most cases, attackers
hardly need to go to such lengths
when the management software
of all sorts of devices connects di-
rectly to corporate networks.
Heating and cooling providers
can now monitor and adjust of-
fice temperatures remotely, and
vending machine suppliers can
see when their clients are out of
Diet Cokes and Cheetos. Those
vendors often- don’t have the
same security standards as their
clients, but for business reasons
they are allowed behind the fire-
wall that protects a network.

Security experts say vendors
are tempting targets for hackers
because they tend to run older
systems, like Microsoft’s Win-
dows XP software. Also, security
experts say these seemingly in-
nocuous devices— videoconfer-
ence equipment, thermostats,
vending machines and printers
— often are delivered with the se-
curity settings switched off by
default. Once hackers have found
a way in, the devices offer them a
place to hide in plain sight.

“The beauty is no one is look-
ing there,” said George Kurtz, the
chief executive of Crowdstrike, a
security firm. “So it’s very easy
for the adversary to hide in these

places.”

Last year, security researchers
found a way into Google’s head-
quarters in Sydney, Australia,
and Sydney’s North Shore Pri-
vate hospital — and its ventila-
tion, lighting, elevators and even
video cameras — through their
building management vendor.
More recently, the same re-
searchers found they could
breach the circuit breakers of one
Sochi Olympic arena through its
heating and cooling supplier.

Fortunately, the researchers
were merely testing for flaws
that could have been exploited by
real hackers.

Billy Rios, director of threat in-
telligence at Qualys, a security
firm, was one of those research-
ers. He said it was increasingly
common for corporations to set
up their networks sloppily, with
their air-conditioning systems
connected to the same network
that leads to databases contain-
ing sensitive material like propri-
etary source code or customer
credit cards.

“Your air-conditioning system
should never talk to your H.R.
database, but nobody ever talks
about that for some reason,” Mr.
Rios said.

The Ponemon survey last year
found that in 28 percent of ma-
licious attacks, respondents could
not find the source of the breach.
Ms. Hallawell compared the pro-
cess of finding the source of a
breach to “finding a needle in a
haystack.”

Ideally, security experts say,
corporations should set up their
networks so that access to sensi-
tive data is sealed off from third-
party systems and remotely
monitored with advanced pass-
words and technology that can
identify anomalous traffic — like
someone with access to an air-
conditioning monitoring system
trying to get into. an employee
database.

But even then, companies re-
quire security personnel with ex-
perience in detecting such at-
tacks. Even though Target used
security technology supplied by

FireEye, a company that sounds

Security experts like Billy
Rios, above, of Qualys, and
Vincent Berk, right, of Flow-
Traq, say computer-equipped
machinery like air condition-
ers can be used to gain access
to sensitive company data.

alerts when it identifies such
anomalous activity, its L.T. per-
sonnel ignored the red flags, ac-
cording to several people who
confirmed the findings of a
Bloomberg Businessweek inves-
tigation last month but could not
speak publicly about Target’s
continuing internal investigation.
Like all else, security experts
say, it’s simply a matter of priori-
ties. One Arbor Networks study
found that unlike banks, which
spend up to 12 percent of their in-
formation technology budgets on
security, retailers spend, on aver-
age, less than 5 percent of their
budget on security: The bulk of
that I.T. spending goes to custom-
er marketing and data analytics.
“When you know you’re the
target and you don’t know when,
where or how an attack will take
place, it’s wartime all the time,”
Ms. Hallawell said. “And most or-

ganizations aren’t prepared for -

wartime.”
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