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William Nothe
122 Byars St
Greer, SC 29651-6901

RE: SCDOR Data Breach
Dear South Carolina Taxpayer:

As you may know, tax data at the South Carolina Department of Revenue (SCDOR) was compromised due to

a recent security breach. Immediately upon discovering the data breach, new technology and policy protections

were implemented at SCDOR to prevent further information exposure. We are writing you today, first, to

confirm that - as an electronic tax filer - your tax information was compromised and, second, to encourage

yon to take immediate steps to protect yourself against identity theft A forensic analysis of the SCDOR’s

database revealed that information compromised in this breach included any South Carolina state tax returns filed
electronically by businesses or individuals since 1998. The tax information that was compromised includes social
security numbers of you and your dependents, if you claimed dependents on a tax return, and your bank account

number only if you provided a bank account number on your electronic return!s). If your bank account number
was compromised, you should regularly review your monthly bank account statement and your account online,
and contact your bank immediately if you see any unexplained charges.

We encourage you to take advantage of the free one year identity theft protection service provided by the
State of South Carolina. This service is offered by Experian’s ProtectMyID® Alert program and includes

identity theft resolution services that do not expire, a free credit report, daily credit monitoring across three credit
bureaus to detect any suspicious activity, and an identity theft insurance policy, including coverage of electronic

fund transfers from your bank account, worth up to a million dollars. SCDOR is also providing protection
services for your minor dependents under Experian's Family Secure® program.

Please register for these services by visiting www.protectmyid.com/scdor, and enter the following enrollment
code: SCDOR123. If you do not have an Internet connection, call 1-866-578-5422 to begin the enrollment
process. The enrollment period ends March 31,2013. After you enroll in the ProtectMyID® Alert
program, you will be notified about how to enroll your dependents in Experian's Family Secure® program.

Also, please be aware that you can protect yourself against fraud and identity theft by placing a security freeze
on your financial information. You can place, lift, or permanently remove the security freeze free of charge in
South Carolina. When you place a freeze, someone who acquires your personal information will not be able to
open new accounts or borrow money in your name. You will need to contact all three credit bureaus to place
the freeze. Keep in mind that you will not be able to borrow money or get instant credit, new credit cards,
insurance, cell phone service or other utilities until you temporarily lift or permanently remove the freeze, and
that a freeze cannot be placed for children unless a credit file has been opened on them (which is usually a sign
of fraud). Contact information is:

Equifax Security Freeze Experian Security Freeze TransUnion LLC

P.O. Box 105788 P.O. Box 9554 P.O. Box 6790

Atlanta, GA 30348 Allen, TX 75013 Fullerton, CA 92834-6790
1-800-685-1111 1-888-397-3742 1-888-909-8872
www.freeze.equifax.com www.experian.com/freeze http://freeze.transunion.com

We have been giving you information about the incident and how to protect yourself and your families in press
conferences and newspapers, on TV and on the internet starting the moment law enforcement gave us
permission to do so, and be assured that we will continue to do so. For more information on protecting
yourself against identity theft, please contact the Department of Consumer Affairs at 1-800-922-1594 or visit
www.consumer.sc.gov. For more information on the incident, visit www.sctax.org/security.
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