Pitts, Ted

Veldran, Katherine <KatherineVeldran@gov.sc.gov>
11/15/2012 6:20:55 PM

FW: Network Monitoring - Talking Points

From: Earley, Jimmy

Sent: Wednesday, November 14, 2012 9:32 AM
To: Pitts, Ted

Cc: Adams, Marcia

Subject: RE: Network Monitoring - Talking Points

Ted,

Here is a brief description. Let me know ifyou need more detail....

Working closely with state agencies, DSIT will have the ability to intercede and interrupt, in real time, the
download of detected viruses and malware to a specific network computer. DSIT will notify agencies of any
potential attack and instruct the agency to remove the affected computer from the network. Agencies will then
be able to take appropriate remediation action.

The hardware device is a Mandiant product that is currently in place at DSIT to help monitor and manage the DOR
network. We would purchase this equipment and re-position the device here at DSIT to cover all the cabinet
agencies.

The name of the device is the Mandiant Intelligent Response (MIR) appliance.

It cost $160,300. We are procuring this with DHS Homeland Security Grant money in partnership with SLED.

Jimmy

From: Pitts, Ted

Sent: Wednesday, November 14, 2012 9:15 AM
To: Earley, Jimmy

Subject: RE: Network Monitoring - Talking Points

Jimmy,
Can you send me the information on the “hand” Marcia also talked about?

Thanks,
Ted

From: Earley, Jimmy

Sent: Tuesday, November 13, 2012 10:01 PM

To: Pitts, Ted; Stirling, Bryan; Soura, Christian
Subject: FW: Network Monitoring - Talking Points
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Attached are a few talking points and estimated costs to provide network monitoring.
Please let me know if you have any questions or need additional information.

Jimmy

Jimmy Earley

SC Budget and Control Board

Director, Division of State Information Technology
4430 Broad River Road

Columbia, SC 29210

jearley@cio.sc.gov

803.896.0222
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