From: Shwedo, Kevin A <Kevin.Shwedo@scdmv.net>
To: Pitts, TedTedPitts@gov.sc.gov
Schimsa, RebeccaRebeccaSchimsa@gov.sc.gov
Soura, ChristianChristianSoura@gov.sc.gov
CC: Sanderson, Jeffrey RJeffrey.Sanderson@scdmv.net
Dolder, Rolf PRolf.Dolder@SCDMV.net
Benoist, Rayray.benoist@scdmv.net
Earley, Jimmyjearley@cio.sc.gov
Date: 5/1/2012 9:58:15 AM
Subject:  FW: SCDMV Intrusion Attempts - Apr 2012
Attachments:  SCDMV Network Intrusion Attempts April 2012.xIsx

Ted — wanted to pass you information that we discussed yesterday. Attached at the “intrusion attempts” for the
month of April. It was a pretty uneventful month until this past weekend, where we spiked and had about 25% of the
entire months attacks in one weekend — most of which were from India. We share this information with the FBI.
Thanks

Kevin

Kevin A. Shwedo

Executive Director

South Carolina Department of Motor Vehicles
10311 Wilson Boulevard

Post Office Box 1498

Blythewood, South Carolina 29016

Your SCDMV -- Each a Role Model; Competent, Committed, Courteous!

From: Sanderson, Jeffrey R

Sent: Tuesday, May 01, 2012 8:41 AM

To: Shwedo, Kevin A

Cc: Phelps, Annie L; Devlin, Lotte; Woodhurst, Melinda S; McClary, Karl L; Valenta, Val
Subject: FW: SCDMV Intrusion Attemtps - Apr 2012

Sir,
FYSA:

Attached is the intrusion attempt spreadsheet we are sending to the FBI. Per below, a
good month until last weekend when we held off multiple hits.

Regards,

JR

From: Benoist, Ray

Sent: Tuesday, May 01, 2012 7:58 AM

To: 'Luke.Davis@ic.fbi.gov'

Cc: Dolder, Rolf P; Sanderson, Jeffrey R; Rodgers, Frank D
Subject: SCDMV Intrusion Attemtps - Apr 2012
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Good morning Agent Davis,

Attached is the file we agreed to send monthly containing IP addresses that made an
unauthorized attempt to connect to the DMV network. Compared to the past month, we
had significantly less attempts UNTIL April 28. One quarter of the total monthly attempts
occurred this past weekend which is a significant increase over a traditional weekend with
the majority of the attempts originating from India.

If you have any questions or if | may be of assistance, please contact me.

Regards,

Ray Benoist

South Carolina Department of Motor Vehicles
Network Manager

Office 803-896-8022

Mobile 803-609-3422



