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CONFIDENTIALITY NOTICE:

Thig email message and any accompanying data or files is confidential and may contain privileged information intended only for the named
recipient{s). If you are not the intended recipient{s), you are hereby notified that the dissemination, distribution, and or copying of this
message is strictly prohibited. If you receive this message in error, or are not the named recipient(s), please notify the sender at the
email address above, delete this email from your computer, and destroy any copies in any form immediately. Receipt by anyone other than the
named recipienti{s) is not a waiver of any attorney-client, work product, or other applicable privilege.

w----0Original Message-
From: Stirling, Bryan : o)
Sent: Friday, October 26, 2012 3:23 PM
To: Ozzie Fonseca

Cc: Greg Young; Thad Westbrook
Subject: RE: Experian PR contact

Thank you, ¢all him now.

--«-~0riginal Message
Ozzie Fonseca [: 3
Friday, October 26, 2012 6:22 PM
To: Stirling, Bryan

Cc: Greyg Young; Thad Westbrook
Subject: Experian PR contact

Bryan:
Here is our PR contact:
Greg Young

949 567-3791
Greg.Young@experianinteractive . com

nseca, CIPP/US
rector, Data EBreach Resolution

i

Experian Consumer Direct

535 Anton, Suite 100. Costa Mesa, CA 22626
(%49; 567-3851 - Desk

{949; 302-2299 - Cell

{949 242-2938 - Fax
ozzie.fonsecadexperian.com
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Fw: From the Governor's Office re. cyber-attack at DOR
Schimsa, Rebecca

Sent: Friday, October 26, 2012 7:59 PM
To:  Stirling, Bryan

FYL

From: Larry Martin [mailto:Imartin@alicemfgco.com]

Sent: Friday, October 26, 2012 07:38 PM

To: Schimsa, Rebecca

Cc: Pitts, Ted; Veldran, Katherine

Subject: Re: From the Governor's Office re. cyber-attack at DOR

Rebecca:

They did so. Unfortunately, one has to call the toll free number, and it's swamped. If everyone has to make the
call as a precursor for signing up, it will take a long time to get everyone signed up.

Our Tigers did well last night! It was good to see a Thursday night game go so well.
Hope you have a great weekend.
Larry

----- Original Message --—--
From: Schimsa, Rebecca

To: Tmartin@alicemigco.com’

Cc: Pitis, Ted ; Veldran, Katherine

Sent: Friday, October 26, 2012 7:16 PM

Subject: Re: From the Governor's Office re. cyber-attack at DOR

Thank you for letting us know, Senator. { understand that our Chief of Staff, Bryan Stirling, has reached out to
you in addition to our press office to walk you through the steps.

Please let us know if you have any further questions.

From: Larry Martin [mailto:Imartin@alicemfgco.com]

Sent: Friday, October 26, 2012 07:04 PM

To: Schimsa, Rebecca

Cc: Pitts, Ted; Veldran, Katherine

Subject: Re: From the Governor's Office re. cyber-attack at DOR

Not suggesting you reply to my comment this evening, but just want to report that protectmyid.com/scdor simply
takes you to the default homepage of protectmyid.com . | tried it a couple of time and it doesn't take you to the
scdor page.

Thanks!

Larry

hitps://scowa.sc.gov/owa/lae=ltem&(=IPM.Note&id=RgAAAAAaFa%2fCX%2forSYO...  10/31/2012


mailto:lmartin@alicemfgco.com
mailto:lmartin@alicemfgco.com
protectmyid.com/scdor
protectmyid.com
https://scowa.sc

Fw: From the Governor's Office re. cyber-attack at DOR Page 2 of 4

————— Original Message -----

From: Schimsa, Rebecca

Cc: Pitts. Ted : Veldran Katherine

Sent: Friday, October 26, 2012 4:44 PM

Subject: From the Governor's Office re. cyber-attack at DOR

*NEW INFORMATION INCLUDED.*

Dear Members of the General Assembly,

in regards to the cyber-attack at the Department of Revenue announced this afternoon, we are sending you
the following information: (1} the media release from our office (below); (2) the media release from the
Department of Revenue (attached); (3) a link to the video of today’s press conference; and (4) an invitation
to a conference call on Monday morning with Chief Keel, Director Etter, and Inspector General Maley
(below).

Sincerely,

Rebecca Schimsa
Office of the Governor

MEDIA RELEASE FROM THE GOVERNOR’S OFFICE:

S.C. Department of Revenue Responds to Cyber Attack, Will Provide Credit Monitoring and Identity Theft
Protection to Taxpayers
Hacker illegally obtained credit card and Social Security numbers

COLUMBIA, S.C. - The South Carolina Department of Revenue today announced that approximately 3.6
million Social Security numbers and 387,000 credit and debit card numbers have been exposed in a cyber
attack. Of the credit cards, the vast majority are protected by strong encryption deemed sufficient under the
demanding credit card industry standards to protect the data and cardholders. Approximately 16,000 are
unencrypted.

To protect taxpayers, the state will provide those affected with one year of credit monitoring and identity
theft protection. Officials emphasized that no public funds were accessed or put at risk.

“On October 10, the S.C. Division of information Technology informed the S.C. Department of Revenue of a
potential cyber attack involving the personal information of taxpayers,” said DOR Director James Etter. “We
worked with them throughout that day to determine what may have happened and what steps to take to
address the situation. We also immediately began consultations with state and federal law enforcement
agencies and briefed the governor’s office.”

Upon the recommendation of law enforcement officials, DOR contracted Mandiant, one of the world’s top
information security companies, to assist in the investigation, help secure the system, install new equipment
and software and institute tighter controls on access.

On October 16, investigators uncovered two attempts to probe the system in early September, and later
learned that a previous attempt was made in late August. In mid-September, two other intrusions occurred,
and to the best of the department’s knowledge, the hacker obtained data for the first time. No other
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intrusions have heen uncovered at this time. On October 20, the vuinerability in the system was closed and,
to the best of the department’s knowledge, secured.

“The number of records breached requires an unprecedented, large-scale response by the Department of
Revenue, the State of South Carolina and all our citizens,” said Gov. Nikki Haley. “We are taking immediate
steps to protect the taxpayers of South Carolina, including providing one year of credit monitoring and
identity protection to those affected.”

Anyone who has filed a South Carolina tax return since 1998 is urged to visit protectmyid.com/scdor or call 1-
866-578-5422 to determine if their information is affected. If so, the taxpayer can immediately enroll in one
year of identity protection service provided by Experian.

Experian’s ProtectMyID™ Alert is designed to detect, protect and resolve potential identity theft, and
includes daily monitoring of all three credit bureaus. The alerts and daily monitoring services are provided for
one year, and consumers will continue to have access to fraud resolution agents and services beyond the first
year.

In addition to the Experian service, state officials urged individuals to consider additional steps to protect
their identity and financial information, including:

. Regularly review credit reports;
. Place fraud alerts with the three credit bureaus;
. Place a security freeze on financial and credit information with the three credit bureaus.

If credit card information is compromised, the best protection is to have the bank reissue the card. Anyone
who has used a credit card in a transaction with the Department of Revenue should check bank accounts
regularly to see if any unauthorized charges have occurred. If so, the cardholder should contact the credit
card issuer immediately by cailing the toll-free number located on the back of the card or on a monthly
statement, tell them what you have seen, and ask them to cancel and reissue the card. Consumers should
also change any credit card web account passwords immediately when unauthorized charges are detected.

“From the first moment we learned of this, our top priority has been to protect the taxpayers and the
citizens of South Carolina, and every action we’ve taken has been consistent with that priority,” Etter said.
“We have an obligation to protect the personal information entrusted to us, and we are redoubling our
efforts to meet that obligation.”

-Hitt-

VIDEO OF TODAY’S PRESS CONFERENCE:

The S.C. Department of Revenue announced on October 26, 2012 that approximately 3.6 million Social
Security numbers and 387,000 credit and debit card numbers have been exposed in a cyber attack.

Governor Nikki Haley, South Carolina Law Enforcement Division Chief Mark Keel, United States Secret Service
Special Agent in Charge Michael Williams, South Carolina Department of Revenue Director Jim Etter and
State Inspector General Patrick Maley today responded to news of the cyber attack with consumer safety
solutions during an afternoon press conference.

iax66iEzVsd Attached

Video of the press conference is available here: hitp://
you will find a press kit that includes consumer safety solutions.
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Anyone who has filed a South Carolina tax return since 1998 should take the following steps:

1. Call 1-866-578-5422 where you will enroll in a consumer protection service. The call center is open 9:00
AM - 9:00 PM EST on Monday through Friday and 11:00 AM — 8:00 PM EST on Saturday and Sunday.

2. Then you will determine if you wish to have an online or US Mail alert mechanism.

3. For the online service, visit httn://www protectmyid com/scdor. For the US Mail service, you will receive
notifications via the US mail.

Experian’s ProtectMyID™ Alert is designed to detect, protect and resolve potential identity theft, and
includes daily monitoring of all three credit bureaus. The alerts and daily monitoring services are provided for
one year, and consumers will continue to have access to fraud resolution agents and services beyond the first
year.

-BH#H-

CONFERENCE CALL INFORMATION FOR LEGISLATORS:

Our office has arranged a conference call for members of the General Assembly to be held on Monday,

October 291" at 10:00 a.m. with Chief Mark Keel, Director Jim Etter, and Inspector General Pat Maley. The
purpose of the conference call is to give you the opportunity to receive information and ask questions about
the cyber-attack at the Department of Revenue. There is a limited number of lines available. This caliis only
intended for you, members of the General Assembly, or a staff member calling in on your behalf.

Call Number: 1-800-670-1742 (No access code is needed.)

Directions:

1. Upon dialing the conference number, each participant will be asked his or her name and then be
placed into the conference call.

2. Participants should plan to join the call 5-10 minutes prior to the start of the call.

3. Once the speakers have completed their statements, the call operator will provide instructions for the
question and answer portion of the call.

4. All participants will be given the opportunity to ask questions.

5. Questions will be announced in the order that they are received.

6. For operator assistance at any time during the call, please press *0.

-HH#H-
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Re: Experian PR contact
Greg Young [Greg.Young@experianinteractive.com]

Sent: Friday, October 26, 2012 7:38 PM
To:  Stirling, Bryan

Bryan,
$till on call. Have some message points but getting more. Apologies for delay.

GY

Greg Young, APR

Experian Consumer Direct

Director, Public Relations /Consumer Engagement
949-294-5701

Sent by wmy iPhone

On Oct 26, 2012, at 3:48 PM, "Stirling, Bryan®
<BryanStirlingégov.sc.gov<mailto:BryanStirling@gov.sc.govss> wrote:

That works for me. Thank you.

----- Original Message-----
From: Ozzie Fonseca [ma c :

Sent: Friday, October 26, 2012 6:47 PM

To: Stirling, Bryan

Cc: Ozzie Fonseca; Greg Young; Thad Westbrook
Subject: RE: Experian PR contact

Bryan:

As long as the call centexr is recording the message, I would suggest stating that people have until
January 31st ,2013 to regquest an activation code. If that works for you I'll have them add that
language immediately.

Thanks

Ozzie Fonseca, CIPP/US
Senior Director, Data Breach Resolution

xperian Consumer Direct

3% Anton, Suite 100.

osta Mesa, CA 92626

(949) 567-3851 - Degk

(549) 302-2239 -

Cell (949) 242-2938 - Fax

czzie.fonseca@experian.comemallto:ozzie. fonseca®experian.com»<mailto:ozzie. fonsecad

[l 1

low LS on Twitter:

‘x?IALI Y NOTICE: This email message and any accompanying data or files is confidential and may
i eg@* information intended only for the named recipient{s). If vou are not the intended
ﬂ, vou are hereby notified that the dissemination, distribution, and or c of this
trlc*l, prohibited. If vou receive this message in error, or are not the 7 recipie
notify ”ha sender at Fe email address above, delete this email from vou o irer, an
copies in any form immediately. Receipt by an;aqe other than the named recipient{s] is not
any attorney-client, work product, or other applicable privilege.

Sstirling@gov.sc.govemailto

BJ
[
S
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From: Ozzie Fonseca 1t
Sent: Friday, October 26,
To: Stirling, Bryan

Cc: Greg Young; Thad Westbrook
Subject: RE: Experian PR contact

Bryan:

I spoke with our call center and they found a way to record the message in eastern terms. That will
be done within the next 60 minutes.

Ozzie Fonseca, CIPP/US
Senior Director, Data Breach Resolution

Experian Consumer Direct

535 Anton, Suite 100. Costa Mesa, CA 92626

(949) 567-3851 - Desk

(949) 302-2299 - Cell

(949) 242-2938 - Fax
ozzie.fonseca@experian.com<mailto:ozzie.fonsecadexperian. coms

CONFIDENTIALITY NOTICE:

This email message and any accompanying data or files is confidential and may contain privileged
information intended only for the named recipient(s). If you are not the intended recipient(s), vyou
are hereby notified that the dissemination, distribution, and or copying of this message is strictly
prohibited. If you receive this message in error, or are not the named recipient(s), please notify the
sender at the email address above, delete this email from your cowputer, and destroy any copies in any
form immediately. Receipt by anyone other than the named recipient(s) is not a waiver of any attorney-
client, work product, or other applicable privilege.

—————— Original Message---
From: Stirling, Bryan [ y
Sent: Friday, October 26, 2012
To: Ozzie Fonseca

Cc: Greg Young; Thad Westbrook
Subject: RE: Experian PR contact

s 3

239 .
3:23 PM

Thank you, call him now.

————— Original Message--
From: Ozzie Fonseca [ :
Sent: Friday, October 26, 2012 6:22 PM
To: Stirling, Bryan

Co: Greg Young; Thad Westbrook
Subject: Experian PR contact

Bryan:

Here 1s our PR contact:

g.Youngéexperianinteractive . comcmallio:Greg. . Young@experianinteractive ., coms

WO o

oW WM
o
¢
+
b
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Follow us on Twitter:

Visit us at

CONFIDENTIALITY NOTICE:

This email message and any accompanying data or files is confidential and wmay contain privileged
information intended only for the named recipient(s). If vou are not the intended recipient(s), vou
are hereby notified that the dissemination, distribution, and or copying of this message is strictly
prohibited. If you receive this message in error, or are not the named recipient(s), please notify the
sender at the email address above, delete this email from vour cemputer, and destrov any copies in any
form immediately. Receipt by anyone other than the named recipient(s) is not a waiver of any attorney-
client, work product, or other applicable privilege.
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Fw: UPDATE ON COMPUTER HACKING - Please Read

Veldran, Katherine

Sent: Friday, October 26, 2012 7:27 PM
To:  Veldran, Katherine

From: Rep. Bill Taylor [mailto:bill@taylorschouse.com]
Sent: Friday, October 26, 2012 07:25 PM

To: Veldran, Katherine
Subject: UPDATE ON COMPUTER HACKING - Please Read

You're receiving this email because of your relationship with TaylorSCHouse. You may unsubscribe if you
no longer wish to receive our emails.

SC's Computer Hacking Update

(Informational Newsletter)

UPDATE

The web link provided in the initial 'Hacker' newsletter doesn't seem to be useful.
That web address, which was provided by the Governor's office and is being used
by the news media, delivers you to a page that asks for an activation code.

We're told you have to call 866-578-5422 to get the activation code. Of course, the
phones lines are so jammed, as one would expect in an event like this, you get a

recording asking you to call back later.

It appears patience is the best prescription at the moment.
I'll send out updates as we learn more.

[l

™

bend
This email was sent to katherineveldran@gov.sc.gov by bill@taviorschouse.com |
Undate Profile/Email Address | Instant removal with SafeUnsubscribe™ | Privacy Policy,

Bill Taylor for SC House District 86 | P.O. Box 2646 | Aiken | SC | 29801
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Fw: From the Governor's Office re. cyber-attack at DOR
Veldran, Katherine

Sent: Friday, October 26, 2012 7:05 PM

To:  Veldran, Katherine

From: Larry Martin [mailto:Imartin@alicemfgco.com]

Sent: Friday, October 26, 2012 07:04 PM

To: Schimsa, Rebecca

Cc: Pitts, Ted; Veldran, Katherine

Subject: Re: From the Governor's Office re. cyber-attack at DOR

Not suggesting you reply to my comment this evening, but just want to report that protectmyid.com/scdor simply
takes you to the default homepage of protectmyid.com . | tried it a couple of time and it doesn't take you to the
scdor page.

Thanks!
Larry

----- Original Message -----

From: Schimsa, Rebeces

Cc: Pitls_Ted ; Veldran, Katherine

Sent: Friday, October 26, 2012 4:44 PM

Subject: From the Governor's Office re. cyber-attack at DOR

*NEW INFORMATION INCLUDED.*

Dear Members of the General Assembly,
In regards to the cyber-attack at the Department of Revenue announced this afternoon, we are sending you
the following information: (1) the media release from our office (below); (2) the media release from the

Department of Revenue (attached); (3) a link to the video of today’s press conference; and (4) an invitation to
a conference call on Monday morning with Chief Keel, Director Etter, and Inspector General Maley {below).

Sincerely,

Rebecca Schimsa
Office of the Governor

MEDIA RELEASE FROM THE GOVERNOR’S OFFICE:

5.C. Department of Revenue Responds to Cyber Attack, Will Provide Credit Monitoring and Identity Theft
Protection to Taxpayers
Hacker illegally obtained credit card and Social Security numbers

COLUMBIA, S.C. — The South Carolina Department of Revenue today announced that approximately 3.6
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million Social Security numbers and 387,000 credit and debit card numbers have been exposed in a cyber
attack. Of the credit cards, the vast majority are protected by strong encryption deemed sufficient under the
demanding credit card industry standards to protect the data and cardholders. Approximately 16,000 are
unencrypted.

To protect taxpayers, the state will provide those affected with one year of credit monitoring and identity theft
protection. Officials emphasized that no public funds were accessed or put at risk.

“On October 10, the S.C. Division of Information Technology informed the S.C. Department of Revenue of a
potential cyber attack involving the personal information of taxpayers,” said DOR Director James Etter. “We
worked with them throughout that day to determine what may have happened and what steps to take to
address the situation. We also immediately began consultations with state and federal law enforcement
agencies and briefed the governor’s office.”

Upon the recommendation of law enforcement officials, DOR contracted Mandiant, one of the world’s top
information security companies, to assist in the investigation, help secure the system, install new equipment
and software and institute tighter controls on access.

On October 16, investigators uncovered two attempts to probe the system in early September, and later
learned that a previous attempt was made in late August. In mid-September, two other intrusions occurred,
and to the best of the department’s knowledge, the hacker obtained data for the first time. No other
intrusions have been uncovered at this time. On October 20, the vulnerability in the system was closed and, to
the best of the department’s knowledge, secured.

“The number of records breached requires an unprecedented, large-scale response by the Department of
Revenue, the State of South Carolina and all our citizens,” said Gov. Nikki Haley. “We are taking immediate
steps to protect the taxpayers of South Carolina, including providing one year of credit monitoring and identity
protection to those affected.”

Anyone who has filed a South Carolina tax return since 1998 is urged to visit protectmyid.com/scdor or call 1-
866-578-5422 to determine if their information is affected. If so, the taxpayer can immediately enroll in one
year of identity protection service provided by Experian.

Experian’s ProtectMyID™ Alert is designed to detect, protect and resolve potential identity theft, and includes
daily monitoring of all three credit bureaus. The alerts and daily monitoring services are provided for one year,
and consumers will continue to have access to fraud resolution agents and services beyond the first year.

In addition to the Experian service, state officials urged individuals to consider additional steps to protect their
identity and financial information, including:

. Regularly review credit reports;
. Place fraud alerts with the three credit bureaus;
. Place a security freeze on financial and credit information with the three credit bureaus.

If credit card information is compromised, the best protection is to have the bank reissue the card. Anyone
who has used a credit card in a transaction with the Department of Revenue should check bank accounts
regularly to see if any unauthorized charges have occurred. If so, the cardholder should contact the credit card
issuer immediately by calling the toll-free number located on the back of the card or on a monthly statement,
tell them what you have seen, and ask them to cancel and reissue the card. Consumers should also change
any credit card web account passwords immediately when unauthorized charges are detected.

“From the first moment we learned of this, our top priority has been to protect the taxpayers and the citizens
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of South Carolina, and every action we’ve taken has been consistent with that priority,” Etter said. “We have
an obligation to protect the personal information entrusted to us, and we are redoubling our efforts to meet

that obligation.”
-HHH-

VIDEO OF TODAY’S PRESS CONFERENCE:

The S.C. Department of Revenue announced on October 26, 2012 that approximately 3.6 million Social Security
numbers and 387,000 credit and debit card numbers have been exposed in a cyber attack.

Governor Nikki Haley, South Carolina Law Enforcement Division Chief Mark Keel, United States Secret Service
Special Agent in Charge Michael Williams, South Carolina Department of Revenue Director Jim Etter and State
Inspector General Patrick Maley today responded to news of the cyber attack with consumer safety solutions
during an afternoon press conference.

Video of the press conference is available here: htip://www.voutube.com/watch?v=0Dax661E2Vs& Attached
you will find a press kit that includes consumer safety solutions.

Anyone who has filed a South Carolina tax return since 1998 should take the following steps:

1. Call 1-866-578-5422 where you will enroll in a consumer protection service. The call center is open 9:00 AM
- 9:00 PM EST on Monday through Friday and 11:00 AM — 8:00 PM EST on Saturday and Sunday.

2. Then you will determine if you wish to have an online or US Mail alert mechanism.

3. For the online service, visit hitp://www.protectmyid.com/scdor. For the US Mail service, you will receive
notifications via the US mail.

Experian’s ProtectMyID™ Alert is designed to detect, protect and resolve potential identity theft, and includes
daily monitoring of all three credit bureaus. The alerts and daily monitoring services are provided for one year,
and consumers will continue to have access to fraud resolution agents and services beyond the first year.

-HitH-

CONFERENCE CALL INFORMATION FOR LEGISLATORS:

Our office has arranged a conference call for members of the General Assembly to be held on Monday,

October 29t at 10:00 a.m. with Chief Mark Keel, Director Jim Etter, and Inspector General Pat Maley. The
purpose of the conference call is to give you the opportunity to receive information and ask guestions about
the cyber-attack at the Department of Revenue. There is a limited number of lines available. This callis only
intended for you, members of the General Assembly, or a staff member calling in on your behalf.

Call Number: 1-800-670-1742 (No access code is needed.)

Directions:
1. Upon dialing the conference number, each participant will be asked his or her name and then be placed
into the conference call.
2. Participants should plan to join the call 5-10 minutes prior to the start of the call.
3. Once the speakers have completed their statements, the call operator will provide instructions for the
question and answer portion of the call.
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4. All participants will be given the opportunity to ask questions.
5. Questions will be announced in the order that they are received.
6. For operator assistance at any time during the call, please press *0.

-HitH-
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RE: Experian PR contact
Ozzie Fonseca [ofonseca@experianinteractive.com]

Sent: Friday, October 26, 2012 6:50 PM
To:  Stifling, Bryan

Cer Ouzie Fonseca [ofonseca@experianinteractive.com]; Greg Young [Greg. Young@experianinteractive.com]; Thad Westbrook [thad.westbrook@nelsonmuliing.com)

2938 - Fax
sxperian.comamailto:ozzie. fon

xperian. cons

CONFIDENTIALITY NOTICE: Thig email message and any accompanying data or files is confidential and may contain privileged information
intended only for the named recipient{s). If you are not the intended recipient{s), you are hereby notified that the dissemination,
cLs*leuflon, and or copying of this message is strictly prohibited. If you receive this message in error, or are not the named recipient
3, please notify the sender at the email address above, delete this email from vour cowputer, and destroy any copies in any form
ediately. Receipt by anyone other than the named recipient(s s not a waiver of any attorney-client, work product, or other applicable
privilege.

*stirling, Bryan" <BryanStirlingé@gov.sc.govs wrote:
That works for me. Thank you.

rrrrrr Original Message
From: Ozzie Fonseca j s
Sent: Friday, October 26, 2012 6:47 PM

To: Stirling, Bryan

Cc: Ozzie Fonseca; Greg Young; Thad Westbrook
Subject: RE: Experian PR contact

Bryan

As long as the call center is recording the message, I would suggest stating that people have until January 31st ,2013 to request an
activation code. If that works for you I1'1ll have them add that language immediately.

Thanks

Ozzie Fonseca, CIPP/US
Senior Director, Data Ereach Resolution

Experian Consumer Direct

535 Anton, Suite 100.

Costa Mesa, CR 32626

567-3851 - Desk

302-22%9% -

{949} 242-2938 - ¥Fax
ian.com<maillto:ozzie.fonsecavexperian. coms»

e, fonsecad

and may iLair i 5cd informarion
eby no ¥

scowa.sc.gov/owa/ae=Item&t=IPM.Note&id=RgAAAAAaFa%2fCX%2forSYO...  10/31/2012

4
fow

https:/


mailto:ofonseca@experianinteractive.com
mailto:ofonseca@experianinteractive.com
efactive.com
mailto:thad.westbrook@neisonmuHins.com
mailto:BryanStirling@gov.sc
mailto:ozzie.fonseca@experian.com
https://scowa.sc

Page 2 of 2

Lo

{FIDENTIALITY NOTICE:

rall message and any accompanying data or files is cenfidential and may contain privileged information intended only for the named
recipienti{s) . If you are not the intended i tis}, you are hereby notified that mination, distribution, and or copying of this
megsage is strictly prohibited. If age in @rror, or are not the named recipient please notify the sender at the
email address above, delete this ems from your computer, and destroy any coples in any iia /» Receipt by anyone other than the
nawed recipient(s] is not a waiver of any attorney-client, work product, or other applicable privilege.

~Griginal Message

From: Stirling, Bryan

Sent: Friday, October

T Ozzie Fonseca

Cc: Greg Young; Thad Westbrook
ect: RE: Experian PR contact

Thank you, call him now.

~-Original Message--
From: Ozzle Fonseca [
Sent: Friday, Octcber 26, 2012 6:22 PM
To: Stirling, Bryan

Ccs Greg Young; Thad Westbrook
Subject: Experian PR contact

Bryan:
Here is our PR contact:

Greg Young
949 567-3791
Greg. Young@experianinteractive.com

Ozzie Fonseca, CIPP/US
Senior Director, Data Breach Resolution

Experian Consumer Direct

535 Anton, Suite 100. Costa Mesa, CA 92626
{349} 567-3851 - Desk

302-2299 - Cell

242-2938 - Fax

.fonsecagexperian.com

Visit us at

CONFIDENTIALITY NOTICE:

This email megsage and any accompanying data or files is confidential and may contain privileged information intended only for the named
recipient{ I1f you are not the intended recipient{s), you are hereby notified that the dissemination, distribution, and or copying of this
message is strictly prohibited. If you receive this message in error, or are not the named recipientis), please notify the sender at the
email address above, delete this email from your computer, and destroy any copies in any form immediately. Receipt by anyone other than the
named recipient{s) is not a waiver of any attorney-client, work product, or other applicable privilege.
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RE: Experian PR contact
Ozzie Fonseca [ofonseca@experianinteractive.com]

Sent: Friday, October 26, 2012 6:46 PM

To:  Stirling, Bryan
Ce:  Ozzie Fonseca [ofonseca@experianinteractive.com]; Greg Young [Greg.Young@experianinteractive.com]; Thad Westbrook
[thad.westbrook@nelsonmullins.com}

Bryan:

As long as the call center is recording the message, I would suggest stating that
people have until January 31st ,2013 to request an activation code. TIf that works
for you I'1ll have them add that language immediately.

Thanks

Ozzie Fonseca, CIPP/US
Senior Director, Data Breach Resolution

Experian Consumer Direct

535 Anton, Suite 100.

Costa Mesa, CA 92626

(949) 567-3851 - Desk

(949) 302-2299 -

Cell (949) 242-2938 - Fax
ozzle.fonseca@experian.com<mailto:ozzie.fonseca@experian.coms>
Blog: www, Exper m/blogs/de
Follow us on Twitter:

Twibter.c

Visit us at

CONFIDENTIALITY NOTICE: This email message and any accompanying data or files is
confidential and may contain privileged information intended only for the named
recipient(s). If you are not the intended recipient(s), you are hereby notified that
the dissemination, distribution, and or copying of this message is strictly
prohibited. If vyou receive this message in error, or are not the named recipient(s),
please notify the sender at the email address above, delete this email from your
computer, and destroy any copies in any form immediately. Receipt by anyone other
than the named recipient(s) is not a waiver of any attorney-client, work product, or
other applicable privilege.

"Stirling, Bryan" <BryanStirling®@gov.sc.govs wrote:
Thank vou.

~~~~~ Original Message
rom: Ozzie Fonseca [
Sent: Friday, October 26, 2012 6:35 PM
To: Stirling, Brvan

Cc: Greg Young; Thad Westbrook
Subject: RE: Experian PR contact

Bryvan:

center and they found a way to record the message in eastern

-

I spoke with our cal
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terms. That will be done within the next 60 minutes.

Ozzie Fonseca, CIPP/US
Senior Director, Data Breach Resolution

Experian Consumer Direct

535 Anton, Suite 100. Costa Mesa, CA 92626
(949) 567-3851 - Desgk

(949) 302-2299 - Cell

(949) 242-2938 - Fax
ozzie.fonseca®@experian.com

Blog: /
Follow us on Twitter:
v s

DRR> Visit us at

£

CONFIDENTIALITY NOTICE:

This email message and any accompanying data or filesg is confidential and may
contain privileged information intended only for the named recipient(s). If you are
not the intended recipient(s), you are hereby notified that the dissemination,
distribution, and or copying of this message is strictly prohibited. If you receive
this message in error, or are not the named recipient(s), please notify the sender
at the email address above, delete this email from your computer, and destroy any
copies in any form immediately. Receipt by anyone other than the named recipient (s)
is not a waiver of any attorney-client, work product, or other applicable privilege.

----- Original Message--
From: Stirling, Brvan [z
Sent: Friday, October 26, 2012 3:23 PM
To: Ozzie Fonseca

Cc: Greg Young; Thad Westbrook
Subject: RE: Experian PR contact

Thank you, call him now.

————— Original Message-----
From: Ozzie Fonseca [m:
Sent: Friday, October 26, 2012 6:22 PM
To: Stirling, Bryan

Cc: Greg Young; Thad Westbrook
Subject: Experian PR contact

oy o ey e e [
O OTonseai A1 Ters

Bryan:
Here 1s our PR contact:

Greg Young
949 567-3791
Greg.Young@experianinteractive.com

Czzie Fonseca, CIPP/US
Senior Director, Data Breach Resolution

Experian Consumer Direct

535 Anton, Suite 100. Costa Mesa, CA 92624
(949) 567-3851 - Desk

(949} 302-22%9 - Cell
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(949) 242-2938 - Fax
ozzie.fonseca@experian.com

Blog: www.Exper]
Follow us on Twitter:

S0 CO

o

j

/Jwww . Twitter. com/Experian DBRE> Visit us at

CONFIDENTIALITY NOTICE:

This email message and any accompanying data or files is confidential and may
contain privileged information intended only for the named recipient(s). If vou are
not the intended recipient(g), you are hereby notified that the dissemination,
distribution, and or copying of this message is strictly prohibited. If you receive
this message in error, or are not the named recipient{s), please notify the sender
at the email address above, delete this email from your computer, and destroy any
copies in any form immediately. Receipt by anyone other than the named recipient (s)
is not a waiver of any attorney-client, work product, or other applicable privilege.
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Fw: SC 's Been HACKED - This is a serious warning OPEN NOW

Veldran, Katherine
Sent: Friday, October 26, 2012 6:45 PM

To:  Veldran, Katherine

From: Rep. Bill Taylor [mailto:bill@taylorschouse.com]

Sent: Friday, October 26, 2012 06:25 PM

To: Veldran, Katherine

Subject: SC's Been HACKED - This is a serious warning OPEN NOW

You're receiving this email because of your relationship with TaylorSCHouse. You may unsubscribe if you
no longer wish to receive our emails.

SC's Been HACKED !

{Informational Newsletter)

Dear Friends:
You may have heard the late breaking news that your identity may be at risk.

The SC Department of Revenue revealed this afternoon that they experienced a cyber attack and
approximately 3.6 million Social Security numbers and 387,000 credit and debit card numbers
have been exposed. 've been receiving calls from folks concerned they may be a victim. Those
concerns are justified. 3.6 million Social Security numbers includes most of us. The vast majority of
credit cards on file with the Revenue Department are protected by strong encryption, but about
16,000 are unencrypted.

The state says the cyber hole has been plugged, but you have every right to be concerned and take
steps now to protect yourself from identity theft or misuse of your credit or debit card.

Here's what you need to do. ..

1. Anyone who has filed a South Carolina tax return since 1998 is urged to visit
protectmyid.comy/scdor or call 866-578-5422 to determine if their information is affected. (Expect
long wait times on the phone call.}) Phone will be answered until 9:00 pm and will be open again

fomorrow.
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2. To protect taxpayers, the state will provide those affected with one year of credit monitoring and
identity theft protection.

3. In addition to the Experian monitoring service, state officials urged individuals to consider
additional steps to protect their identity and financial information, including:

* Regularly review credit reports
* Place fraud alerts with the three credit bureaus
* Place a security freeze on financial and credit information with the three credit bureaus.

Additional steps to protect yourself...

If credit card information is compromised, the best protection is to have the bank reissue the card.
Anyone who has used a credit card in a transaction with the Department of Revenue should check
bank accounts regularly to see if any unauthorized charges have occurred. If so, the cardholder
should contact the credit card issuer immediately by calling the toll-free number located on the back
of the card or on a monthly statement, tell them what you have seen, and ask them to cancel and
reissue the card. Consumers should also change any credit card web account passwords
immediately when unauthorized charges are detected.

Final Thought

This is a most serious and regrettable situation that puts you at risk. Legislators will be briefed
Monday morning and I'll report back. In the meantime, | urge each of you to be on alert and take the
necessary steps to protect your identity, credit and banking information.

In your Service,

Bill Taylor
803-270-2012

Representative
South Carolina General
Assembly

Bil@taviorschouse.com

www, Taviorschouse, com

Newsletter not paid for by
taxpayer funds.

Paid for by TaylorSCHouse

L] ]
This emall was sent to katherineveldran@gov.sc.gov by bill@taylorschouse.com |
Update Profile/Email Address | Instant removal with SafeUnsubscribe™ | Privacy Policy.
i Bill Taylor for SC House District 86 | P.O. Box 2646 | Aiken | SC | 29801
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Fw: A new message from Tommy Pope
Veldran, Katherine

Sent: Friday, October 26, 2012 6:45 PM

To:  Veldran, Katherine

Page 1 of 2

From: Tommy Pope via Rally [mailto:team@rally.org]
Sent: Friday, October 26, 2012 05:00 PM

To: Veldran, Katherine

Subject: A new message from Tommy Pope

UPDATE FROM
+
(O

= §9 PR YR O 3
ﬁ Share this Ej Post a commentd

The South Carolina Department of Revenue announced today %m@ ?h@y
experienced a security breach, Approximately 3.6 million Socia
numbers and 387,000 credit and debit card numbers have éee n @xﬁ%fﬁﬁﬁ ina
cyber attack. Although the majority of the credit cards are protected by strong
encryption, approximately 16,000 are unencrypted.

The state intends to provide those affected with one year of credit monitoring
and identity theft protection. No public funds were accessed or put at risk.

f’%{t{:@fﬁéﬁg to a press release from the De epa
i nsince

¥

has fled a South Caroling tax
:“{:s%:g;s:&m;s@ g:::"*s‘“”; cdor or

¥ Py o 1 § ey
To learn more abou

identity and financial infor

hitp:/iwww sclax org/NR/rdonlyres/5AFG995A
ECE20CCESCTDIO/DORmediarelease. pd
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LolVe NOW

Manage email frequency or Fundraise for any cause

unsubscribe from further updates.
You can also get a weekly digest.

with Rally's free, social fundraising tools.

https://scowa.sc.gov/owa/7ae=lItem&t=IPM.Note&id=RgAAAA AalFa%2tCX%2forSYO...  10/31/2012


https://scowa.sc.gov/owa/?ae=Item&t=IPM.Note&id=RgAAAAAaFa%252fCX%252forSYO

RE: Experian PR contact Page 1 of 2

RE: Experian PR contact
Ozzie Fonseca [ofonseca@experianinteractive.com]

Sent: Friday, October 26, 2012 6:35 PM
To:  Stirling, Bryan
Cc: Greg Young [Greg.Young@experianinteractive.com}; Thad Westbrook [thad.westbrook@nelsonmuliins.com)

Bryan:

I spoke with our call center and they found a way to record the message in eastern
terms. That will be done within the next 60 minutes.

Ozzie Fonseca, CIPP/US
Senior Director, Data Breach Resolution

Experian Consumer Direct

535 Anton, Suite 100. Costa Mesa, CA 92626
(949) 567-3851 - Desk

(949) 302-2299 - Cell

(949) 242-2938 - Fax
ozzie.fonseca@experian.com

TP r s o b 4
mADErian., oo

Blog: ww:
Follow us on Twitter:

Visit us at http://

LEVDer1a

CONFIDENTIALITY NOTICE:

This email message and any accompanying data or files is confidential and may
contain privileged information intended only for the named recipient(s). If you are
not the intended recipient(s), you are hereby notified that the dissemination,
distribution, and or copying of this message is strictly prohibited. If you receive
this message in error, or are not the named recipient(s), please notify the sender
at the email address above, delete this email from your computer, and destroy any
copies in any form immediately. Receipt by anyone other than the named recipient (s)
is not a waiver of any attorney-client, work product, or other applicable privilege.

————— Original Message--
From: Stirling, Bryan [mailto:
Sent: Friday, October 26, 2012 3:23 PM
To: Ozzlie Fonseca

Cc: Greg Young; Thad Westbrook
Subject: RE: Experian PR contact

3. 0T

Thank vou, call him now.

————— Criginal Message-----
rom: Ozzie Fonseca [nu o
ent: Friday, October 26, 201
o: Stirling, Bryan

Cc: Greg Young; Thad Westbrook
Subject: Experian PR contact

=3 0

(i

ryan:
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2

Greg Young
949 567-3791
Greg.Young@experianinteractive.com

Ozzie Fonseca, CIPP/US
Senior Director, Data Breach Resolution

Experian Consumer Direct

535 Anton, Suite 100. Costa Mesa, CA 92626
(949) 567-3851 - Desk

(949) 302-2299 - Cell

(949) 242-2938 - Fax
ozzie.fonseca@experian.com

Blog: W BExm
Follow us on Twitter:

3 w0 7
ntto://

R Visilt us at

W EXDET1ian ., Com

CONFIDENTIALITY NOTICE:

This email message and any accompanying data or files is confidential and may
contain privileged information intended only for the named recipient(s). If you are
not the intended recipient(s), you are hereby notified that the dissemination,
distribution, and or copying of this message is strictly prohibited. If you receive
this message in error, or are not the named recipient(s), please notify the sender
at the email address above, delete this email from your computer, and destroy any
copies in any form immediately. Receipt by anyone other than the named recipient (s)
is not a waiver of any attorney-client, work product, or other applicable privilege.
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Re: Experian PR contact
Greg Young [Greg.Young@experianinteractive.com]

Sent: Friday, October 26, 2012 6:31 PM
To:  Stirling, Bryan

Bryan -

I am getting to a spot where I can talk. Also taking a call so I can have more
answers when I call you.

GY

Greg Young, APR

Experian Consumer Direct

Director, Public Relations /Consumer Engagement
949-294-5701

Sent by my iPhone

On Oct 26, 2012, at 3:25 PM, "Stirling, Bryan"
<BryanStirling@gov.sc.gov<mailto:BryanStirling@gov.sc.gov>> wrote:

Do you have a cell phone? It went to voicemail. This is urgent.

————— Original Message-----
From: Ozzie Fonseca [mailto:ofonsecs
Sent: Friday, October 26, 2012 6:22 PM
To: Stirling, Bryan

Cc: Greg Young; Thad Westbrook
Subject: Experian PR contact

Bryan:
Here is our PR contact:
Greg Young

9459 567-3791
Greg.Young@experianinteractive.com<mailto:Greg. Young@experianinteractive.com»>

Ozzie Fonseca, CIPP/US
Senior Director, Data Breach Resolution

Experian Consumer Direct

535 Anton, Suite 100. Costa Mesa, CA 92626

(949) 567-3851 - Desgk

(949) 302-2289 - Cell

(949) 242-2938 - Fax

ozzie . fonseca@experian.comemailto:ozzie. fonsecag@experian.coms

Blog:
Follow

Visit us at
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CONFIDENTIALITY NOTICE:

This email message and any accompanying data or files is confidential and may
contain privileged information intended only for the named recipient(s). If you are
not the intended recipilent(s), you are hereby notified that the dissemination,
distribution, and or copying of this message is strictly prohibited. If you receive
this message in error, or are not the named recipient(s), please notify the sender
at the email address above, delete this email from your computer, and destroy any
copies in any form immediately. Receipt by anyone other than the named recipient(s)
is not a waiver of any attorney-client, work product, or other applicable privilege.
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Experian PR contact
Ozzie Fonseca [ofonseca@experianinteractive.com]

Sent: Friday, October 26, 2012 6:21 PM
To:  Stirling, Bryan

Cc:  Greg Young [Greg.Young@experianinteractive.com]; Thad Westbrook [thad.westbrook@nelsonmullins.com]

Bryan:
Here is our PR contact:

Greg Young
949 567-3791
Greg.Young@experianinteractive.com

Ozzie Fonseca, CIPP/US
Senior Director, Data Breach Resolution

Experian Consumer Direct

535 Anton, Suite 100. Costa Mesa, CA 92626
(949) 567-3851 - Desk

(949) 302-2299 - Cell

(949) 242-2938 - Fax
ozzie.fonseca®@experian.com

Blog: CExperian, cc
Follow us on Twitter:
Visit us at http://s

CONFIDENTIALITY NOTICE:

This email message and any accompanying data or files is confidential and may
contain privileged information intended only for the named recipient(s). If you are
not the intended recipient(s), you are hereby notified that the dissemination,
distribution, and or copying of this message is strictly prohibited. If you receive
this message in error, or are not the named recipient(s), please notify the sender
at the email address above, delete this email from your computer, and destroy any
copies in any form immediately. Receipt by anyone other than the named recipient(s)
is not a waiver of any attorney-client, work product, or other applicable privilege.
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RE: Experian
Jon Neiditz [Jon.Neiditz@nelsonmullins.com]

Sent: Friday, October 26, 2012 5:23 PM

To:  Stirling, Bryan; Ozzie Fonseca [ofonseca@experianinteractive.com]; Rush Smith [rush.smith@nelsonmullins.com];
Michael.Bruemmer@experianinteractive.com

Cc:  Thad Westbrook [thad.westbrook@nelsonmullins.com]; Jim Etter [etter_jf@sctax.org]; Harry T. Cooper Jr. Esquire
[cooperh@sctax.org]; rick.siiver@chernoffnewman.com; Tim.Kelly@chernoffnewman.com;
Emily.Brady@chernoffnewman.com

The other suggested step is to make it clear in messaging going forward
that people have until January 31st to enroll in the Experian product
and that there is no reason to think that harm resulted from the delay
to date or will result from waiting a day or two now. The message today
appears to have made it seem that harm from this incident might be

imminent, and appears to have made it sound as if you need tc run -- not
walk -- to enroll before we run out of spots or close the enrollment
tonight. In fact, the information we have received is that the
information has not been used yet, and (if you believe law enforcement)
will never be used. In that way, what I believe one publication called
the "mysterious" statements about law enforcement have made this into a
much bigger deal than it truly is. Happy to explain further.

Jon A. Neiditz

Partner

jon.neiditz@nelsonmullins.com

Nelson Mullins Riley & Scarborough LLP
Atlantic Station

201 17th Street NW, Suite 1700
Atlanta, GA 30363

Tel: 404.322.6139 Fax: 404.322.6033

;L oo/ atic
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----- Original Message-----
From: Stirling, Bryan [ma s BrvanSt
Sent: Friday, October 26, 2012 3:36 PM

To: Jon Neiditz; Ozzie Fonseca; Rush Smith;
Michael .Bruemmer@experianinteractive.com
Cc: Thad Westbrook; Jim Etter; Harry T. Cooper Jr. Esqguire
Subject: RE: Experian

We alsc need if possible to have a walt time announced on the calls.

~~~~ Original Message-----
From: Jon Neiditz [m c:don
Sent: Friday, October 26, 2012 3:21 PM
To: Stirling, Bryan; Ozzie Fonseca; Rush Smith;
Michael.Bruemmer@experianinteractive.com

Cc: Thad Westbrook; Jim Etter; Harry T. Cooper Jr. Esqguire

Subject: RE: Experian

e

To Bryan's point, the press is all over the call center issues:
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llion-sc-taxpayers-social-security-numbers-hacked-in-cyber~-attack-sc-off
icials-say

~~~~~ Original Message-----
From: Stirling, Bryan [ma
Sent: Friday, October 26, 2012 3:17 PM

To: Ozzie Fonseca; Rush Smith

Cc: Thad Westbrook; Jon Neiditz; Jim Etter; Harry T. Cooper Jr. Esquire
Subject: RE: Experian

V80, OV

Need to change the response from "Costumer Care Department is closed,®
to something else. Can we add capacity and keep people on hold instead
of telling them the department is closed?

————— Original Message-----
From: Ozzie Fonseca [mailto:ofonsecasexper

Sent: Friday, October 26, 2012 3:15 PM

To: Rush Smith

Cc: Ozzie Fonseca; Stirling, Bryan; Thad H. Westbrook; Jon Neiditz; Jim
Etter; Harry T. Cooper Jr. Esguire

Subject: Re: Experian

A

Rush:

We have over 200 agents on the phone right now and we are working to add
more.

Regarding reporting, let me see what I can do.
Thanks

Ozzie Fonseca, CIPP/US
Senior Director, Data Breach Resolution

Experian Consumer Direct

535 Anton, Suite 100.

Costa Mesa, CA 92626

(949) 567-3851 - Desk

(949) 302-2299 -

Cell (949) 242-2938 - Fax
ozzie.fonseca@experian.com<mailto:ozzie.fonseca@experian.coms

Blog:

Visit us at

ALT
files is confidential and may contain privileged information intended
only for the named recipient(s). If you are not the intended
recipient (g}, vou are hereby notified that the dissemination,
distribution, and or copying of this message is strictly prohibited. If
you receive this message in error, or are not the named recipient(s),
please notify the sender at the email address above, delete this email

CONFIDENTIALITY NOTICE: This email message and any accompanying data or
i
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from your computer, and destroy any copies in any form immediately.
Receipt by anyone other than the named recipient(s) is not a waiver of
any attorney-client, work product, or other applicable privilege.

Rush Smith <rush.smith@nelsonmulling.com> wrote:

Ozzie,

In addition to Brian's question I'd like to ask if you could you provide
email updates to us about hold times at intervals as we move through the
next day or two. Thanks.

Rush

Rush Smith | 803-255-9492 | rush.smith@nelsonmullins.com Nelson Mullins
Riley & Scarborough, LLP, Columbia SC

Sent from my iPad

On Oct 26, 2012, at 2:33 PM, "Stirling, Bryan"
<BryanStirling@gov.sc.gov> wrote:

> What progress have we made on adding people at the call center? Media
reporting long wait times.
>

v

————— Original Message -----
From: Rush Smith [mail o =
Sent: Friday, October 26, 2012 02:25 PM

To: ofonseca@experianinteractive.com
<ofonseca@experianinteractive.coms>

Cc: jon.neiditz@nelsonmullins.com <jon.neiditz@nelsonmullins.coms>;
KimpsoM@sctax.org <KimpsoM@sctax.orgs;
thad.westbrook@nelsonmullinsg.com <thad.westbrook@nelsonmullins.coms;
Emily.Brady@chernoffnewman.com <Emily.Brady@chernoffnewman.coms;
Rick.Silver@chernoffnewman.com <Rick.Silver@chernoffnewman.coms;
Tim.Kelly@chernoffnewman.com <Tim.Kelly@chernoffnewman.com>; Pitts,
Ted; Stirling, Bryan; Harry T. Cooper Jr. Esquire <cooperh@sctax.orgs>
Subject: Re: Experian

IYUSH. 8

Ozzie,

We have finished press conference and local news media are continuing
ive with the story. I wanted to let you know.

Rush

Rush Smith | 803-255-9492 | rush.smith@nelsonmullins.com Nelson

Mullins Riley & Scarborough, LLP, Columbia SC

VOV VYV Y VY VY Y VYV VYV Y VYV VY

v

Sent from my iPad
-
> On Oct 26, 2012, at 1:35 PM, "Stirling, Brvan'
«BryanStirling@gov.sc.govs> wrote:
>
>> Thank you. Please keep us posted.
>
B e Original Message -----
>» From: Ozzile Fonseca [ma e
>» Sent: Friday, October 26, 2012
>> To: Rush Smith <yush.smith@nelsonmulling.coms
zzie Fonseca <ofonseca@experianinteractive.coms>; Jon Neiditz
>»> <jon.neiditzé@nelsonmullins.coms; KimpscM@sctax.org
»>» <KimpsoM@sctax.orgs; Thad Westbrook

i3

01:34 PM

>» Cc: O
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»> <thad.westbrook@nelsonmullins.com>; Stirling, Bryan; Emily Brady

>» <Emily.Brady@chernoffnewman.com»; Rick Silver

>> <Rick.Silver@chernoffnewman.com>; Tim Kelly

>> <Tim.Kelly@chernoffnewman.coms>; Pitts, Ted

>» Subject: Re: Experian

>>

>> On the phone with our call center management. Additional staffing
will be allocated as appropriate.

o>

>> Current hold time is now 5 minutes and dropping.

>>

>> Ozzie Fonseca, CIPP/US

>> Senior Director, Data Breach Resolution

>>

>> Experian Consumer Direct

>> 535 Anton, Suite 100.

>> Costa Mesa, CA 922626

>> (949) 567-3851 - Desk

>> (949) 302-2299 -

>> Cell (949) 242-2938 - Fax

>> ozzle.fonseca@experian.com<mailto:ozzie.fonseca@experian.com>

>>

>> Blog:

>> v BExperian. con/blogs, e neh W ey .comfbloc

>> -breach<http://www.Experian. com/blogs/data breach<http //www . Experlan
>> .com/blogs/data-breach>> Follow us on Twitter:
>> e, com/Experian DBRR<hityp com/Bxperian DBR
> //www Twitter. com/Experlan DBR<http //www Tw1tter com/Experian_DBR>>
>> Visit us at http:// : an.con/databreach

>>

>> CONFIDENTIALITY NOTICE: This email message and any accompanying data
or files 1is confidential and may contain privileged information intended
only for the named recipient(s). If you are not the intended

recipient (s), you are hereby notified that the dissemination,
distribution, and or copying of this message is strictly prohibited. If
you receive this message in error, or are not the named recipient (s),
please notify the sender at the email address above, delete this email
from your computer, and destroy any copies in any form immediately.
Receipt by anyone other than the named recipient(s) is not a waiver of
any attorney-client, work product, or other applicable privilege.

>>

>>

>> Rush Smith <rush.smith@nelsonmullins.com> wrote:

> >

>> Ozzie?

>

>»> Rush Smith | 803-255-9492 | rush.smithenelsonmullins.com Nelson
>» Mullins Riley & Scarborough, LLP, Columbia SC

>

>> Sent from my iPad

>

»» On Oct 26, 2012, at 1:29 PM, "Pitts, Ted" <TedPitts@gov.sC.govs
wrote:

s

»»> Called the 866 number am on the phone with rep now wait time was 8
minutes 19 seconds.

=l

>ss Ted

>

S5 —- - Criginal Message-----
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~

>>> From: Rush Smith [: lto:rush.smiths
>>> Sent: Friday, October 26, 2012 1:27 PM

>>> To: Ozzie Fonseca

>»> Cc: Jon Neiditz; KimpsoM@sctax.org; Thad Westbrook; Stirling, Bryan;

>»>> Pitts, Ted; Emily Brady; Rick Silver; Tim Kelly

>>» Subject: Re: Experian

>>>

>»» Ozzie,

>>> We need some content on the website ASAP so that we can have a
happier consumer experience. It should tell people to call the number,
get a code, and the return to the website to enroll. Please get that
added. Thanks much.

>»>> Rush

>>>

>>> Rush Smith | 803-255-9492 | rush.smith@nelsonmullins.com Nelson
>»>> Mullins Riley & Scarborough, LLP, Columbia SC

>>>

>»> Sent from my iPad

>>>

>>> On Oct 26, 2012, at 12:58 PM, "Ozzie Fonseca"
<ofonseca@experianinteractive.com> wrote:

>>>

>»»> I just hung up with our call center. They are getting calls already
and I are distributing codes to those were interested.

>>>>

>>>> Given the fact that we are already taking calls I am a little
concerned by not having enough codes to assign to each individual.
>>>>

>>>> If you decide that 3.6 million is the right number we will do our
best, but in the interest of the best customer experience I would
suggest ordering the correct amount. Otherwise, we should create a short
addendum to reguest additional codes later today.

>>>>

>>>> Please let me know your thoughts.

>>>>

>>>> Ozzle Fonseca, CIPP/US

>>>> Senior Director, Data Breach Resolution

>>>>

>>>> Experian Consumer Direct

>>>> 535 Anton, Suite 100.

>>>> Costa Mesa, CA 92626

>»>»> (949) 567-3851 - Desk

»>>> (949) 302-2299 -

»>>>» Cell (949) 242-2938 - Fax

>>»> ozzle.fonseca@experian.com<malilto:ozzie.fonseca@experian.coms
D>
>»>> Blog:

S>> W 21 . $ < i o z f -

>»»> ta-<http://www.Experian.com/blogs/data-breach<http://www.Experian.c
>»>> om/blogs/data-<http://www.Experian.com/blogs/data-breach<http://www
>»>> ,Experian.com/blogs/data-<http://www.Experian.com/blogs/data-breach

e - 2L/ L SO B >

»»>> breach> Follow us on Twitter:

s s .
L

S>> W

se>> bt/ /wew. trer.com/Experian DBR«<http://www.Twitter.com/Experian D
>>»> BR<http://www.Twitter.com/Experian DBR<http://www.Twitter.com/Exper
»»>>» lan DBR<http://www.Twitter.com/Experian DBR<http://www.Twitter.com/
»»>» Experian DBR=>»> Visit us at hitp:// d ! h

S>>
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>»>> CONFIDENTIALITY NOTICE: This email message and any accompanying
data or files is confidential and may contain privileged information
intended only for the named recipient(s). If you are not the intended
recipient (s), you are hereby notified that the dissemination,
distribution, and or copying of this message is strictly prohibited. If
vou receive this message in error, or are not the named recipient (s),
please notify the sender at the email address above, delete this email
from your computer, and destroy any copies in any form immediately.
Receipt by anyone other than the named recipient(s) is not a waiver of
any attorney-client, work product, or other applicable privilege.

> >

>>>>

>>>> Rush Smith <rush.smith@nelsonmullins.com> wrote:

S>>

>»>>> Can you give us guidance on this? Story broke and you will start
>>>> getting calls. Is call center ready? Please let us know when it
>>>> will be. You should have signed contract soon.

>m>>

>>>> Rush Smith | 803-255-9492 | <rush.smith@nelsonmullins.com Nelson
>>»> Mullins Riley & Scarborough, LLP, Columbia SC

S>>

>>>>

>>>>

SH>> me e Original Message-----

>»>»> From: Tim Kelly [mailto:Tim.Kellv@chernoffnewman.coml

>>>> Sent: Friday, October 26, 2012 12:52 PM

>»>> To: Rush Smith

>>>> Subject: Experian

>>>>

>>>> People are going to site and being asked to enter a code.

>>>>

>>>> Sent from my iPhone

>

>
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Recording
Ozzie Fonseca [ofonseca@experianinteractive.com]

Sent: Friday, October 26, 2012 5:19 PM
To:  Stirling, Bryan

IT'm still trying to track down my call center contact to get status. I'll send you
an update as soon as 1 can.

Ozzie Fonseca, CIPP/US
Senior Director, Data Breach Resolution

Experian Consumer Direct

535 Anton, Suite 100. Costa Mesa, CA 92626
(949) 567-3851 - Desk

(949) 302-2299 - Cell

(949) 242-2938 - Fax
ozzie.fonseca@experian.com

Blog: Experian.co
Follow us on Twitter:
Visit us at http://www.e

CONFIDENTIALITY NOTICE:

This email message and any accompanying data or files is confidential and may
contain privileged information intended only for the named recipient(s). If you are
not the intended recipient(s), you are hereby notified that the dissemination,
distribution, and or copying of this message is strictly prohibited. If you receive
this message in error, or are not the named recipient(s), please notify the sender
at the email address above, delete this email from your computer, and destroy any
copies in any form immediately. Receipt by anyone other than the named recipient (s)
is not a waiver of any attorney-client, work product, or other applicable privilege.
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legislator notifications
Schimsa, Rebecca

Sent: Friday, October 26, 2012 4:47 PM
To:  Pitts, Ted; Veldran, Katherine; Stirling, Bryan; Godfrey, Rob

Cc: Haltiwanger, Katherine; Soura, Christian

This afternoon at 4:45 p.m., an email went out to members of the General Assembly including:
1. Media release from our office;
2. Media release from DOR;
3. Video of today’s press conference; and
4. Conference call information for Monday.

Thanks.

Rebecca S. Schimsa

Office of Governor Nikki R. Haley

Staff Attorney & Commerce Liaison

O: (803) 734-6068 | C:(803)429-4561
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UPDATE - Video: Gov. Nikki Haley, SLED, U.S. Secret Service, S.C. DOR
respond to cyber attack with consumer safety solutions

Godfrey, Rob

Sent: Friday, October 26, 2012 4:27 PM

Importance: High

Attachments: Media_Release_10262012.pdf (1 MB)

The S.C. Department of Revenue announced on October 26, 2012 that approximately 3.6 million Social
Security numbers and 387,000 credit and debit card numbers have been exposed in a cyber attack.

Governor Nikki Haley, South Carolina Law Enforcement Division Chief Mark Keel, United States Secret
Service Special Agent in Charge Michael Williams, South Carolina Department of Revenue Director Jim
Etter and State Inspector General Patrick Maley today responded to news of the cyber attack with
consumer safety solutions during an afternoon press conference.

Video of the press conference is available here: hitp://www.voutube com/watch?v=0Dax868JEzVs&
Attached you will find a press kit that includes consumer safety solutions.

Anyone who has filed a South Carolina tax return since 1998 should take the following steps:

1. Call 1-866-578-5422 where you will enroll in a consumer protection service. The call center is open
9:00 AM - 9:00 PM EST on Monday through Friday and 11:00 AM — 8:00 PM EST on Saturday and
Sunday.

2. Then you will determine if you wish to have an online or US Mail alert mechanism.

3. For the online service, visit hitp://www protectmyid.com/scdor. For the US Mail service, you will
receive notifications via the US mail.

Experian’s ProtectMylD™ Alert is designed to detect, protect and resolve potential identity theft, and
includes daily monitoring of all three credit bureaus. The alerts and daily monitoring services are
provided for one year, and consumers will continue to have access to fraud resolution agents and
services beyond the first year.

Rob Godfrey

Office of Gov. Nikki Haley
O: (803) 734-5074 | C: (803) 429-5086
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RE: Experian
Qzzie Fonseca [ofonseca@experianinteractive.com]

Sent: Friday, October 26, 2012 4:16 PM
Tou Stirling, Bryan

Coi Ouzie Fonseca [ofonseca@experianinteractive.com)

center hours are 9 a.m. to ¢ p.m. Monday through Friday and 11 a.m. to 8 p.m. Saturday and Sunday {( all times are eastern)

CIPP/US

a, v .
ctoxr, Data Breach Resclution

E:
5 7,
C sa,
{ 7385
2-22
49) 2
ngec

Blog:
Follow us on Twitte
Vigit us at

CONFIDENTIALITY NOTICE: This email message and any accompanying data or files is confidential and may contain privileged information
intended only for the named recipienti{s}. If you are not the intended recipient(s}, you are hereby notified that the dissemination,
stribution, and or copying of this message is strictly prohibited. If you receive this message in error, or are not the named recipient
please notify the sender at the email address above, delete this email from your computer, and destroy any copies in any form
immediately. Receipt by anyone other than the named recipient(s) ig not a waiver of any attorney-client, work product, or other applicable
rivilege.

d

"Stirling, Bryan® <BryanStirling@gov.sc.govs wrote:

We also need to have the hours on the answer East Coast time.

Original Message
From: Ozzie Fonseca [msl
Sent: Friday, October 26
To: Jon Neiditz

Stirling, Bryan; Czzie Fonseca; Rush Smith; Michael Bruemmer; Thad Westbrook; Jim Ettex; Harry T. Cooper Jr. Esguire
Subiect: RE: Experian

2012 3:39 PM

We're continuing to add more staff for the calls. Let we look into the issue described below I'll send an update as soon as possible
thanks

Czzie Fonseca, CIPP/US
Senior Director, Data Breach Resclution

Experian Consumer Direct

535 Anton, Suite 1090.

Costa Mesa, CA 32626

{949) 367-3851 - Desk

{94%) 302-2299 -

Cell (949 242-2938 - Fax
ozzie.fonsecagexperian.com<mallto:ozzie. fongecagexperian. com>

Twitter

and any accompanying data or files is confidential and may contain privileged information

if you are not the intended recipilenti{s}, you are hersby notified that the digsemination,

is strictly prohibited. If you receive this message in error, or are not the named recipient
address above, delete this email from your computer, and destroy any coplesg in any form

the named recipient{s! is not a walver of any attorney-client, work product, or other applicable

CONFIDENTIALITY NOTICE:
intended only the n

B
stribution, opying of this
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From: Ozzie Fonseca [mall I
Senr: Friday, October 26, 201
To: Rush Smith

Cc: Ozzie Fonseca; Stirling, Bryan; Thad H. Westbrook; Jon Neiditz; Jiwm Erter; Harvy T. Cooper Jr. Esquire
Subject: Re: Experian

2 3:15 pM

Rugh:

W r 200 agents on the phone right now and we are working to add more.

have o

Regarding reporting, let me gee what I can do.

Thanks

CIPP/US
v, Data Breach Resolution

Experian Consumer Direct

535 Anton, Sulte 100,

Costa Mesa, CA 92626

{545} 567-3851 - Desk

{2457 302-2299 -

Cell (949 242-2938 Fax
czzie.fonsecagexperian.com<mailto:ozzie.fonsecadexperian.coms

Follow us on Twitters

Vigit us at &

CONFIDENTIALITY NOTICE: This email message and any accompanying data or files is confidential and way contain privileged information
intended only for the named recipient{g;. If you are not the intended recipient{s), you are hereby notified that the dissemination,
distribution, and or copying of this message is strictly prohibited. If you receive this message in error, or are not the named recipient
(s), please notify the sender at the email address above, delete this email from your cowputer, and destroy any copies in any form
impediately.

Receipt by anyone other than the named recipient(s) is not a waiver of any attorney-client, work product, or other applicable privilege.

Rush Smith <rush.smith@nelsonmullins.coms> wrote:

Cgzie,

In addition to Brian's question I'd like to ask if you could you provide email updates to us about hold times at intervals as we move
through the next day or two. Thanks.

Rush

Rush Swmith | 803-255-9492 | rush.smithénelsonmullins.com Nelson Mullins Riley & Scarborough, LLP, Columbia SC
Sent from wmy iPad

on Oct 26, 2012, at 2:33 PM, "Stirling, Bryan”
<BryanStirling@gov.sc.govs wrote:

» What progress have we made on adding people at the call center? Media
reporting long wait times.

P Original Message
> From: Rush Smith [: 2
» Sent: Friday, October 26, 2012 02:25 PM
= To: ofonsecagexperianinteractive.com

> <ofconseca@experianinteractive.coms

> Cc: jon.neiditzenelsonmulling.com «jon
KimpsoMes
thad.westbrook

[l

v

>
> Emily.Brady@cherncffnewnman.com <Emily.Bradyd
> Rick.Silvergcherncffnewman.com <Rick.Silvere
Tim.Kall hernoffnewnan.coms; Pitts,
ed; Sti g, Bryan; Harry T. Cooper Jr. Esguire <cooperh >
> ject: : Experian

ned pr confer
stery. I wanted

;

https://scowe
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RE: Experian Page 3 ot 4

5
»>» On the phone with our call center management. Additional staffing
will be allocated as appropriate.

=

>> Current hold time is now 5 wminutes and dropping.

>

>» Ozzie Fonsgeca, CIPP/US

»> Jenior Director, Data Breach Resolution

P

>> Experian Consumer Direct

»> 535 Anten, Suite 100.

2338 - Fax
experian.comemailto:ozzie. fonsec

ogs/data>
»> -breach<http://www.Bxperian.com/blogs/data-breach<http://www.Experian
»» .com/blogs/data-breach>> Follow us on Twitter:

> ://www.Twitter.con/Experian_ DBR<htt
»> Visit ug at

+//www . Twitter.com/Experian DBR>>

5> CONFIDENTIALITY NOTICE: This emall message and any accompanying data

files is confidential and may contain privileged information intended only for the named recipient(s}. If you are not the intended
recipient ( you are hereby notified that the dissemination, distribution, and or copying of this message is strictly prohibited. If you
receive this message in error, or are not the named recipient(s), please notify the sender at the email address above, delete this email
from your computer, and destroy any coples in any form immediately.
Receipt by anyone other than the named recipient{s) is not a waiver of any attorney-client, work product, or other applicable privilege.

>

55
>> Rush Smith <rush.smith@nelsonmullins.com: wrote:

B

»> Ozzie?

e

>» Rush Smith | 803-255-9%492 | rush.smithenelsonmullins.com Nelson

>» Mullins Riley & Scarborough, LLP, Columbia SC

>

»> Sent from my iPad

5>

=> On Oct 26, 2012, at 1:29 PM, "Pitts, Ted” <TedPittse@gov.sc.govs
wrote:

>

»>»> Called the 866 number am on the phone with rep now wait time was 8
minutes 19 seconds.

>3
»»> Ted

>

s=>> -----0Original Message-----
=>> Fro Rush Smith [1

»=» Sent: Friday, October 26, 2012 1:27 PM
»>» To: Ozzie Fonseca
>»> Cc: Jon Neiditz; KimpsoM@sctax.org; Thad Westbrook; Stirling, Bryan;

»>> Pitts, Ted; BEmily Brady; Rick Silver; Tim Kelly

»>> Subject: Re: Experian

>

»»» Ozzie,

»»> We need some content on the website ASAP so that we can have a

happ consumer experience. It should tell people to call the number, get a code, and the return o the website to enrcll. Please get that
added. Thanks much.

>»» Rush

Rugh Smith | B03-255-9492
>»» Mullins R

W

oo

O
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RE: Experian Page 4 of 4

»»»»> ozzie.fonseca®experian.comemailto:ozzie. fonseca®experian.com>
PEE
»>»» Blog:
55>

>» blogs/das
seue ta-<http://www. Experian.com/blogs/data-breach<http://www.Experian.c
>»>> om/blogs/data-<http://www.Experian.com/blogs/data-breach<hitp://www
» .Experian.com/blogs/data-<http://www.Bxperian.com/blegs/data-breach
=55 { 1 o

»>»> breachs Follow us on Twitter:

>

>>>> n_DBR<ht>

e bpr//www.Twitter.com/Experian DBR<http://www.Twitter.com/Experian_D
s>>»> BR<http://www.Twitter.com/Experian DBR<httyp://www.Twitter.cowm/Bxper
i DBR<htbp://www.Twitter.com/Experian DBR<http://www.Twitter.com/

xperian DBER>»» V ug at X

>> CONFIDENTIALITY NOTICE: This emall message and any accompanying

data or files is confidential and may contain privileged information intended only for the named recipient! 1f you are not the intended
recipient (s}, you are hereby notified that the digsemination, distributieon, and or copying of this message is strictly prohibited. If you
receive this message in ervor, or are not the named recipientis), please notify the sender at the email address above, delete this email
from your computer, and destroy any copies in any form immediately.

Receipt by anyone other than the named recipient{s) is not a waiwv

S

of any attorney-client, work product, or other applicable privilege.

o>
»»>»> Rush Smith <rugh.smith@nelsonmullins.com=> wrote:

P T

>»»> Can you give us guidance on this® Story broke and you will start
s=»»> getting calls. Is call center ready? Please let us know when it
=»»> will be. You should have signed contract soon.

e

>»>>> Rush Smith | 803-255-94%2 | rush.smithénelsonmullins.com Nelson
»»»> Mullins Riley & Scarborough, LLP, Coluwbia SC

Smn>

Smn

e

S>»e> - ---Original Messag
»>>> From: Tim Kelly
>»»> Sent: Friday, October 26, 2012 12:52 PM

=»»> To: Rush Smith

»»»> Subject: Experian

Snn

>»>» People are going to site and being asked to enter a code.
rm

>>»> Sent from wy iPhone

E
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RE: Experian

Ozzie Fonseca [ofonseca@experianinteractive.com]
Sent: Friday, October 26, 2012 2139 PM

To:  Jon Neiditz [Jon.Neidiz@nelsonmuliins.com}

Ce: Stirling, Bryan; Omzie Fonseca [ofonseca@experianinteractive.com]; Rush Smith [rush.smith@nelsonmullins.com]; Michael Bruemmer [Michael Bruemmer@experianinteractive.com]; Thad Westbrook
[thad.westbrook@nelsonmullins.com]; Jim Etter [etter_jf@sctax.orgl; Harry 7. Cooper Jr. Esquire [cooperh@sctax.org)

We're continuing to add more staff for the calls. Let me look into the

seue described below I'1l send an update as soon as possible

Fonseca,
Senior Direct

&
7-3851 Desk
2-2299 -
242-2938 - Fax
ngecagexperian.com<mailto:ozzie. fonsec

Xperian.coms

visit us at

CONFIDENTIALITY NOTICE: This email message and any accompanying data or files is confidential and may contain privileged information
intended only for the named recipient{s). If you are not the intended recipient(s), you are hereby notified that the dissemination,
distribution, and or copying of this message is strictly prohibited. If you receive this message in error, or are not the named recipient
(s}, please notify the sender at the email address above, delete this email from your computer, and destroy any copies in any form

immediately. Receipt by anyone other than the named recipient{s) is not a waiver of any attorney-client, work product, or other applicable
privilege.

Jon Neiditz <Jon.Neiditz@nelsonmullins.coms wrote:

To Bryan's point, the presg is all over the call center igsues:

'y - 5
cial-security-

numbers-hacked-in-cyber-attack-

riginal Message-
Stirling, Bryan [m
Sent: Friday, October 26, 2012 3:17 PM

To: Ozzle Fonseca; Rush Smith

Cc: Thad Westbrook; Jon Neiditz; Jim Etter; Harry T. Cooper Jr. Esquire
Subject: RE: Experian

Frof

Need to change the response from "Costumer Care Department is closed,”
to something else. Can we add capacity and keep people on hold instead
of telling them the department is closed?

Original Message
Ozzie Fonseca |
i Ocrtober 26, 2012

ool

Cc: Ozzi

Fonseca; Stirling, Bryan; Thad H. Westbrot

O
8

Jon Neiditz; Jim

Etter; Harry T. Cooper Jr. Esquire
Subject: Re: Experian

ht now and we ave working to add

oV

https://scowa.sc.go [tem&t=IPM . Note&id=RgAAAAAaFa%2tCX%2torSYO... 10,
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RE: Experian Page 2 of 4

only for the named recipient{s}. If you are not the intended

recipient (s}, you are hereby notified that the dissemination,
distribution, and or copying of this message is strictly prohibited. If
you receive this message in erxror, or are not the named recipientis},
please notify the sender at the email address above, delete this email
from your computer, and destroy any copies in any form immediately.
Receipt by anyone other than the named recipient{s) is not a waiver of
any attorney-client, work product, or other applicable privilege.

hgnelsonmullins.com> wrote:

&
=4
w
o
w
E
o
er
o
A
[
>
123
53
i
E
er

Gzzie,

In addition to Brian's question I'd like to ask if you could you provide
smail updates to us about hold times at intervals as we move through the
next day or two. Thanks.

Rush

Rush Smith | 803-255-9492 | rush.smith@nelsonmullins.com Nelson Mullins
Riley & Scarborough, LLP, Columbia SC

Sent from my iPad

ing, Bryan®

> What progress have we made con adding people at the call center? Media
reporting long wait times.

>

> «---- Original Message
From: Rush Smith . i
Sent: Friday, October 26, 2012 02:25 PM
To: ofonseca@experianinteractive.com
<ofonsecadexperianinteractive.com>

Cc: jon.neiditzenelsonmulling.com <jon.neiditzénelsonmulling.coms;
KimpsoMasctax.org <KimpsoM@sctax.orgs;
thad.westbrook@nelsonmullins.com <thad.westbrook@nelsonmullins.coms;
Ewmily.Bradye@chernof fnewman.com <Emily.Brady@chernoffnewman.coms;
Rick.8ilver@chernoffnewman.com <Rick.Silver@chernoffnewman.coms;
Tim.Kelly@chernoffnewman.com «Tim.Kelly@chernoffnewman.coms; Pitts

v

VUV VoV oYY vy

» Ted; Stirling, Bryan; Harry T. Cooper Jr. Esquire <cooperh@sctax.orgs
> Subject: Re: Experian
>
> Ozzie,
> We have finished press conference and local news media are continuing
live with the story. I wanted to let you know.
> Rush
Rush Smith | 803-255-9492 | rush.smithenelsonmullins.com Nelson

Mulling Riley & Scarborough, LLP, Columbia SC

Sent from my iPad

VMOV OV OV VY

On Oct 26, 2012, at 1:35 PM, "Stirling, Bryan®
<BryanStirling@gov.sc.govs wrote:

>
»> Thank you. Please keep us posted.
5

> -~~~ Original Message -----

>> From: Ozzie Fonseca [» o
=»> Sent: Friday, October 26, 2012 01:34 PM
>> To: Rush Smith <rush.smith@nelsonmulling.coms

»» Cc: Ozzie Fonseca <ofonsecagexperianinteractive.coms; Jon Neiditsz
>» <jon.neiditzénelsonmulling.coms; KimpsoMesctax.or

>» <KimpscM@sctax.orgs; Thad Westbrook

»» <thad.westbrookénelsonmulling.com»; Stirling, Bryan; Emily Brady
»>> <Emily.Brady@cherncffnewman.com>; Rick Silver
«Rick.Silver@chernoffnewnan.coms; Tim Kelly
Tim.Kellyécherncffnewman.com>; Pitts, Ted

Subject: Re: Experian

On the phone with ocur call center management.
will be allocated as appropriate.

Current hold time is now 5 minutes and dropping.

<http:

aCComp
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RE: Experian Page 3 of 4

recipient (s}, you are hereby notified that the dissemination,
distribution, and or copying of this message is strictly prohibited. If
vou receive this message in error, or are not the named recipient (s},
please notify the sender at the emall address above, delete this email
from your computer, and destroy any copies in any form immediately.
Receipt by anyone other than the named recipient is not a waiver of
any attoruey-client, work product, or cother applicable privilege.

E
>

»> Rush Smith qulling . com> wrote:

rush.snithénelso

>
»>» Czzie?

> Smith | lsonamullins . com Nelson

»» Mulling Riley sC

>>

>» Sent from wy iPad

>

>> On Oct 26, 2012, at 1:29 PM, "Pitts, Ted" <TedPitts@gov.sc.govs
wrotes

£

=>» Called the 866 number am on the phone with rep now wait time was 8§
minutes 19 seconds.

EEPS

>»> Ted

55>

>»> «----Original Messa

»»> From: Rush Swith [y 2
»»>» Sent: Friday, October 26, 2012 1:27 PM

»>» To: Ozzie Fonseca

Jon Neiditz; KimpsoMe@sctax.org; Thad Westbrook; Stirling, Bryan;

>»» C

»»> Pitts, Ted; Emily Brady; Rick Silver; Tim Kelly

>»> Subject: Re: Experian

55

»»> Ozzie,

>>» We need some content on the website ASAP so that we can have a
happier consumer experience. It should tell people to call the number
get a code, and the return to the website to enroll. Please get that
added. Thanks wmuch.

»>> Rush

S5

>»> Rush Smith | 803-255-9492 | rush.smith@nelsonmullins.com Nelson
>>> Mulling Riley & Scarborough, LLP, Columbia SC

»u>

>>» Sent from my iPad

P

»»> On Oct 26, 2012, at 12:58 BM, "Ozzle Fonseca'
<ofonseca@experianinteractive.coms wrote:

o

>»>> I just hung up with our call center. They are getting calls already
and 1 are distributing codes to those were interested.

e

»>>> Given the fact that we are already taking calls I am a little
concerned by not having encugh codes to assign to each individual.
P

>a»» If you decide that 3.6 million is the right number we will do our
best, but in the interest of the best customer experience I would
suggest ordering the correct amount. Otherwise, we should create a short
addendum to reguest additional codes later today.

>mn>

>>>> Please let me know your thoughts.

e

»»>> Ozzie Fonseca, CIPP/US

»»»> Senior Director, Data Breach Resolution

e

nsumer Direct

= K

@
5
e
oo
]

D
5 on, Suite 100.
s Mega, CA 92626
567-3851 - Desk
302-22%9 -
{949; 242-2938 Fax
fongecagexperian. comamailto:ozzie . fonsecagexperian. coms

an.com/Blo

AAAaFa%2fCX%2forSYO... 10

=
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o
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RE: Experian Page 4 of 4

stp

=>>> Rush Smith <rush,.smithénelsonmullins.coms> wrotes

>»»» Can you give us guidance on this? Story broke and you will start
>>>> getting calls. Is call center ready? Please let us know when it
>=»x» will be. You should have signed contract soon.

»»»> Rush Smith 803-255-9492 | rush.smi elsonmulling.com Nelgon
»>>> Mulling Riley & Scarborough, LLP, Columbia SC

P

S5

P>

=»>> -----0riginal Message- - -

>>>> From: Tim Kelly |
»>=»» Sent: Friday, 0Qctol
>>»> To: Rush Smith

»>>> Subject: Experian

>»»» pecople are going to site and being asked to enter a code.

=»» Zent from wmy iPhone

https://scowa.sc.goviowa/?ae=ltem&t=IPM.Note&id=RgAAAAAaFa%2fCX%2forSYO...  10/31/2012
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RE: Experian
Jon Neiditz [Jon.Neiditz@nelsonmullins.com]

Sent: Friday, October 26, 2012 3:20 PM

To:  Stirling, Bryan; Ozzie Fonseca [ofonseca@experianinteractive.com]; Rush Smith [rush.smith@nelsonmullins.com];
Michael.Bruemmer@experianinteractive.com

Cc:  Thad Westbrook [thad.westbrook@nelsonmullins.com]; Jim Etter [etter_jf@sctax.org]; Harry T. Cooper Jr. Esquire
[cooperh@sctax.org]

To Bryan's point, the press is all over the call center issues:

g empmyys £ oo gt v g 5 - N
s /7 L ST oom/articia > LG )

llion-sc-taxpayers-social-security-numbers-hacked-in-cyber-attack-gsc-off
icials-say

————— Original Message-----

From: Stirling, Bryan [mailto:BryvanSti
Sent: Friday, October 26, 2012 3:17 PM
To: Ozzie Fonseca; Rush Smith

Cc: Thad Westbrook; Jon Neiditz; Jim Etter; Harry T. Cooper Jr. Esquire
Subject: RE: Experian

LNa@qov. 8. gov]

Need to change the response from "Costumer Care Department is closed,"
to something else. Can we add capacity and keep people on hold instead
of telling them the department is closed?

~~~~~ Original Message-----

From: Ozzie Fonseca [mailto:ofonseca
Sent: Friday, October 26, 2012 3:15 PM

To: Rush Smith

Cc: Ozzie Fonseca; Stirling, Bryan; Thad H. Westbrook; Jon Neiditz; Jim
Etter; Harry T. Cooper Jr. Esquire

Subject: Re: Experian

Rush:

We have over 200 agents on the phone right now and we are working to add
more .

Regarding reporting, let me see what I can do.
Thanks

Ozzle Fonseca, CIPP/US
Senior Director, Data Breach Resolution

Experian Consumer Direct

535 Anton, Sulte 100.

Costa Mega, CA 92626

{949) 567-3851 - Desk

(949) 302-2299 -

Cell (949) 242-2938 - Fax
ozzie.fonseca@experian.com<mailto:ozzie. fonseca@experian. coms>

https://scowa.sc.gov/owa/7ae=ltem&t=IPM.Note&id=RgAAAAAaFa%21tCX%2forSYO...  10/31/2012
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ous/data~-br

Eperlian.co

each>
Follow us on Twitter:

G ey
WL CUeT.

Visit us at

CONFIDENTIALITY NOTICE: This email message and any accompanying data or
files is confidential and may contain privileged information intended
only for the named recipient(s). If you are not the intended
recipient(s), vyou are hereby notified that the dissemination,
distribution, and or copying of this message is strictly prohibited. If
yvou receive this message 1in error, or are not the named recipient(s),
please notify the sender at the email address above, delete this email
from your computer, and destroy any copies in any form immediately.
Receipt by anyone other than the named recipient(s) is not a waiver of
any attorney-client, work product, or other applicable privilege.

Rush Smith <rush.smith@nelsonmullins.com> wrote:

Ozzie,

In addition to Brian's guestion I'd like to ask i1f you could you provide
email updates to us about hold times at intervals as we move through the
next day or two. Thanks.

Rush

Rush Smith | 803-255-9492 | rush.smith@nelsonmullins.com Nelson Mullins
Riley & Scarborough, LLP, Columbia SC

Sent from my iPad

On Oct 26, 2012, at 2:33 PM, "Stirling, Bryan"
<BryanStirling@gov.sc.gov> wrote:

> What progress have we made on adding people at the call center? Media
reporting long wait times.
>

v

----- Original Message -----

> From: Rush Smith [mailto:rush.sm = | ]

> Sent: Friday, October 26, 2012 02:25 PM

> To: ofonseca@experianinteractive.com

> «ofonseca@experianinteractive.com>

» Cc: jon.neiditzénelsonmullins.com <jon.neiditz@nelsonmullins.coms>;

> KimpsoM@sctax.org <KimpsoMé@sctax.orgs;

> thad.westbrookénelsonmullins.com <thad.westbrook@nelsonmullins.coms;
> Emily.Brady@chernoffnewman.com <Emily.Brady@chernoffnewman.coms;

> Rick.Silvera@chernoffnewman.com <Rick.Silver@chernoffnewman.coms;

> Tim.Kelly@chernoffnewnan.com «<Tim.Kelly@chernoffnewman.coms»; Pitts,

> Ted; Stirling, Bryan; Harry T. Cooper Jr. Esquire <cooperh@sctax.orgs
> Subject: Re: Experian

>

> Ozzie,

> We have finished press conference and local news media are continuing
live with the story. I wanted to let you know.

Rush

Rush Smith 803-255-9492 | rush.smith@nelgonmullins.com Nelson

| 5
Mullins Riley & Scarborough, LLP, Columbia SC

VOVoVoY
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RE: Experian Page 3

> Sent from my iPad

>

> On Oct 26, 2012, at 1:35 PM, "Stirling, Bryan"
«BryanStirling@gov.sc.govs> wrote:

>

»» Thank you. Please keep us posted.

> >
B> --- - Original Message -----
>» From: Ozzle Fonseca [mailito:ofor eyperianinteract conl

>> Sent: Friday, October 26, 2012 01:34 PM
>> To: Rush Smith <rush.smith@nelsonmullins.com>

>»> Cc: Ozzie Fonseca <ofonseca@experianinteractive.coms>; Jon Neiditz
>> <jon.neiditzénelsonmullins.com>; KimpsoM@sctax.org

>> <KimpsoM@sctax.org>; Thad Westbrook

>> <thad.westbrookeénelgonmullins.com>; Stirling, Bryan; Emily Brady
>> <Emily.Brady@chernoffnewman.com>; Rick Silver

>» <Rick.Silver@chernoffnewman.com>; Tim Kelly

>> <Tim.Kelly@chernoffnewman.com>; Pitts, Ted

>> Subject: Re: Experian

>>

>> On the phone with our call center management. Additicnal staffing
will be allocated as appropriate.

>>

>> Current hold time is now 5 minutes and dropping.

>>

>» Ozzie Fonseca, CIPP/US

>> Senior Director, Data Breach Resolution

>>

>> Experian Consuwmer Direct

>> 535 Anton, Suite 100.

>> Costa Mesa, CA 92626

>> (949) 567-3851 - Desk

>> {(949) 302-2299 -

>> Cell (949) 242-2938 - Fax

>> ozzie.fonseca@experian.com<mailto:ozzie.fonseca@experian.coms>

>>

>> Blog

. - . L R
cerian. m””‘”u MUur a-breachahbtip:/ / W

’,n.z / Fap
.com/bloas/data

S>> W &
>> -breach<http //www Experian.com/blogs/data- breach<http //www.Experian
>> com/blogs/data breach>> Follow us on Tw1tter

s S
ey

e

>> W [
>> //www Tw1tter com/Experlan DBR<http //www Twitter. com/Experlan DBR>>

>

" 5 e o4
Loom/ e n

>
>> CONFIDENTIALITY NOTICE: This email message and any accompanying data
or files is confidential and may contain privileged information intended

only for the named recipient{s). If vou are not the intended
recipient (s), vou are hereby notified that the dissemination,

distribution, and or copying of this message is strictly prohibited. If
vou receive this message in error, or are not the named recipient(s),
please notify the sender at the emall address above, delete this email
from your computer, and destroy any copies in any form immediately.
Receipt by anyvone other than the named reczplent(s} is not a waiver of
any attorney-client, work product, or other applicable privilege.

>

>

»>» Rush Smith <rush.smithénelsonmullins.com> wrote:

>» Ozzie?
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RE: Experian

Page 4 of 5

| rush.smithe@nelsonmullins.com Nelson

>> Rush Smith | 803-255-9492

>> Mullins Riley & Scarborough, LLP, Columbia SC

>

>> Sent from my iPad

>

>> On Oct 26, 2012, at 1:29 PM, "Pitts, Ted" <«TedPitts@gov.sc.govs
wrote:

>>

>>> Called the 866 number am on the phone with rep now wait time was 8

minutes 19 sgeconds.

>>>
>>>
>>>
>
>>>
g
>>>
>>>

>>>
>>>
>>>
>>>
>>>

happier consumer experience.

get
adde
>>>
>>>
>>>
>>>
>>>
> >
>>>
>>>

Ted

----- Original Message-----

From: Rush Smith [mailto:yugh.smithene

Sent: Friday, Octocber 26, 2012 1:27 PM

To: Ozzle Fonseca

Cc: Jon Neiditz; KimpsoM@sctax.org; Thad Westbrook; Stirling, Bryan;
Pitts, Ted; Emily Brady; Rick Silver; Tim Kelly

Subject: Re: Experian

Ozzie,
We need some content on the website ASAP so that we can have a
It should tell people to call the number,

a code, and the return to the website to enroll. Please get that
d. Thanks much.
Rush

Rush Smith | 803-255-9492 | rush.smith@nelsonmullins.com Nelson
Mulling Riley & Scarborough, LLP, Columbia SC

Sent from my iPad

On Oct 26, 2012, at 12:58 PM, "Ozzie Fonseca"

<ofonseca@experianinteractive.com> wrote:

>>>

>>>>
and

S>> >
B>>>
conc
> >
et ]
best

suggest ordering the correct amount.

adde
el
e
D>
i
i g
i el
el i
e
g
e -]
-
e 4

g

https

I just hung up with our call center. They are getting calls already
I are distributing codes to those were interested.

Given the fact that we are already taking calls I am a little
erned by not having enocugh codes to assign to each individual.

If you decide that 3.6 million is the right number we will do our
but in the interest of the best customer experience I would
Otherwise, we should create a

ndum to request additional codes later today.

short
Please let me know your thoughts.

CIPP/US
Data Breach Resolution

Ozzie Fonseca,
Senior Director,

Consumer Direct
Suite 100.
9262
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RE: Experian Page 5 of 5

2>

>35> > Blog

S>> W ¥ hlogs/data- 1 7

S>> ta <http VAT Experlan com/blogs/data- breach<http //www Experian.c

>>>> om/blogs/data-<http://www.Experian.com/blogs/data-breach<http://www

>>»> .Experian. com/blogs/data <http //www Experian.com/blogs/data-breach
I 31 - >

QJ
)

<ntto:/, ian.com/blogs/

Se>> <httn:/;

S>>

S>> y A R i
>>>> tp: //www TWltter com/Experlan DBR<http //www Tw1tter com/Experlan D
>»>>> BR<http://www.Twitter.com/Experian DBR<http://www.Twitter.com/Exper
>»>>» lan DBR<http://www.Twitter.com/Experian DBR<http //www.Twitter.com/
>»>>> Experian DBR>>> Visit us at http://
> >>

>>»> CONFIDENTTALITY NOTICE: This emall message and any accompanying
data or files is confidential and may contain privileged information
intended only for the named recipient(s). If you are not the intended
recipient(s), you are hereby notified that the dissemination,
distribution, and or copying of this message is strictly prohibited. If
you receive this message in error, or are not the named recipient{(s)
please notify the sender at the email address above, delete this email
from your computer, and destroy any copies in any form immediately.
Receipt by anyone other than the named recipient(s) is not a waiver of
any attorney-client, work product, or other applicable privilege.

S>>

experian.com/databreach

€3 L

>>>>

>>>> Rush Smith <rush.smith@nelsonmullins.com> wrote:

>>>>

>>>> Can you give us guidance on this? Story broke and you will start
>»>> getting calls. Is call center ready? Please let us know when it

>»>>> will be. You should have signed contract soon.

>>>>

>>>> Rush Smith | 803-255-9492 | rush.smith@nelsonmullins.com Nelson
>>>> Mullins Riley & Scarborough, LLP, Columbia SC

>>>>

>>>>

S>>

B Original Message

>>>> From: Tim Kelly [w: O L K hie
>>»>> Sent: Friday, October 26 2012 12:52 PM
>>>> To: Rush Smith

>>>> Subject: Experian

>>>>

>>»>>> People are going to site and being asked to enter a code.
e

>»»> Sent from my iPhone

s

=3
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Ré: Experian Page 1 of 3

Re: Experian
Ozzie Fonseca [ofonseca@experianinteractive.com]
Sent: Friday, October 26, 2012 3:14 PM

Tor  Rush Smith [rush.smith@nelsenmullins com]
Ce: Oezie Fonseca [ofonseca@experfaninteractive.com}; Stirling, Bryan; Thad H. Westbrook [thad. westbrook@nelsonmullins.com]; Jon Neiditz [Jon.Neiditz@nelsonmuliing.com]; Jim Etter {etter_jf@sctax.orgl; Harry T.
Cooper 3t. Esquire {cooperh@sctax.orgl

Rush:

We have over 200 agents on the phone right now and we are wor g to add more.

Regarding reporting, let me see what I can do.
Thanks

Ozzie Fonseca, CIPP/US
Senior Director, Data Breach Resolution

Experian Consumer Direct

535 Anton, Suite 100.

Costa Mesa, CA 92626

(949} 567-3851 - Desk

(249) 302-2299

Cell {949) 242-2938 Fax
ozzie.fonsecagexperian.com<mailto:ozzie. fonseca@experian. coms>

Blog: <
Follow us on Twitter
Visit us at hj

CONFIDENTIALITY NOTICE: This email message and any accompanying data or files is confidential and may contain privileged information
intended only for the named recipient(s). If you are not the intended recipient{s}, you are hereby notified that the dissemination,
distribution, and or copying of this message is strictly prohibited. If you receive this message in error, or are not the named recipient
(s}, please notify the sender at the email address above, delete this email from your computer, and destroy any copies in any form
immediately. Receipt by anyone other than the named recipient{s) is not a waiver of any attorney-client, work product, or other applicable
privilege.

Rugh Smith <rush.smithénelsonmullins.com> wrote:

Ozzie,

In addition to Brian's question I'd like to ask if you could you provide email updates to us about hold times at intervals as we move
through the next day or two. Thanks.

Rush

Rush Smith | 803-255-94%2 | rush.smithenelsonmullins.com
Nelson Mullins Riley & Scarborough, LLP, Columbia SC

sent from my iPad

On Oct 26, 2012, at 2:33 PM, "Stirling, Bryan" <BryanStirlingggov.sc.govs wrote:

> What progress have we made on adding people at the call center? Media reporting long wait times.
>

————— Original Message -----

> From: Rush Smith [

> Sent: Friday, October 26, 2012 02:25 PM

> To: ofonsecagexperianinteractive.com <ofonseca
> Cc: jon.neiditzenelscnmullins.com <jon.neiditz
<thad.westbrookénelsonmulling.com>; Emily.Brad
<Rick.Silver@chernoffnewman.com>; Tim.Kelly@c
Jr. Esquire <cooperh®
Subject: Re: BExper

v

]

xperianinteractive.com»

elgonmulling.com>; KimpsoM@sctax.org <KimpsoM@sctax.orgs; thad.westbrookenelsonmullins.com
ernof frewman.com «Emily.Brady@chernoffnewnan.coms; Rick.Silver@échernoffnewman.com

rnof fnewman. com <Tim.Kelly@chernoffnewman.com»; Pitts, Ted; Stirling, Bryan; Harry T. Cooper

@

>
> Ozzis,

> We have finished presg conference and news media arve continuing live with the story. I wanted to let you know.
>

=

> nelsonmulling. com

> Columbia SC

>

»» Onob

https://scowa.sc.gov/owa/?ae=Ttem&t=IPM.Note&id=RgAAAAAaFa%2{CX%2forSYO...  10/31/2012
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Re: Experian Page 2 ot 3

»> {949} 302-2299 -
>> Cell {(949) 242-2938 - Fax

XPEYLan . Coms

> ozzie.fonsecagexperian.comemailto:ozzie. fonseca

=5
P

»> CONFIDENTIALITY NOTICE: Thig email sage and any accompanying data or files is confidential and may contain privileged information
intended enly for the named recipient(s). If you are not the intended recipientiz}, vou are hereby notified that the dis ination,

distribution, and or copying of this message is strictly prohibited. If you receive this message in error, or are not the named recipient
(s}, please notify the sender at the email address above, delete this email from your computer, and destroy any copies in any form
immediately. Receipt by anyone other than the named recipient{s} is not a waiver of any attorney-client, work product, or other applicable
privilege.

>

s>

>»> Rush Smith <rush.smit
»>

>» Ozzie?

>

elsonmullins.coms> wrote:

>» Rush Smith | 803-255-9492 | rush.smithénelsonmullins.com

>> Nelson Mullins Riley & Scarborough, LLP, Ceclumbia SC

=

»>> Bent from my iPad

B

>> On Oct 26, 2012, at 1:29 BM, "pitts, Ted" <TedPitts@gov.sC.govs wrote:
E

=»»>>» Called the 866 number am on the phone with rep now wait time was 8 minutes 19 seconds.
EEes

>»> Ted

B>

EETS R

=>» From: Rush Smith R )

»>> Sent: Friday, October 26, 2012 1:27 BM
»»> To: Ozzie Fonseca

»»» Cos Jon Neiditz; KimpsoM@sctax.org; Thad Westbrook; Stirling, Bryan; Pitts, Ted; Emily Brady; Rick Silver; Tim Kelly

»>> Subject: Re: Experian

5>

>»» Qzzie,

>»>> We need some content on the website ASAP so that we can have a happier consumer experience. It should tell people to call the number,
get a code, and the return to the website to enroll. Please get that added. Thanks much.

»>> Rush

P

>>> Rush Swmith 803-255-9492 | rush.smithénelsonmullins.com

»»> Nelgon Mulling Riley & Scarborough, LLP, Columbia SC

S>>

>»> Sent from my iPad

>>>

>»> On Oct 26, 2012, at 12:58 BPM, "Ozzie Fonseca" <ofonsecagexperianinteractive.coms> wrote:
>>>

=»»>> I just hung up with our call center. They are getting calls already and 1 are distributing codes to those were interested.

S>>

»»>> Given the fact that we are already taking calls I am a little concerned by not having enough codes to assign to each individual.
P

>»>»> If you decide that 3.6 million is the right number we will do our best, but in the interest of the best customer experience I would
suggest ordering the correct amount. Otherwise, we should create a short addendum to request additional codes later today.

P

>>»> Please let me know your thoughts.

2>

»>»> Gzzie Fonseca, CIPR/US

>»>>> Senior Director, Data Breach Resolution

535>

>>>> Experian Consumer Direct

»>>> 535 Anton, Suite 100.

»»»> Costa Mega, CA 92626

>»>>> {949) 567-3851 - Desk

>>>»> {949 302-2299

>>>> Cell (949} 242-2938 - Fax

> ozzie.fonseca@experian.com<mallto:ozzie. fonsecagexperian. com>
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Re: Experian Page 3 of 3

s>»» --~--Original Message-
=»>» From: Tim Kelly [
>>»» Sent: Friday, October 26,
»»»> To: Rush Smith

»>»» Subject: Experian

P

~>»» People are going to site and being asked to enter a code.
E

»»>» Sent from wmy iPhone

>

htps://scowa.sc.gov/owa/2ae=Ttem&=IPM.Note&id=RgAAAA AaFa%2{CX%2forSYO...  10/31/201 2
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RE: Experian
Tim Kelly [Tim.Kelly@chernoffnewman.com]

Sent: Friday, October 26, 2012 3:12 PM
To:  Ozzie Fonseca [ofonseca@experianinteractive.com]; Jon Neiditz [Jon.Neiditz@nelsonmullins.com]

Cc:  Rush Smith [rush.smith@nelsonmullins.com]; Pitts, Ted; Stirling, Bryan; Harry T. Cooper Jr. Esquire [cooperh@sctax.org]

The current message on the number is stating that the call center is
closed.

~~~~~ Original Message
From: Ozzie Fonseca [mal Hfc age
Sent: Friday, October 26 2012 2:51 PM
To: Jon Neiditz

Cc: Rush Smith; Ozzie Fonseca; KimpsoM@sctax.org; Thad Westbrook; Emily
Brady; Rick Silver; Tim Kelly; Pitts, Ted; Stirling, Bryan; Harry T.
Cooper Jr. Esquire

Subject: RE: Experian

Jon:

And FAQ regarding minors would certainly be useful. We have received a
few calls regarding children.

Thanks

Ozzlie Fonseca, CIPP/US
Senior Director, Data Breach Resolution

Experian Consumer Direct

535 Anton, Suite 100.

Costa Mesa, CA 92626

(949) 567-3851 - Desk

(949) 302-2299 -

Cell (949) 242-2938 - Fax
ozzie.fongseca@experian.com<mailto:ozzlie.fonseca@experian.coms>

Blog

W.EADSY 1AL, SO !

each>
Follow us

IDENTIALITY NOTICE: This email message and any accompanying data or
5 is confidential and may contain privileged information intended
v for the named recipient(s). If you are not the intended
recipient (g}, vou are hereby notified that the dissemination,
d¢strloutlong and or copying of this message is strictly prohibited. If
you receive this message in error, or are not the named recipient (s),
please notify the sender at the email address above, delete this email
from your computer, and destroy any copies in any form immediately.
Receipt by anvone other than the named recipient{s}) is not a waiver of
any attorney-client, work product, or other applicable privilege.

ing.coms> wrote:

et

Jon Neiditz <Jon.Neiditzénelsonmul
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RE: Experian Page 2 of 5

Hats off to Jim Etter, the calming voice in the storm. Ozzie, the
reporters (in addition to telling everyone the state has probably paid
$50 per enrollee, and calculating that out at 100% participation) have
suggested that children should be enrolled. Do you have or need an FAQ
on the likelihood of children's SSNs being included in the records?

Jon A. Neiditz

Partner

jon.neiditz@nelsonmullins.com

Nelson Mullins Riley & Scarborough LLP
Atlantic Station

201 17th Street NW, Suite 1700
Atlanta, GA 30363

Tel: 404.322.6139 Fax: 404.322.6033
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————— Original Message-----

From: Rush Smith

Sent: Friday, October 26, 2012 2:25 PM

To: ofonseca@experianinteractive.com

Cc: Jon Neiditz; KimpsoM@sctax.org; Thad Westbrook;
Emily.Brady@chernoffnewman.com; Rick.Silver@chernoffnewman.com;
Tim.Kelly@chernoffnewman.com; Pitts, Ted; Stirling, Bryan; Harry T.
Cooper Jr. Esquire

Subject: Re: Experian

Ozzie,

We have finished press conference and local news media are continuing
live with the story. I wanted to let you know.

Rush

Rush Smith | 803-255-9492 | rush.smith@nelsonmullins.com

Nelson Mullins Riley & Scarborough, LLP, Columbia SC

Sent from my iPad

On Oct 26, 2012, at 1:35 PM, "Stirling, Bryan"”
<BryanStirling@gov.sc.gov> wrote:

> Thank you. Please keep us posted.
=

\Y

------ Original Message -----
From: Ozzie Fonseca [mailto
Sent: Friday, October 26, 2012 01:34 PM

To: Rush Smith <rush.smith@nelsonmullins.com>

Cc: Ozzie Fonseca <ofonseca@experianinteractive.coms; Jon Neiditz
<jon.neiditzenelsonmullins.coms>; KimpsoM@sctax.org
<KimpsoM@sctax.orgs; Thad Westbrook
<thad.westbrook@nelsonmullins.com>; Stirling, Bryan; Emily Brady
<Emily.Bradye@chernoffnewman.com>; Rick Silver
<Rick.Silverechernoffnewman.com>; Tim Kelly
<Tim.Kellve@chernoffrnewman.com>; Pitts, Ted

VooV

™4

VoV oYV VY VY

Subject: Re: Experian

v

W

> On the phone with our call center management. Additional staffing
will be allocated as appropriate.
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RE: Experian Page 3 of 5

Current hold time is now 5 minutes and dropping.

Ozzle Fonseca, CIPP/US
Senior Director, Data Breach Resolution

Experian Consumer Direct

535 Anton, Suite 100.

Costa Mesa, CA 92626

(949) 567-3851 - Desk

(949) 302-2299 -

Cell (949) 242-2938 - FPax
ozzie.fonseca@experian.com<mailto:ozzie.fonseca@experian.com>

<il [

gs/data->
breach> Follow us on Twitter:
www., Twitter. com/Experian DBR<httn://www. Twitter. com/Experian DBRRE<htip:

//www.Twitter.com/Experian DBR<http://www.Twitter.com/Experian DBR>>
Visit us at http://w @¥; an.con/databreach

V V V.V V V V V VYV VYV V VYV VYV VY Y VYV

CONFIDENTIALITY NOTICE: This email message and any accompanying data
or fileg is confidential and may contain privileged information intended
only for the named recipient(s). If you are not the intended

recipient (s), you are hereby notified that the dissemination,
distribution, and or copying of this message is strictly prohibited. If
you receive this message in error, or are not the named recipient(s),
please notify the sender at the email address above, delete this email
from your computer, and destroy any copies in any form immediately.
Receipt by anyone other than the named recipient(s) 1is not a waiver of
any attorney-client, work product, or other applicable privilege.

>

>

> Rush Smith <rush.smith@nelsonmulling.com> wrote:

>

> QOzzie?

>

> Rush Smith | 803-255-9492 | rush.smith@nelsonmulling.com Nelson
> Mulling Riley & Scarborough, LLP, Columbia SC

>

> S8ent from my iPad

>

> On Oct 26, 2012, at 1:29 PM, "Pitts, Ted" «TedPitts@gov.sc.govs> wrote:
>

>> Called the 866 number am on the phone with rep now wait time was 8
minutes 19 seconds.

>

»>» Ted

>

e Original Message-----
>> From: Rush Smith [mallto
>> Sent: Friday, October 26, 2012 1:27 PM

»>» To: Ozzie Fonseca

>» Co: Jon Neiditz,; KimpsoM@sctax.org; Thad Westbrocok; Stirling, Bryan;
i , Ted; Emily Brady; Rick Silver; Tim Kelly

ct: Re: Experian

>» Pit
=» Sub’]
>>

>> Ozzie,
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RE: Experian Page 4 ot >

>> We need some content on the website ASAP so that we can have a
happier consumer experience. It should tell people to call the number,
get a code, and the return to the website to enroll. Please get that
added. Thanks much.

>> Rush

>3

>> Rush Smith | 803-255-9492 | rush.smith@nelsonmullins.com Nelson
>> Mullins Riley & Scarborough, LLP, Columbia SC

>>

>> Sent from my iPad

>

>> On Oct 26, 2012, at 12:58 PM, "Ozzie Fonseca'
<ofonseca@experianinteractive.com> wrote:

>>

>>> I just hung up with our call center. They are getting calls already
and I are distributing codes to those were interested.

>>2>

>>> Given the fact that we are already taking calls I am a little
concerned by not having enough codes to assign to each individual.
>>>

>»>> If you decide that 3.6 million is the right number we will do our
best, but in the interest of the best customer experience I would
suggest ordering the correct amount. Otherwise, we should create a short
addendum to request additional codes later today.

>>>

>>> Please let me know your thoughts.

S>> >

>>> Ozzie Fonseca, CIPP/US

>>» Senior Director, Data Breach Resolution

>>>

>>»> Experian Consumer Direct

>>> 535 Anton, Suite 100.

>>> Costa Mega, CA 92626

>>> (949) 567-3851 - Desk

>>> {(949) 302-2299 -

>>> Cell (949) 242-2938 - Fax

>>> ozzie.fonseca@experian.com<mailto:ozzie.fonseca@experian.coms>

>>>

>>> Blog:

S>> WWwW. n.com/blogs/data-b
- T

S>> <) Lcom/bl

>»> logs/dat>
>»>» a-<http://www.Experian.com/blogs/data-breach<http://www.Experian.com
>»> /blogs/data->

>»>» breachs> Follow us on Twitter:

sy L O B

e e

S <D I
»>» DBR<htts
>»» p://www.Twitter.com/Experian DBR<http:/
»»s »» Yisit us at

com/Experian DBR

»>> CONFIDENTIALITY NOTICE: This email message and any accompanying data
or files is confidential and may contain privileged information intended

only for the named recipient(s). If vou are not the intended
recipient (s}, vou are hereby notified that the dissemination,
dist

istribution, and or copying of this message ig strictly prohibited. If
cu receive this message in error, or are not the named recipilentis;,
please notify the sender at the email address above, delete this email
from your computer, and destroy any copies in any form immediately.
Recelipt by anvone other than the named recipienti{s) ig not a waiver of
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RE: Experian rage > 01>

any attorney-client, work product, or other applicable privilege.

>>>

>>>

>>> Rush Smith <rush.smith@nelsonmullins.com> wrote:

>

>>> Can you give us guidance on this? Story broke and you will start
>>> getting calls. Is call center ready? Please let us know when it

>>> will be. You should have signed contract soon.

>>>

>>> Rush Smith | 803-255-9492 | rush.smithe@nelsonmullins.com Nelson

>»> Mullins Riley & Scarborough, LLP, Columbia SC

>>>

>>>

>>>

B>> m- - Original Message-----

>>> From: Tim Kelly [mailto:Tim Kellvacher

>>> Sent: Friday, October 26, 2012 12:52 PM
>>> To: Rush Smith

>>> Subject: Experian

>>>

>>> People are going to site and being asked to enter a code.
>>>

>>> Sent from my iPhone

.
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S.C. Department of Revenue Responds to Cyber Attack, Will Provide
Credit Monitoring and Identity Theft Protection to Taxpayers

Godfrey, Rob

Sent: Friday, October 26, 2012 3:06 PM
Attachments: Media_Release_10262012.pdf (1 MB)

S.C. Department of Revenue Responds to Cyber Attack, Will Provide Credit
Monitoring and Identity Theft Protection to Taxpayers
Hacker illegally obtained credit card and Social Security numbers

COLUMBIA, S.C. — The South Carolina Department of Revenue today announced that approximately
3.6 million Social Security numbers and 387,000 credit and debit card numbers have been exposed in a
cyber attack. Of the credit cards, the vast majority are protected by strong encryption deemed sufficient
under the demanding credit card industry standards to protect the data and cardholders. Approximately
16,000 are unencrypted.

***Press kit attached with information regarding the chronology of the investigation and
consumer safety solutions is attached.”™*

To protect taxpayers, the state will provide those affected with one year of credit monitoring and identity
theft protection. Officials emphasized that no public funds were accessed or put at risk.

“On October 10, the S.C. Division of Information Technology informed the S.C. Department of Revenue
of a potential cyber attack involving the personal information of taxpayers,” said DOR Director James
Etter. “We worked with them throughout that day to determine what may have happened and what
steps to take to address the situation. We also immediately began consultations with state and federal
law enforcement agencies and briefed the governor’s office.”

Upon the recommendation of law enforcement officials, DOR contracted Mandiant, one of the world’s
top information security companies, to assist in the investigation, help secure the system, install new
equipment and software and institute tighter controls on access.

On October 186, investigators uncovered two attempts to probe the system in early September, and later
learned that a previous attempt was made in late August. In mid-September, two other intrusions
occurred, and to the best of the department’s knowledge, the hacker obtained data for the first time. No
other intrusions have been uncovered at this time. On October 20, the vuinerability in the system was
closed and, to the best of the department’s knowledge, secured.

“The number of records breached requires an unprecedented, large-scale response by the Department
of Revenue, the State of South Carolina and all our citizens,” said Gov. Nikki Haley. “We are taking
immediate steps to protect the taxpayers of South Carolina, including providing one year of credit
monitoring and identity protection to those affected.”

Anyone who has filed a South Carolina tax return since 1998 is urged to visit protectmyid.com/scdor or
call 1- 866-578-5422 to determine if their information is affected. If so, the taxpayer can immediately
enroll in one year of identity protection service provided by Experian.

Experian’s ProtectMylD™ Alert is designed to detect, protect and resolve potential identity theft, and
includes daily monitoring of all three credit bureaus. The alerts and daily monitoring services are
provided for one year, and consumers will continue to have access to fraud resolution agents and
services beyond the first year.
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In addition to the Experian service, state officials urged individuals to consider additional steps to
protect their identity and financial information, including:

. Regularly review credit reports;
. Place fraud alerts with the three credit bureaus;
. Place a security freeze on financial and credit information with the three credit bureaus.

If credit card information is compromised, the best protection is to have the bank reissue the card.
Anyone who has used a credit card in a transaction with the Department of Revenue should check
bank accounts regularly to see if any unauthorized charges have occurred. If so, the cardholder should
contact the credit card issuer immediately by calling the toll-free number located on the back of the card
or on a monthly statement, tell them what you have seen, and ask them to cancel and reissue the card.
Consumers should also change any credit card web account passwords immediately when
unauthorized charges are detected.

“From the first moment we learned of this, our top priority has been to protect the taxpayers and the
citizens of South Carolina, and every action we've taken has been consistent with that priority,” Etter
said. “We have an obligation to protect the personal information entrusted to us, and we are redoubling
our efforts to meet that obligation.”

-

Rob Godfrey

Office of Gov. Nikki Haley
0O: (803) 734-5074 | C: (803) 425-5086
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For Immediate Release: Contact: Rob Godfrey
Office of Gov. Nikki Haley
October 26, 2012 (803) 734-5074 (803) 429-5086

Samantha Cheek
SC Department of Revenue
(803)898-5281

SC Department of Revenue Responds to Cyber Attack, Will Provide Credit Monitoring and

Identity Theft Protection to Taxpayers
Hacker illegally obtained credit card and Social Security numbers

[Columbia, S.C.] The S.C. Department of Revenue today announced that approximately 3.6 million Social Security
numbers and 387,000 credit and debit card humbers have been exposed in a cyber attack. Of the credit cards, the vast
majority are protected by strong encryption deemed sufficient under the demanding credit card industry standards to
protect the data and cardholders. Approximately 16,000 are unencrypted.

To protect taxpayers, the state will provide those affected with one year of credit monitoring and identity theft
protection. Officials emphasized that no public funds were accessed or put at risk.

"On October 10, the S.C. Division of Information Technology informed the S.C. Department of Revenue of a potential
cyber attack involving the personal information of taxpayers," said DOR Director James Etter. "We worked with them
throughout that day to determine what may have happened and what steps to take to address the situation. We also

immediately began consultations with state and federal law enforcement agencies and briefed the governor's office.”

Upon the recommendation of law enforcement officials, DOR contracted Mandiant, one of the world's top information
security companies, to assist in the investigation, help secure the system, install new equipment and software and
institute tighter controls on access.

On October 16, investigators uncovered two attempts to probe the system in early September, and later learned that a
previous attempt was made in late August. In mid-September, two other intrusions occurred, and to the best of the
department's knowledge, the hacker obtained data for the first time. No other intrusions have been uncovered at this
time. On October 20, the vulnerability in the system was closed and, to the best of the department's knowledge,

secured.

"The number of records breached requires an unprecedented, large-scale response by the Department of Revenue, the
State of South Carolina and all our citizens," said Governor Nikki Haley. "We are taking immediate steps to protect the
taxpayers of South Carolina, including providing one year of credit monitoring and identity protection to those
affected.”

Anyone who has filed a South Carolina tax return since 1998 is urged to visit protectmyid.com/scdor or call 1- 866-578-
5422 to determine if their information is affected. If so, the taxpayer can immediately enroll in one year of identity

protection service provided by Experian.


protectmyid.com/scdor

Experian’s ProtectMyID™ Alert is designed to detect, protect and resolve potential identity theft, and includes daily
monitoring of all three credit bureaus. The alerts and daily monitoring services are provided for one year, and
consumers will continue to have access to fraud resolution agents and services beyond the first year.

in addition to the Experian service, state officials urged individuals to consider additional steps to protect their identity

and financial information, including:

¢ Regularly review credit reports;
« Place fraud alerts with the three credit bureaus;
e Place a security freeze on financial and credit information with the three credit bureaus.

If credit card information is compromised, the best protection is to have the bank reissue the card. Anyone who has
used a credit card in a transaction with the Department of Revenue should check bank accounts regularly to see if any
unauthorized charges have occurred. If so, the cardholder should contact the credit card issuer immediately by calling
the toll-free number located on the back of the card or on a monthly statement, tell them what you have seen, and ask
them to cancel and reissue the card. Consumers should also change any credit card web account passwords
immediately when unauthorized charges are detected.

“From the first moment we learned of this, our top priority has been to protect the taxpayers and the citizens of South
Carolina, and every action we've taken has been consistent with that priority,” Etter said. “We have an obligation to
protect the personal information entrusted to us, and we are redoubling our efforts to meet that obligation.”

HitH



Chronology

October 10:

e The SC Department of Revenue was informed by the South Carolina Division of Information Technology
(DSIT) of a potential cyber attack involving the personal information of taxpayers.

» DOR worked with DSIT throughout the day to determine what may have happened and what steps
needed to be taken immediately to deal with the situation.

e« DOR consulted with state and federal law enforcement agencies for guidance.

e Law enforcement recommended several steps to be taken, including consulting the nation’s top cyber
security firms.

e DOR assessed the top 3 recommendations from law enforcement and contacted Mandiant of
Alexandria, VA.

s DOR contacted the Governor’s office.

e  SLED Chief Keel briefed Governor Haley.

October 11:
¢ DOR met with the Governor’s office in the morning to give her a full briefing, including laying out our 4-
pronged approach:
o Contract with Mandiant, which we signed on October 12 with the approval of the Governor, to
find and fix the leak;
o Conduct an internal investigation of all outside contractors and certain employees to see if they
have been involved with any security breaches;
Develop of a public notification plan;
Institute additional protection tools on our system.
* DSIT began monitoring DOR and its main servers to detect any unauthorized intrusions.
¢ DOR made the decision that if DSIT or DOR identified any unusual exfiltrations of data, the system
impacted would be shut down immediately.

October 12:
* DORsigned a contract with Mandiant.
e Mandiant began working on plans to send surveillance and monitoring tools to be installed at DOR in SC.

October 15:
s DOR worked with Mandiant to begin installing surveillance and monitoring equipment which was
completely in place within 48 hours.
+ DOR began daily status update calls with complete team, including representatives from law
enforcement, DSIT, DOR, Mandiant- the first call was planning session.

October 16:
s Mandiant began deploying a monitoring agent on every computer workstation throughout DOR, a
process was completed by October 20.



By the daily status call on Oct. 16, Mandiant was able to confirm that an unknown hacker or hackers
probed the system in early September. We also learned that in mid-September, two other intrusions
occurred, and to the best of our knowledge, the hacker obtained data for the first time.

October 18:

*

Daily team status meetings were held and systems were continuously monitored.

October 19:

Mandiant sent a four member team to begin the on-site investigation at DOR.

DOR is still managing day-to-day business of state of SC while managing this major issue.
DOR contacted South Carolina law firm, Nelson Mullins, about getting assistance with breach
management.

October 20:

L

The “hole” was closed and system was secured, to the best of our current knowledge.

October 21-25:

We continued to monitor the system to make sure no more data was compromised.

The number of records breached requires an unprecedented, large-scale response by the Department of
Revenue, the State of South Carolina and all our citizens.

We confirmed that NO public funds were accessed or put at risk as those servers are completely
separate from those that were breached.

However, approximately 3.6 million Social Security numbers may be affected. Approximately 387,000
credit card numbers were in the materials that were taken, but approximately 371,000 are protected by
strong encryption deemed sufficient under the demanding credit card industry standards to protect the
data and cardholders, and the others are dated from before 2003.

Safety Precautions:

We are taking immediate steps to protect the taxpayers of South Carolina, including providing one year
of credit monitoring to those who may be affected through Experian’s ProtectMylD Alert. This service
includes:

o Afree credit report;

o Daily credit monitoring across three credit bureaus to detect any suspicious activity;

¢ A S1million identity theft insurance policy.
The public is urged to be aware of scams. DOR will never call or otherwise contact those affected asking
for personal information. Beneficiaries are advised to never give out their Social Security numbers or

other identifying information to people you do not know.

If you filed a South Carolina tax return since 1998, you are urged to call the toll-free call center that DOR
has established, which will be operating 24/7 beginning at noon on Friday, October 26, 2012 for anyone
who wishes to know if their personal information was included and to immediately enroll in one year of
credit monitoring: 1-866-578-5422. Also please visit: ProtectMy!D.com/SCDOR.

Please see list of additional Consumer Safety Solutions.



ProtectMylD.com/SCDOR

Consumer Safety Solutions

You can help prevent your information from being misused by taking some of the following simple
steps.

In addition to these steps, the South Carolina Department of Revenue will be protecting the taxpayers
of South Carolina, by providing one year of credit monitoring to those who may be affected through
Experian’s ProtectMylID Alert. This service includes:

* A free credit report;
» Daily credit monitoring to detect suspicious activity;
» A S1 million identity theft insurance policy.

The public is urged to be aware of scams. DOR will never call or otherwise contact those affected
asking for personal information. Beneficiaries are advised to never give out their Social Security
numbers or other identifying information to people you do not know.

If you filed a South Carolina tax return since 1998, you are urged to call the toll-free call center that
DOR has established, which will be operating 24/7 beginning noon on Friday, October 26, 2012, for
anyone who wishes to know if their personal information was included and to immediately enroll in
one year of credit monitoring: 1-866-578-5422. Also please visit ProtectMyID.com/scdor for more
information.

1. Review Your Credit Reports and Bank Statements. We recommend that you remain vigilant by
reviewing account statements and monitoring credit reports. You can receive free credit reports by
placing fraud alerts and through your credit monitoring. Under federal law, you also are entitled every
12 months to one free copy of your credit report from each of the three major credit reporting
companies. To obtain a free annual credit report, go to www.annualcreditreport.com or call 1-877-322-
8228. You may wish to stagger your requests so that you receive a free report by one of the three
credit bureaus every four months.

You should also know that you have the right to file a police report if you ever experience identity
fraud. Please note that in order to file a crime report or incident report with law enforcement for
identity theft, you will likely need to provide some kind of proof that you have been a victim. A police
report is often required to dispute fraudulent items. You can report suspected incidents of identity
theft to tocal law enforcement.

2. Contact Credit/Debit Card Issuer. When credit/debit card information is compromised, the best
protection is reissue of the card. So to protect yourself from the possibility of unauthorized charges,
we recommend that you check your bank account statements regularly. If you detect any


ProtectMylD.com/scdor
http://www.annualcreditreport.com

unauthorized charges, we strongly suggest that you contact your credit/debit card issuer immediately
by calling the toll-free number located on the back of your card or on your monthly statement, tell
them what you have seen, and ask them to cancel and reissue the card. You should tell your
credit/debit card issuer that your account may have been compromised and review all charges on your
account for potentially fraudulent activity. We also recommend that you change your credit/debit card
web account password immediately when you discover unauthorized charges.

3. Place Fraud Alerts with the three credit bureaus. You can place a fraud alert at one of the three
major credit bureaus by phone and also via Experian’s website. A fraud alert tells creditors to follow
certain procedures, including contacting you, before they open any new accounts or change your
existing accounts. For that reason, placing a fraud alert can protect you, but also may delay you when
you seek to obtain credit. The contact information for all three bureaus is as follows:

Credit Bureaus

Equifax Fraud Reporting Experian Fraud Reporting TransUnion Fraud Reporting
1-800-525-6285 1-888-397-3742 1-800-680-7289

P.O. Box 740241 P.0. Box 9532 Fraud Victim Assistance Division
Atlanta, GA 30374-0241 Allen, TX 75013 P.0. Box 6790
www.equifax.com www.experian.com Fullerton, CA 92834-6790

www.transunion.com

It is necessary to contact only ONE of these bureaus and use only ONE of these methods. As soon as
one of the three bureaus confirms your fraud alert, the others are notified to place alerts on their
records as well. You will receive confirmation letters in the mail and will then be able to order all three
credit reports, free of charge, for your review.

4. Security Freeze: By placing a freeze, someone who fraudulently acquires your personal identifying
information will not be able to use that information to open new accounts or borrow money in your
name. You will need to contact the three national credit reporting bureaus listed above in writing to
place the freeze. Keep in mind that when you place the freeze, you will not be able to borrow money,
obtain instant credit, or get a new credit card until you temporarily lift or permanently remove the
freeze. In South Carolina, there is no charge to you for placing, thawing or lifting the freeze.

Credit Bureaus

Equifax Security Freeze Experian Security Freeze TransUnion Fraud Reporting
P.0O. Box 105788 P.O. Box 9554 1-800-680-7289

Atlanta, GA 30348 Allen, TX 75013 Fraud Victim Assistance Division
www.freeze equifax.com www.experian.com/freeze P.O. Box 6790

Fullerton, CA 92834-6790
http://freeze.transunion.com

b2
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5. You Can Obtain Additional Information about the steps you can take to avoid identity theft from

the following:

For South Carolina Residents:

South Carolina Office of the Attorney General
The Honorable Alan Wilson

P.0O. Box 11549

Columbia, S.C. 29211

1-803-734-3970

WWW.SCag.gov

South Carolina Department of Consumer Affairs:

1-800-922-1594 {Toll-Free)
803-734-4200
scdca@scconsumer.gov
Mailing Address:

PO Box 5757

Columbia SC 29250-5246
WWW,CONSUMEr.SC.Z0V

For all U.S. Residents:
ldentity Theft Clearinghouse
Federal Trade Commission
600 Pennsylvania Avenue, NW
Washington, DC 20580
www.consumer.gov/idtheft
1-877-1DTHEFT {438-4338)
TDD: 1-202-326-2502

oo
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Follow-up
Rush Smith [rush.smith@nelsonmullins.com]

Sent: Friday, October 26, 2012 3:05 PM
To:  Stirling, Bryan; Pitts, Ted; Thad H. Westbrook [thad.westbrook@nelsonmullins.com]

Cc:  Jon Neiditz [Jon.Neiditz@nelsonmullins.com]

T will be out of town this weekend. That is coming Back to town this afternocon. I

will not be able to check messages for the next six hours or so - at least not
reliably - because I will be on the road. My partner Jon in Atlanta will be helping
With Experian and other things. If you need me, please call my cell. I will
continue to monitor emails, but I wanted to let you know that I was not going to be

able to check them regularly.

Rush Smith | 803-255-9492 | rush.smith@nelsonmullins.com
Nelgon Mullins Riley & Scarborough, LLP, Columbia SC

Sent from my iPhone
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RE: Experian
QOzzie Fonseca [ofonseca@experianinteractive.com]
Sent: Friday, Cctober 26, 2012 2:50 PM

To:  Jon Neiditz {Jon.Neiditz@nelsonmullins.com]
Ce: Rush Smith [rush.smith@nelsonmullins.com}; Ozzie Fonseca [ofonseca@experianinteractive.com}; KimpsoM@sctax.org; Thad Westbrook [thad.westbrook@nelsonmulling.com]; Emily. Brady@chernoffnewman.com;
Rick. Silver@chernoffnewman.com; Tim Kelly@chernoffnewman.com; Pitts, Ted; Stirfing, Bryan; Harry T, Cooper Jr. Esquire [cooperh@sctax.org]

3

Jon:

and FAQ regarding minors would certainly be useful. We have received a few calls regarding children.

Ozzie Fonseca, CIPR/US
Senior Director, Data Breach Resol

Experian Consumer Direct

535 Anton, Suite 106.

Costa Mesa, CA 92826

(945} 567-3851 Desk

302-2299

(349) 242-2938 - Fax
ie.fonseca@experian.com<mallto:czzie. fonsecagexperian.com>

vigit us at

CONFIDENTIALITY NOTICE: This email message and any accompanying data or files is confidential and may contain privileged information
intended only for the named recipient(s). If you are not the intended recipient{s), you are hereby notified that the dissemination,
distribution, and or copying of this message is strictly prohibited. If you receive this message in error, or are not the named recipient
{s), please notify the sender at the email address above, delete this email from your computer, and destroy any copies in any form
immediately. Receipt by anyone other than the named recipient{s) is not a waiver of any attorney-client, work product, or other applicable
privilege.

Jont Neiditz <Jon.Neiditzénelsonmullins.coms wrote:

Hats off to Jim Etter, the calming voice in the storm. Ozzie, the
reporters (in addition to telling everyone the state has probably paid
$50 per enrollee, and calculating that out at 100% participation) have
sugaested that children should be enrolled. Do you have or need an FAQ
on the likelihood of children's SSNs being included in the records?

Jon A. Neiditz
Partner
jon.neiditz@nelsonmu ng.com

Nelson Mullins Riley & Scarborough LLP
Atlantic Stationm

201 17th Street NW, Suite 1700
Atlanta, GA 30363
Tel: 404.322.6139 Fa

404.322.6033

-Original Message-----
From: Rush Smith
Sent: Friday, October 26, 2012 2:25 PM
To: ofonsec xperianinteractive.com
[of Jon Neiditz; KimpsoMasctax.org; Thad Westbrook;
Emily.Brady@chernoffnewman.com; Rick.Silver@cherncffnewman.com;
Tim.Kellyachernoffnewman.com; Pitts, Ted; Stirling, Bryan; Harry T.
Cooper Jr. Esquire :
Subject: Re: Experian

Czzie,
We hav and local news media are continuing

let you know.

https://scowa.sc.gov/owa/?ae=Item&t=IPM.Note&id=RgAAAAAaFa%2fCX%2{forSYO...  10/31/201

?


mailto:ofonseca@experianinteractive.com
mailto:ofonseca@experianinteractive.com
mailto:KimpsoM@sctax.org
mailto:thad.westbrook@nelsonmulhns.com
mailto:Emily.Brady@chernoffnewman.com
mailto:Kelly@chernoffnewman.com
mailto:cooperh@sctax.org
mailto:Jon.Neiditz@nelsonmullins.com
sctax.org
Li.nat2iewTaai.com
rush.smithhnelsonmullins.com
ecaSexperlacinteractive.com
Emily.Bradymchernoffnewmau.com
https://scowa.sc

RE: Experian

v

>
>
>
-
k4
> Exp
> 538
> Cos
>
>
>
>

Current held time is now 5 minutes and dropping.

Ozzie Fonseca, Clep/USg
Senior Director, Data Breach Resolution

xperian Consumer Direct

Suite 100.

xperian. coms

Page 2 of 3

> CONFIDENTIALITY NOTICE: This email message and any accompanying data
or files is confidential and may contain privileged information intended
only for the named recipient(s). If you are not the intended
recipient (s}, you are hereby notified that the dissemination,

distr

ibution, and or copying of this message 1is strictly prohibited. If

you receive this message in erroy, or are not the named recipient{s},

please

notify the sender at the email address above, delete this email

Erom your computer, and destroy any copiles in any form immediately.
Receipt by anyone other than the named recipient(s! is not a waiver of
any attorney-client, work product, or other applicable privilege.

>
>

> Rush Smith <rush.smithénelsonmulling.com> wrote:

>

> Czzie?

>

» Rush Smith | 803-255-9492 | rush.smithenelsonmulling.com Nelson

Mullins Riley & Scarborough, LLP, Columbia SC

>
>
> Sent
>
>

from my iPad

On Oct 26, 2012, at 1:29 PM, "pitts, Ted" <«TedPitts@gov.sc.govs wrote:

>

>» Called the 866 number am on the phone with rep now wait time was 8
minutes 19 seconds.

5>
»» Ted
e
e

>

»>> To:
>x Cos

From: Rush Smith [ e,
>» Sent: Friday, October 26, 2012

-Original Message-

7 PM
Ozzie Fonseca

Jon Neiditz; KimpsoM@sctax.org; Thad Westbrook; Stirling, Bryan;

»>» Pitts, Ted; Emily Brady; Rick Silver; Tim Kelly
>> Subject: Re: Experian

»>

»» Czzie,

»> We need some content on the website ASAP so that we can have a
happier consumer experience. It should tell people to call the mumber,
get a code, and the return to the website to enroll. Please get that

added.
»» Rus
>>
>>
>
PES
>

>

<ofonsec

Jus
jus
are distributing codes to those were interest

Thanks much.

rush.smithénelsonmuliins.com Nelson
LLP, Columbia 3C

12:58 PM, "Czzle Fonseca®
ractive.ooms wrote:

t hung up with our call center. They ting calls alre

https
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RE: Experian Page 3 ot 3

>>» /bloge/data-»
>>» breach> Follow us on Twitter:

>

www.Twitter .com/Experian

itter.com/Experian_ DBR
isit us at b i : :

>en >

>
»>> CONFIDENTIALITY NOTICE: Thig email message and any accompanying data
ey files is confidential and m. contain privileged information intended
only for the named recipientisi. If you are not the rended

recipient (s}, you are hereby notified that the dissemination,
distribution, and or copying of this message is strictly prohibited. If
you receive this message in error, or are not the named recipientis:,
please notify the sender at the email address above, delete this email
from your computer, and destroy any coples in any form immediately.
Receipt by anyone other than the named recipient{s) is not a waiver of
any attorney-client, work product, or other applicable privilege.

»»» Rush Smith <rush.smith@nelsonmullins.com> wrote:

>>> Can you give us guidance on this? Story broke and you will start
s>>» getting calls. Is call center ready? Please let us know when it
»>» will be. You should have gigned contract soon.

o
»>» Rush Smith | 803-255-9452 | rush.smithénelsonmulling.com Nelson
>»>> Mullins Riley & Scarborough, LLP, Columbia SC

S

55

»»» -----0riginal Message

>>> Fro Tim Kelly

»>» Sent: Friday, October 26, 2012
>>> To: Rush Smith

»>»> Subject: Experian

>»> People are going to site and being asked to enter a code.

»»» Sent from my iFhone
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Re: Experian Page 1 ot 2

Re: Experian
Rush Smith [rush.smith@nelsonmullins.com]

Sent: Friday, October 26, 2012 2:46 PM
Tor  ofonseca@experianinteractive.com
Ce:  Stirling, Bryan: Thad H. Westbrook [thad. westbrook@nelsonmuilins.com); Jon Neiditz [Jon.Neidiz@nelsonmuliins.com]; Jim Etter [etter_jf@sctax.org]; Harry T. Cooper Jr. Esquire [cooperh@sctax.org]

Qzzie,

In addition to Brian's question I'd like to ask if you could you provide email updates to us about hold times at intervals as we move
through the next day or two. Thanks.

Rush

elsonmullins.com

Rugh Smith | 80 x
arborough, LLP, Columbia SC

3-2
Nelgson Mullins Ril

Sent from wy iPad

On Oct 26, 2012, at 2:33 PM, vStirling, Bryan® <BryanStirli JOV . 8C.gove wrote:
g Y Y ) =4

Wnat progress have we made on adding people at the call center? Media reporting long wait times.

>

M
To: ofonsecagexperianinteractive.com <ofonsecagexperianinteractive.coms>

> Cc: jon.neiditz@nelsommullins.com <jon.neiditzénelsonmullins,coms; KimpsoM@sctax.org <KimpsoM@sctax.orgs; thad.westbrookénelsonmullins.com

<thad.westbrookénelsonmulling . coms; Emily.Brady@chernoffnewman.com <Emily.Brady@cherncffnewman.com»; Rick.Silver@chernoffnewman.com

<Rick.Silver@chernoffnewman.com»; Tim.Kellye@chernoffnewman.com <Tim.Kellyé@chernoffnewman.coms; Pitts, Ted; Stirling, Bryan; Harry T. Cooper

Jr. Esquire <cooperh@sctax.orgs

> Subject: Re: Experian

>
> Dzzie,

» We have finished press conference and local news media are continuing live with the story. I wanted to let you know.
» Rush

>

> Rush Smith | 803-255-9492 | rush.smithénelsonmullins.com

> Nelson Mulling Riley & Scarborough, LLP, Columbia SC

>

> Sent from my iPad

v

on Oct 26, 2012, at 1:35 PM, "Stirling, Bryan" =BryanStirlingegov.sc.govs wrote:

v

»» Thank you, Please keep us posted.
>>

B> e

inal Message --
»>> From: Qzzie Fonseca
>» Sent: Friday, October 26, 2012 01:34 PM

»> To: Rush Smith <rush.smithgnelsconmulling.coms

Ozzie Fonseca <ofonseca@experianinteractive.coms; Jon Neiditz <jon.neiditzénelscnmullins.coms; KimpsoM@sctax.org <KimpsoM@sctax.orgs;
Thad Westbrook <thad.westbrookenelsonmullins.coms; Stirling, Bryan; Emily Brady <Emily.Brady@chernoffnewman.coms; Rick Silver
<Rick.Silver@chernoffnewnan.coms>; Tim Kelly <Tim.Kellygchernoffnewman.coms; Pitts, Ted

=> Subject: Re: Experian

EES

>»> On the phone with our call center management. Additional staffing will be allocated as appropriate.
55

>> Current hold time is now 5 winutes and dropping.

>

»> Ozzie Fonseca, CIPP/US

>» Senior Director, Data Breach Resolution
=

»>» Experian Consumer Direct

»> 535 Anton, Suite 100.

=» Costa Mesa, Ch 52626

>> {949) 567-3851 - Desk

> 2-2299

{949 2

2938 - Fax
xperian.comcmailto:ozzie. f

experian. coms

B0

R R
2
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o

Re: Experian Page 2 ot

¢

>=»> Sent: Friday, October 26, 2012 1:27 PM
»s» To: Ozzie Fonseca

s»» Co: Jon Neiditz; KimpsoMasctax.org; Thad
»>» Subject: Re: Experian

Bryan; Pitts, Ted; Emily Brady; Rick Silver; Tim Kelly

»»» Ozzie,

>»» We need some content on the website ASAP so that we can have a happier consumer experience. It should tell people to call the number,
get a code, and the return to the website to enroll. Please get that added. Thanks much.

>>» Rush

héneisonmullins, com

rush.smit
1P, Columbia SC

= Rush Swmith | 803-255-949 i
>»> Nelson Mullins Riley & i

> Sent from my iPad

»»» On OGct 26, 2012, at 12:58 PM, "Ozzie Fonseca" <ofonsecad

xperianinteractive.com> wrote:

>
>»> I just hung up with our call center. They are getting calls already and I are distributing codes to those were interested.
B>

»»>> Given the fact that we are already taking calls I am a little concerned by not having enough codes to assign to each individual.
55>

»»»> If you decide that 3.6 million is the right number we will do our best, but in the interest of the best customer experience I would
suggest ordering the correct amount. Otherwise, we should create a short addendum to request additional codes later today.

P
>>>> Please let me know your thoughts.

>5n>

>»»»> Ozzie Fonseca, CIPR/US

=»»> Senior Director, Data Breach Resolution

>3

s»>> Experian Consumer Direct

>»>> 53§ Anton, Suite 100.

=»=» COsta Mesa, CA 92626

»>>55> (945} 567-3851 - Desk

»2m> (948 302-2299

s»»>» Cell (949 242-2938 - Fax

>»>> ozzie.fonseca@experian.com<mailto:ozzie.fonsecagexperian.coms>
R

»>»> Blog:

>pm>

S5

e

»5>» Vigit us at
Bm>

>»»» CONFIDENTIALITY NOTICE: This email message and any accompanying data or files is confidential and may contain privileged information
intended only for the named recipient{s). If you are not the intended recipient(s), you are hereby notified that the dissemination,
distribution, and or copying of this message is strictly prohibited. If you receive this message in error, or are not the named recipient
{s), please notify the sender at the email address above, delete this email from your computer, and destroy any copies in any form
immediately. Receipt by anyone other than the named recipient(s) is not a waiver of any attorney-client, work product, or other applicable
privilege.

255>

25>
>»>> Rush Smith <rush.smithenelsonmulling.coms> wrote:

55>

s»»» Can you give us guidance on this? Story broke and you will start
>»>» getting calls. Is call center ready? Please let us know when it will
»>>» be. You should have signed contract soon.

P

»»»» Rush Smith | 803-255-9492 | rush.smithénelsonmullins.com Nelson

>»>>> Mullins Riley & Scarborough, LLP, Columbia 3C

e

r>n

P

»>»> -----Original Message
»»»> From: Tim Kelly
s»>> Sent: Friday, October 2
s>>»> To: Rush Smith

s>>»>> Subject: Experian
S>m>

>»>»> People are going to
Snn

>»»» Sent from my iPhone

>

/
/

/scowa.sc.gov/owa/7ae=Item&t=IPM.Note&id=RgAAAAAaFa%2{CX%2forSYO...  10/31/201
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RE: Experian

RE: Experian
Jon Neiditz [Jon.Neiditz@nelsonmullins.com]

Sent: Friday, October 26, 2012 2:34 PM

To: Rush Smith [rush.smith@nelsonmullins.com]; ofonseca@experianinteractive.com

Page 1 of 4

Cc: KimpsoM@sctax.org; Thad Westbrook [thad.westbrook@nelsonmullins.com]; Emily.Brady@chernoffnewman.com;
Rick.Silver@chernoffnewman.com; Tim.Kelly@chernoffnewman.com; Pitts, Ted; Stirling, Bryan; Harry T. Cooper Jr. Esquire

[cooperh@sctax.org]

Hats off to Jim Etter, the calming voice in the storm. Ozzie, the
reporters (in addition to telling everyone the state has probably paid
$50 per enrollee, and calculating that out at 100% participation) have
suggested that children should be enrolled. Do you have or need an FAQ
on the likelihood of children's SSNg being included in the records?

Jon A. Neiditsz

Partner

jon.neiditz@nelsonmullins.com

Nelson Mullins Riley & Scarborough LLP
Atlantic Station

201 17th Street NW, Suite 1700
Atlanta, GA 30363

Tel: 404.322.6139 Fax: 404.322.6033

htetp://www.nelsonmulling . con/attornevs/jon-neidits

————— Original Message-----

From: Rush Smith

Sent: Friday, October 26, 2012 2:25 PM

To: ofonseca@experianinteractive.com

Cc: Jon Neiditz; KimpsoM@sctax.org; Thad Westbrook;
Emily.Brady@chernoffnewman.com; Rick.Silver@chernoffnewman.com;
Tim.Kelly@chernoffnewman.com; Pitts, Ted; Stirling, Bryan; Harry T.
Cooper Jr. Esquire

Subject: Re: Experian

Ozzie,

We have finished press conference and local news media are continuing
live with the story. I wanted to let you know.

Rush

Rush Smith | 803-255-9492 | rush.smith@nelsonmullins.com

Nelson Mulling Riley & Scarborough, LLP, Columbia SC
Sent from my iPad

On Oct 26, 2012, at 1:35 PM, "Stirling, Bryan"
<BryanStirling@gov.sc.govs wrote:

> Thank you. Please keep us posted.

B e Original Message -----
> From: Ozzie Fonseca [x 3
Sent: Friday, October 26, 2012 01:34 PM

To: Rush Smith <rush.smithénelsonmullins.coms

Cc: Czzie Fonseca <ofonseca@experianinteractive.coms; Jon Neiditz

sy f
£ L.

VooV
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RE: Experian

> <jon.neiditz@nelsonmullins.com>; KimpsoM@sctax.org
> «<KimpsoM@sctax.org>; Thad Westbrook

> <thad.westbrook@nelsonmullins.com>; Stirling, Bryan; Emily Brady
> <Emily.Brady@chernoffnewman.com>; Rick Silver

> <Rick.Silver@chernoffnewman.com>; Tim Kelly

> <Tim.Kelly@chernoffnewman.coms>; Pitts, Ted

> Subject: Re: Experian

=
>

On the phone with our call center management. Additional staffing
will be allocated as appropriate.

Current hold time is now 5 minutes and dropping.

Ozzle Fonseca, CIPP/US
Senior Director, Data Breach Resolution

Experian Consumer Direct

535 Anton, Suite 100.

Costa Mesa, CA 92626

(949) 567-3851 - Desk

(949) 302-2299 -

Cell (949) 242-2938 - Fax
ozzie.fonseca@experian.com<mailto:ozzie.fonseca@experian.coms

Blog:

Www, Experian
breach> Follow us on Twitter:
www. Twitter. com/Experi
Visit us at i

1
pas

V V.V V V V V V V V V V V V V VYV VYV V VYV VY

CONFIDENTIALITY NOTICE: This email message and any accompanying data
or files is confidential and may contain privileged information intended
only for the named recipient(s). If you are not the intended
recipient(s), you are hereby notified that the dissemination,
distribution, and or copying of this message is strictly prohibited. If
you receive this message in error, or are not the named recipient(s),
please notify the sender at the email address above, delete this email
from your computer, and destroy any copies in any form immediately.
Receipt by anyone other than the named recipient(s) is not a waiver of
any attorney-client, work product, or other applicable privilege.

Rush Smith <rush.smith@nelsonmullins.com»> wrote:
Ozzie?
Rush Smith | 803-255-94%2 | rush.smith@nelsonmullins.com Nelson

Mulline Riley & Scarborough, LLP, Columbia SC

Sent from my iPad

VoV VOV VNV YV Y YV Y Y

On Cct 26, 2012, at 1:29 PM, "Pitts, Ted" «TedPitts@gov.sc.govs wrote:
=

>> Called the 866 number am on the phone with rep now wait time was 8
minutes 19 seconds.

>

>» Ted

e

>3 - —- - Original Message-
>» From: Rush Smith [ms
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RE: Experian

>> Sent: Friday, October 26, 2012 1:27 PM

>> To: Ozzie Fonseca

>> Cc: Jon Neiditz; KimpsoM@sctax.org; Thad Westbrook; Stirling, Bryan;
>> Pitts, Ted; Emily Brady; Rick Silver; Tim Kelly

>> Subject: Re: Experian

>

>> Ozzie,

>> We need some content on the website ASAP so that we can have a
happier consumer experience. It should tell people to call the number,

get a code, and the return to the website to enroll. Please get that
added. Thanks much.

>>» Rush

>

>> Rush Smith | 803-255-9492 | rush.smith@nelsonmulling.com Nelson
>> Mullins Riley & Scarborough, LLP, Columbia SC

> >

>> Sent from my iPad

>

>> On Oct 26, 2012, at 12:58 PM, "Ozzie Fonseca"
<ofonseca@experianinteractive.com> wrote:

>>

>>> I just hung up with our call center. They are getting calls already
and I are distributing codes to those were interested.

>>>

>»>> Given the fact that we are already taking calls I am a little
concerned by not having enough codes to assign to each individual.

>>>

>>> If you decide that 3.6 million is the right number we will do our
best, but in the interest of the begt customer experience I would
suggest ordering the correct amount. Otherwise, we should create a short
addendum to request additional codes later today.

>>>

>>> Please let me know your thoughts.

>>>

>>> Ozzle Fonseca, CIPP/US

>>> Senior Director, Data Breach Resolution

>>>

>>> Experian Consumer Direct

>>> 535 Anton, Suite 100.

>»>> Costa Mesa, CA 92626

>>> {949) 567-3851 - Desk

>>> {949) 302-2299 -

>>> Cell (949) 242-2938 - Fax

>>> ozzie.fonseca@experian.com<mailto:ozzie.fonseca@experian.coms>

>
>

g

s

a- <Http //www Experian.com/blogs/
>>> /blogs/data->
P breach> Follow us on Tw1 ter:

5> ¥

P g
>»> »>» Visit us at i”%z:j
x>

>>» CONFIDENTIALITY NOTICE: This email message and any accompanying data
or files is confidential and may contain privileged information intended
only for the named recipient(s). If vou are not the intended
recipient (s}, you are hereby notified that the dissemination,
distribution, and or copying of this message ig strictly prohibite
vou receive this message in error, or are not the named recipient/(

It
} 7

Uy Q;

https://scowa.sc.gov/owa/ae=ltem&t=IPM.Note&id=RgAAAAAaFa%2{CX%2forSYO...
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.RE: Experian rage 4 o1 4

please notify the sender at the email address above, delete this email
from your computer, and destroy any copies in any form immediately.
Receipt by anyone other than the named recipient(s) is not a waiver of
any attorney-client, work product, or other applicable privilege.

>

> >

>»>> Rush Smith <rush.smith@nelsonmullins.com> wrote:

>>>

>>> Can you give us guidance on this? Story broke and you will start
>>> getting calls. Is call center ready? Please let us know when it
>»> will be. You should have signed contract soon.

>>>

>>» Rush Smith | 803-255-9492 | rush.smith@nelsonmullins.com Nelson
>>> Mullins Riley & Scarborough, LLP, Columbia SC

>>>

>>>

>>>

>5> —-m - Original Message-----
>>> From: Tim Kelly [mailit: L Ke
>»> Sent: Friday, October 26, 2012 12:52 PM

>>> To: Rush Smith

>>> Subject: Experian

>>>

>>> People are going to site and being asked to enter a code.
>5>>

>»>> Sent from my iPhone

>

>
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Re: Experian Page 1 ot 2

Re: Experian
Rush Smith [rush.smith@nelsonmullins.com]

Sent: Friday, October 26, 2012 2:25 PM

To:  ofonseca@experianinteractive.com
Cer  jon.neiditz@ueisonmutiins.com; KimpsoM@sctax.org; thad.westbrook@nelsonmullins.com; Emily. Brady@chernoffnewman.com; Rick. Silver@chernoffnewman.com; Tim Kelly@chernoffnewman.com; Pitts, Ted; Stirling,
Bryan; Harry T. Cooper Jr. Esquire [cooperh@sctax.org)

Ozzie,
We have finished press conference and local news media are continuing live with the story. I wanted to let you know.

Rush

Rush Smith | 803-255-9492 | rush.smithénelsonmullins.com
Nelson Mullins Riley & Scarborough, LLP, Columbia SC

Sent from my iPad

On Oct 26, 2012, at 1:35 PM, "Stirling, Bryan® ovV.8C.gove Wrote:

Thank you. Please keep us posted.

VoV

v

ori Messag
From: Ozzie Fonseca [
Sent: Friday, Octobex 26, 2012 01:34 PM
To: Rush Smith <rush.smithénelsonmullins.coms>

> Cc: Ozzie Fonseca <ofonseca@experia teractive.coms; Jon Neiditz <jon.neidit elgonmullins. coms; KimpsoM@sctax.org <Kimpso
Thad Westbrook <thad.westbrookénelsonmullins.coms; Stirling, Bryan; Emily Brady <Emily.Brady@chernoffnewman.coms; Rick Silver
Rick.Silver@échernoffnewman.coms; Tim Kelly <Tim.Kelly@cherncffnewman.com>; Pitts, Ted

Subject: Re: Experian

v

v

On the phone with our call center management. Additional staffing will be alliocated as appropriate.
Current hold time is now 5 minutes and dropping.

Ozzie Fonseca, CIPP/US
Senior Director, Data Breach Resolution

VOV VYV OV VY YA

Experian Consumer Direct

535 Anton, Suite 100.

Costa Mesa, CA 92626

{949) 567-3851 - Desk

(849) 302-2299

Cell {949) 242-2938 - Fax
ozzie.fonsecagexperian.comcmailtosozzie. fonseca®experian. com>

Vv v vy

v

v

Blog: ,
Follow us on
Visit us at &

Twit€er:

VvV ovov v

v

CONFPIDENTIALITY NOTICE: This email message and any accompanying data or files is confidential and may contain privileged information
intended only for the named recipient{s!. If you are not the intended recipient{s), you are hereby notified that the disseminaticn,
distribution, and or copying of this message is strictly prohibited. If you receive this message in error, or are not the named recipient
(s}, please notify the sender at the emall address above, delete this email from your computer, and destroy any copies in any form
immediately. Receipt by anyone other than the named recipient{s) is not a waiver of any attorney-client, work preoduct, or other applicable
privilege.

>

Rush Smith <rush.smith@nelsonmullins.com> wrote:

Vovov oy

Rush Smith | 803-255-%492 | rush.smithénelsonmullins.com
Nelgon Mullins Riley & Scarborough, LLP, Columbia SC

v

v

Sent from my iPad

= On Gcr 26, 2012, at 1:2% PM, "pittg, Ted” GOV . 8C.gOVE WroLe:

time was & minutes 19 seconds.

>> Called the 846 number am on the phone wi

fCX%2forSYO...  10/31/2012
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RerExperian Page 2 of 2

»>> Please let me know your thoughts.

e

»»> Ozzie Fonseca, CIPP/US

»>>» Senior Director, Data Breach Resolution

P
>»> Experian Consumer Direct
>>» 535 Anton, Suite 100.
>»> Costa Mesa, CA 92636

(2

49} 567-3851 - Desk

49} 302~

11 {949 242-2938 Fax
xperian.comemailio:ozzie. fonsec

>>> czzie.fonseca fexperian.coms>

Blog:

>3
>»» CONFIDENTIALITY NOTICE: This email message and any accompanying data or £iles ig confidential and may contain privileged information
intended only for the named recipienti{s). If you are not the intended recipient{s}, you are hereby notified that the dissemination,

distribution, and or copying of this me ge is stricely prohibited. If you receive this message in error, or are not the named recipient

(s}, piease notify the sender at the email address above, delete this email from vour computer, and destroy any copies in any form
immediately. Receipt by anyone other than the named recipient (s} is not a walver of any attorney-client, work product, or other applicable
privilege.

e

S5

>»» Rush Smith <rush.smit
S

>»» Can you give us guidance on this? Story broke and you will start

>>> getting calls. Is call center ready? Please let us know when it will
=»> be. You should have signed contract soon.

S>>

nelsconmulling .com= wrote:

»»>> Rush Smith | 803-255-9492 | rush.smith@nelsonmullins.com Nelson
»>> Mullins Riley & Scarborough, LLP, Columbia SC

>3

>>>

>

>»»> - ----0Original Message-

»>>> From: Tim Kelly [ms vy
>»»> Sent: Friday, Octchber 26, 2012 12:52 PM

»»> To: Rush Smith

>>» Subject: Experian

S5

»»> People are going to site and being asked to enter a code.
S5

»>>> Sent from my iPhone

>

>

https://scowa.sc.gov/owa/7ae=ltem&t=IPM.Note&id=RgAAAAAaFa%2{CX%2forSYO... 10/31/2012
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Fwd: Experian Page 1 of 3

Fwd: Experian
Rush Smith [rush.smith@nelsonmullins.com]

Sent: Friday, October 26, 2012 1:36 PM
To: Stirting, Bryan

We should condition folks to hold times today.

Rush Smith | 803-255 2
Nelson Mullins Riley & Scarborough, LLP, Columbia SC

Sent from my Pad

Begin forwarded message

From: Ozzie F onseca <gf
Date: October 26,
To: Rush Smith =«
Ce: C 3
Westbrook
Silver «
Suhjcct Re:

lhad

Experian
On the phone with our call center management. Additional staffing will be allocated as appropriate,
Current hold time is now 5 minutes and dropping.

QOzzie Fonseca, CIPP/US
Senior Director, Data Breach Resolution

Experian Consumer Direct
535 Anton, Suite 100
Costa Mesa, CA 92626
(949) 567-3831 - Desk
(949) 302-2299 -

Cell (949)

74

Blog: ww
Follow us on Twitter: s
Visit us at B/ iwivw £x

CONFIDENTIALITY NOTICE: This email message and any accompanying data or files is confidential and may contain privileged information intended only for
the named recipient(s). If you are not the intended recipient(s), you are hereby notified that the dissemination, distribution, and or copying of this message is
strictly prohibited. If you receive this message in error, or are not the named recipient(s), please notify the sender at the email address above, delete this email
from your computer, and destroy any copies in any form immediately. Receipt by anyone other than the named recipient(s) is not a waiver of any attorney-client,
work product, or other applicable privilege.

ling o> wrote:

miithy

Rush Smith

Ozzie?

Rush Smith | 803-255-9492 | yysi
Nelson Mullins Riley & Sparb«)rouuh L LP Lolumbm (

Sent from my iPad

On Oct 26, 2012, at 1:29 PM, "Pitts, Ted" wrote:

Calted the 866 number am on the phone with rep now walt time was 8 minutes 19 seconds.

Ted

Origingl Mess

From: Rush Smith |

Sent: Friday, October 26, 2012 1:27 PM

To: Ozzie Fonseca

brook; Surling, Bryan: Pitts, Ted; Emily Brady; Rick Silver; Tim Kelly

Ozzie,

can have a happier consumer experience. 1t should el people w call the number, geta code
sd. Thanks much

We need some content on the website ASAP so that w
and the retumn to the website 1o enroll. Please get that a

Jae=ltem&t=IPM.Note&id=RgAAAAAaFa%2fCX%2forSYO...  10/31/2012

https://scowa.sc.gov/ow
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Fwd: Experian

Rush

s

Rush Smith | 803-255-9492 1 rushus

Nelson Mullins Riley & Scarborough, LLP, Columbia SC

Sent from my Pad

On Oct 26, 2012, at 12:58 PM, "Ozzie Fonseca" wrote:

1 just hung up with our calt center. They are getting calls already and 1 are distributing codes to those were interested.

Page 2 of 3

Given the fact that we are already taking calls I am a little concerned by not having enough codes to assign to each individual.

If you decide that 3.6 mitlion is the right number we will do our best. but in the interest of the best customer experience | would suggest

ordering the correct amount. Otherwise, we should create a short addendum to request additional codes later today.

Please let me know your thoughts.

QOzzie Fonseca, CIPP/US

Senior Director, Data Breach Resolution

Experian Consumer Direct
535 Anton, Suite 100.
Costa Mesa, CA 92626
(949) 567-3851 - Desk

(949 302-2299 -

Cell (949) 242-2938 - Fax

ozzie fong

SOENY KR

CONFIDENTIALITY NOTICE: This ematl me
information intended only for the named recipieny(
d

S5A0¢

If you are not the intended recipient
ge 1s strictly prohibited. If vou rec

).
mination, distribution, and or copying of this me

any form immediately. Receipt by anyone other than the named recipient{s) is not a waiver of any attorey
applicable privilege.

Rush Smith «

Can vou give us guidance on this? Story broke and vou will start

ase let ug know when it will

getting calis. Is call center ready? PI

be, You should have signed contract soon.

9492

Rush Smith | 803~

Mulling Riley & Scarboro

https://scowa.sc.gov/owa/?ae=ltem&t=IPM.Note&id=RgAAAAAaFa%2fCX%2forSYO...

and any accompanying data or files is confidential and may contain privilege

}, vou are hereby notified that the

ive this message in error, or are not the
named recipient(s), please notify the sender at the email address above, delete this email from your computer, and destroy any copies in
lient, work product, or other

10/3

172012


wuter.com/Expen
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Fwd: Experian Page 3 ot 3

From: Tim Kelly Dnselio Dimkallviachen

Sent: Friday, October 26, 2012 12:52 PM
To: Rush Smith

Subject: Experian
People are going to site and bemg asked 1o enter a code.

Sent from my 1Phone

https://scowa.sc.gov/owa/?ae=ltem&t=IPM.Note&id=RgAAAAAaFa%2fCX%2forSYO...  10/31/2012
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Re: Experian Page 1 ot 2

Re: Experian
Rush Smith [rush.smith@nelsonmullins.com]
Sent: Friday, October 26, 2012 1:35 PM

Yo:  Quie Fonseca [ofonseca@experianinteractive.com)

Ce: Jon Neiditz [on.neiditz@ tax.org; Thad Westbrook [thad westbrook@nelsanmulling.com}; Stitfing, Bryan; Emily Brady [Emily.Brady@chernoffnewman.com}; Rick Silver

hernoffnewman.com]; Pitts, Ted

@neisonmulling.com]; Kimpsoh@:
{Rick.Silver@chermoffnewman.com}; Tim Kelly {Tim Kelly@

Thank vou

xperianinteractive.com> wrotes

On Oct 26, 2012, at 1:34 PM, "Ozzie Fonseca™ <ofonsec

¢on the phone with our call center management. Additicnal g will be allocated as appropriate.
+ =

Current hold time is now 5 minutes and dropping.

ie Fonseca, CIPP/US
> Senior Director, Data Breach Resolution

ixperian Consumer Direct
» 535 Anton, Suite 103.

> Costa Mesa, CA 92626
> {94%) 851 - Desk

= {949) 299 -

» Cell 242-2938 - Fax

» ozzie. cagexperian.comcmalilto:oczzie. fonsecagexperian.coms

=

> Blog: ¥

> Follow us on Twitter

> Visit us at v

>

> CONFIDENTIALITY NOTICE: This email message and any accompanying data or files is confidential and way contain privileged information

intended only for the named recipient(s). If you are not the intended recipienti{s), you are hersby notified that the dissemination,
distribution, and or copying of this message is strictly prohibited. If you receive this message in error, or are not the named recipient
email address above, delete this email from your computer, and destroy any copies in any form

(g}, please notify the sender at the
or other applicable

immediately. Receipt by anyone other than the named recipient(s) is not a waiver of any attorney-client, work product,

Nelson Mullins Riley & Scarborough, LLP, Columbia SC

privilege.

>

>

> Rush Smith <rush.smithenelsonmullins.com> wrote:

>

> Gzzie?

>

> Rush Smith | 803-255-9452 | rush.smithénelsonmulling.com
B

>

Sent from my iPad
On Oct 26, 2012, at 1:29% BM, “Pittsg, Ted" <TedPitts@gov.sc.govs wrote:

» Called the 866 number am on the phone with rep now wait time was 8 minutes 19 seconds.

Ozzie Fongeca
Jon Neiditz; KimpsoMésctax.org; Thad Westbrook:; Stirling, Bryan; pitts, Ted; Emily Brady; Rick Silver; Tim Kelly

»» Subject: Re: Experian

>» Ozzie,
>> We need some content on the website
o -

E: ES - experience. It should tell people to call the number, get
de, and the return to the website to enroll.

added. Thanks much.

@

by

SX%2torSYO... 10/31/2012
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Re: Experian Page 2 of 2

breach> Foll

CONFIDENTIALITY NOTICE: This email messa and any accompanying data or files is confidential and wmay contain privileged
nded only for the named recipient(s;. If you are not the intended recipient{s}), you are hereby notified that the dissemina
distribution, and or copying of thig message is s If you receive this message in error, or are nct the named recipient
y, please notify the sender at the emaill address above, s email from your cowputer, and destroy any copies in any form
immediately. Receipt by anyone other than the named recipient(s) is not a waiver of any attorney-client, work product, or other applicable
privilege.

R

formation

p
=>> Rush Smith <rush.smith@nelsonmulling.com> wrote:

>

s>>> Can vou give ug guidance on this? Story broke and you will start

»»> getting calls. Is call center ready? Please let us know when it will
»»> be. You should have signed contract soon.

S5

>>> Rush Smith | 803-255-9492 rush.
>»>> Mulling Riley & Scarborough, LLP,

EES

S5
>5>

s>»» -----Original Message-
PSS m: Tim Kelly [

B

Friday, October 26, 2012 12:
Rush Smith

»»> Subject: Experian

PR

>>> People are going to site and being asked to enter a code.
e

»>>> Sent from my iPhone

>

B

>

sc.gov/owa/7ac=ltem&t=IPM.Note&id=RgAAAAAalFa%2{CX%2forSYO...  10/31/2012


Snelsonmullins.com
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Re: Experian Page 1 of 2

Re: Experian
Rush Smiith [rush.smith@nelsonmullins.com]
Sent: Friday, October 26, 2012 1:35PM

To:  Ouie Fonseca [ofonseca@experianinteractive.com}
Co:  Jon Neiditz [jon.reiditz@nelso ins.com}; KimpsoM@sctax.org; Thad Westbrook [thad.westbrook@unelsonmulling.com]; Stirling, Bryan; Pitts, Ted; Emily Brady [Emily Brady@chernoffnewman.com]; Rick Silver
[Rick.Sitver@chernoffnewman.com}; Tim Kelly [Tim Kelly@chernoffnewman.com]

Czzie,
We are going to the press conference shortly and will be grateful for everything you
very much.

can do to staff it up and shorten held times. Thanks

Rush
Rush Smith 492 |  rush.smith@nelscnmullins.com
Nelson Mullins Riley Scarborough, LLP, Columbia SC

Sent from my iPad

On Oct 26, 2012, at 1:29 PM, "Ozzie Fonseca' <ofconsecagexperianinteractive.coms wrote:

» I am looking into the possibility right now.

>

> Additionally, I tested the phone number and it is working fine.
>

> Thanks

>

» Ozzie Fonseca, CIPP/US
Senior Director, Data Breach Resolution

Y

Experian Consumer Direct

535 Anton, Suite 100.

Costa Mesa, CA 92626

1949} 567-3851 - Desk

(949) 302-2299

Cell (949) 242-2938 - Fax
czzie.fonsecagexperian.com<mailto:ozzie. fonseca®experian. com>

Voo

v

Blog: .
Follow us on Twit
Visit us at

MOV OV YV VY Y Y

CONFIDENTIALITY NOTICE: This email message and any accompanying data or files is confidential and may contain privileged information
intended only for the named recipient(s). If you are not the intended recipient{s}, you are hereby notified that the dissemination,
distribution, and or copying of this message is strictly prohibited. If you receive this message in error, or are not the named recipient
(8), please notify the sender at the email address above, delete this email from your computer, and destroy any copies in any form
immediately. Receipt by anyone other than the named recipient{s) is not a waiver of any attorney-client, work product, or other applicable
privilege,

>
>

> Rush Smith <rush.smith@nelsonmullins.com> wrote:

>

= Ozzie,

> We need some content on the webgite ASAP go that we can have a happier consumer experience. It should tell people to call the number, get
a code, and the return to the website to enroll. Please get that added. Thanks much.

» Rugh

>

> Rush Smith | 803-255-94%2 | rush.smith@nelsonmullins.com

> Nelson Mullins Riley & Scarborough, LLP, Columbia SC

>

Sent from my iPad

»
>
> On Oct 26, 2012, at 12:58 PM, "Ozzie Fonseca® <ofonsecagexperianinteractive.coms wrote:
>

>> I just hung up with our call center. They are getting calls already and I are distributing codes to those were interested.

»> Given the fact that we are already taking calls I am a little concerned by not having enough codes to assign to each individual.

you decide that 3.6 million is
ering t

the right number we will do our best, but in the interest of the best customer experience I would
he correct amcunt. Otherwi

we s create a short addendum to reguest additional codes later today.

=> Please let me know your thoughts

https://scowa.sc.goviowa/?ac=ltem&t=IPM.Note&id=RgAAAAAala%2fCX%2forSYO...  10/31/2012


mailto:rush.smith@nelsonmullins.com
mailto:thad.westbrook@nelsonmullins.com
mailto:fonseca@experianinteractive.com
mailto:ozzie._f_onseca-Sexperian._com
mailto:rush.smith@nelsonmullins.com
mailto:rush.smith@nelsonmullins.com
mailto:of_onseca@experiarxinteractive.com
https://scowa.sc.gov/owa/?ae=Item&t=IPM.Note&id=:RgAAAAAaFa%252fCX%252forSYO

Re: Experian Page 2 ot 2

= Can you give us guildance on thig? Story broke and you will start

> getbing calls. Is call center ready? Please let us know when it will
> be. You should have signed contract soon.

>

>> Rush Smith | 803-255-9492 | rush.smithénelsonmullins.com
»» Nelson Mulling Riley & Scarborough, LLP, Columbia SC

B

>5

>

»> -----0riginal Me

»> From: Tim Kelly
=> Sent: Friday, October 2§
>> To: Rusgh Smith

3 ect: Experian

2012 12:52 PM

>> People are going to site and being asked to enter a code.

>> Sent from my iPhone

https://scowa.sc.gov/owa/7ae=Item&t=IPM.Note&id=RgAAAA AaFa%2fCX%2forSYO...  10/31/2012
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Re: Experian Page 1 of 2

Re: Experian

Qzzie Fonseca [ofonseca@experianinteractive.com]
Sent: Friday, October 26, 2012 1:34 PM

To:  Rush Smith {rush.smith@nelsonmulling.com}

. Ozzie Forseca [ofonseca@experianinteractive.com); Jon Neiditz [jon.neiditz@nelsonmutiing.com]; KimpsoM@sctax.org; Thad Westbrook [thad.westbrock@nelsonmullins.cor]; Stiring, Bryan; Emily Brady
Ce:
{Emily Brady@chernoffnewman.com]; Rick Sitver [Rick.Siver@chernoffnewman.com}; Tim Kelly [Tim Kelly@chernoffnewman.com]; Pitts, Ted

On the phone with our call center management. Additicnal staffing will be allocated as appropriate.

Current hold time is now 5 minutes and dropping.

ngeca, CIPp/us
rector, Data Breach Resoclution

Experian Consumer Direct

535 Anton, Suite 100.

Costa Mesa, CA 52626

{949} 567-3851 - Desk

{5463 302-2299

Cell {(949) 242-2838 - Fax

ozzie. fonsecagexperian.comemailto:ozzie. fonsecaexperian. coms

(8}

ntended only for the named recipient{s). If you are not the intended recipient(s), you are hereby notified that the dissemination,
istribution, and or copying of this message is strictly prohibited. If you receive this message in error, or are not the named recipient
s}, please notify the sender at the email address above, delete this email from your computer, and destroy any copies in any form
immediately. Receipt by anyone other than the named recipient(s) is not a waiver of any attorney-client, work product, or other applicable
privilege.

Rugh Smith <rush.smithénelsonmullins.com> wrote:
Ozzie?

Rush Smith | 803-255-94%2 | rush.smithénelsonmullins.com
Nelson Mullins Riley & Scarborough, LLP, Columbia SC

Sent from my iPad
On Oct 26, 2012, at 1:29 PM, "Pitts, Ted" «TedPitts@gov.sc.govs wrote:

» Called the 8665 number am on the phone with rep now wait time was 8 minutes 19 seconds.

> Ted

=

> -----0riginal Message-----

> From: Rush Smith [

> Sent: Friday, Cctober 26, 2012 1:27 P

> To: Ozzie Fonseca

> {¢: Jon Neiditz; KimpsoM@sctax.org; Thad Westbrook; Stirling, Bryan; Pitts, Ted; Emily Brady; Rick Silver; Tim Kelly
> Subject: Re: Experian

>

» Ozzie,

> We need some content on the website ASAP so that we can have a happier consumer experience. It should tell pecple to call the number, get
a code, and the return to the website to enroll. Please get that added. Thanks much.

= Rush

>

> Rush Smith 803-255-54%2 | rush.smith@nelsonmullins.com

> B 3 Riley & Scarborough, LLP, Columbia 3C

>

> Sent from wmy iPad

experianinteractive.com» wrote:

center. They are getting calls already and T are distributing

https://scowa.sc.gov/owa/Zac=Item&t=IPM.Note&1d=RgAAAAAaFa%2{CX%2forSYO...  10/31/2012
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Re: Experian Page 2 ot 2

intended only for the named recipient{s). If you are not the intended recipientis), you are hereby notified that the dissemination,
distribution, and or copying of this message is strictly prohibited. If you receive this message in error, or are not the nawmed recipient
(g), please notify the sender at the email address above, delete this email from your computer, and destroy any coples in any form
:diately. Receipt by anyone other than the named recipient(s) is not a waiver of any attorpney-client, work product, or other applicable

>
>
=» Rugh Smith <rush.smithénelsonmullins.com> wrote:
>
E you give us guidance on Story broke and you will start
» getting calls. Is call center ready? Please let us know when it will
=> be. You should have gigned contract soon.
»> Rush Smith | 803-255-24%2 | rush.smithenelsonmulling.com Nelson
>> Mullins Riley & Scarborough, LLP, Columbia SC
B
P

ay, October 26, 2012 12
=> To: Rush Smith

=» Subject: Experian

5>

=> People are going to site and being asked to enter a code.
B

»> Sent from my iPhone

https://scowa.sc.gov/owa/7ae=Item&t=IPM.Note&id=RgAAAAAaFa%2tCX%2forSYO...  10/31/2012
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Re: Experian Page 1 ot 2

Re: Experian
Rush Smith [rush.smith@nelsonmullins.com]

Sent: Friday, October 26, 2012 1:30 PM

To:  Ozzie Fonseca [ofonseca@experianinteractive.com]

Ce:  Jon Neiditz [jon.neiditz@nelsonmuillins.com]; KimpsoM@sctax.org; Thad Westbrook [thad.westbrook@nelsonmullins.com];
Stirling, Bryan; Emily Brady [Emily.Brady@chernoffnewman.com]; Rick Silver [Rick.Silver@chernoffnrewman.com]; Tim Kelly
[Tim.Kelly@chernoffnewman.com]; Pitts, Ted

Ozzie?

Rush Smith | 803-255-9492 | rush.smithenelsonmullins.com
Nelson Mullins Riley & Scarborough, LLP, Columbia SC

Sent from my iPad
On Oct 26, 2012, at 1:29 PM, "Pitts, Ted" <TedPitts@gov.sc.gov> wrote:

> Called the 866 number am on the phone with rep now wait time was 8 minutes 19
seconds.

> Ted

\4

----- Original Message-----
> From: Rush Smith [m: o
> Sent: Friday, October 26,
> To: Ozzie Fonseca

> Cc: Jon Neiditz; KimpsoM@sctax.org; Thad Westbrook; Stirling, Bryan; Pitts, Ted;
Emily Brady; Rick Silver; Tim Kelly

> Subject: Re: Experian

>

> Ozzie,

> We need some content on the website ASAP so that we can have a happier consumer
experience. It should tell people to call the number, get a code, and the return to
the website to enroll. Please get that added. Thanks much.

> Rush

>

> Rush Smith | 803-255-9492 | rush.smith@nelsonmullins.com

> Nelson Mullins Riley & Scarborough, LLP, Columbia SC

>

> Sent from my iPad

>

> On Oct 26, 2012, at 12:58 PM, "Ozzie Fonseca' <ofonseca@experianinteractive.coms>
wrote:

>

>> I just hung up with our call center. They are getting calls already and I are
distributing codes to those were interested.

>

>> Given the fact that we are already taking calls I am a little concerned by not
having encugh codes to assign to each individual.

>

>> If you decide that 3
the interest of the bes
amount. Otherwige, we g
later today.

o Llins . com]

.6 million is the right number we will do our best, but in
customer experience I would suggest ordering the correct
d create a short addendum to reguest additional codes

Y]

VoV

Please let me know vyour thoughts.

>
>
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Re: Experian Page 2 of 2

>> Ozzie Fonseca, CIPP/US

»>» Senior Director, Data Breach Resolution

>

>»> Experian Consumer Direct

>> 535 Anton, Suite 100.

>> Costa Mesa, CA 92626

>> (949) 567-3851 - Desk

>> (949) 302-2299 -

>> Cell (949) 242-2938 - Fax

>> ozzie.fonseca@experian.com<mailto:ozzie.fonseca@experian.com>
> >

>> Blog:

>» breachs> Follow us on T

Derian., com/

>> Wi T O

>> Visit us at http:/,
>>

>> CONFIDENTIALITY NOTICE: This email message and any accompanying data or files is
confidential and may contain privileged information intended only for the named
recipient(s). If you are not the intended recipient(s), you are hereby notified that
the dissemination, distribution, and or copying of this message is strictly
prohibited. If you receive this message in error, or are not the named recipient(s),
please notify the sender at the email address above, delete this email from your
computer, and destroy any copies in any form immediately. Receipt by anyone other
than the named recipient(s) is not a waiver of any attorney-client, work product, or
other applicable privilege.

>>

>>

>> Rush Smith <rush.smith@nelsonmullins.com> wrote:

>>

>> Can vou give us guidance on this? Story broke and you will start

>> getting calls. Is call center ready? Please let us know when it will
>> be. You should have signed contract soon.

>>

>> Rush Smith | 803-255-9492 | rush.smithenelscnmullins.com Nelson

>> Mullins Riley & Scarborough, LLP, Columbia SC

>

>

>>

S Original Message-----
>> From: Tim Kelly [ o Tim. K o
>> Sent: Friday, October 26, 012 12:52 PM
>» To: Rush Smith

>> Subject: Experian

>

>> People are going to site and being asked to enter a code.

m. K ot fne

W
VoW

Sent from my iPhone

A Y
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Re: Experian
Qzzie Fonseca [ofonseca@experianinteractive.com]
Sent: Friday, Gctober 26, 2012 1:29 PM

To:  Rush Smith [rush.smith@nefsonmufiing.com]

Ce:  Ouzie Fonseca [ofonseca@experianinteractive.com]; Jon Neiditz {jon.neiditz@neionmuliins.com]; KimpsoM
{Emily Brady@chernoffnewman.com]; Rick Sitver [Rick Sitver@chernoffnewman.com}; Tim Kelly [Tim.Kelly@

@sctax.org; Thad Westbrook [thad . westbrook@nelsonmullins.com); Stirling, Bryan; Pitts, Ted; Emily Brady
chernoffnewman.com]

I am locking into the possibility right now.

d the phone number and it is w

Ozezie Fonseca, CIPP/U
Senior Director, Data Breach Resclution

Fax

lan.comemailto:ozzie. fonsecagexperian. com=

Follow us on Twitte
Visit us at

CONFIDENTIALITY NOTICE: This email message and any accompanying data or £iles is confidential and may contain privileged information
intended only for the named recipient(s). If you are not the intended recipient(s), you are hereby notified that the dissemination,
distribution, and or copying of this message is strictly prohibited. If you receive this message in error, or are not the named recipient
(s}, please notify the sender at the email address above, delete this email from your computer, and destroy any copies in any form
immediately. Receipt by anyone other than the named recipient{s) is not a waiver of any attorney-client, work product, or other applicable

privilege.

elgonmulling.com> wiote:

Rush Smith <rush.smi

Ozzie,
We need sowme content on the website ASAP so that we can have a happiler consumer experience. It should tell pecple to call the number, get a

code, and the return to the website to enrcll. Please get that added. Thanks wmuch.
Rush

Rush Smith | 803-255-9492 | vrush.smithé@nelsonmullins.com
Nelson Mullins Riley & Scarborough, LLP, Columbia SC

Sent f£rom my iPad

On Cct 26, 2012, at 12:58 PM, "Ozzie Fonseca" <ofonsecagexperianinteractive.coms wrote:

v

I just hung up with ocur call center. They are getting calls already and I are distributing codes to those were interested.

Given the fact that we are already taking calls I am a little concerned by not having encugh codes to assign to each individual.

vy ov v

1f you decide that 3.6 million is the right number we will do our best, but in the interest of the best customer experience I would
suggest ordering the correct amount. Otherwise, we should create a short addendum to request additional codes later today.

vovom

Please let me know your thoughts.

v

Fongeca, CIPP/US
rector, Data Breach Resolution

Ozzie

Senior

N

VooV

Anton, Suite 100.

a Mesa, CA 92626
567-3851 Desk

302-2299 -

ARV
(ol
LU

N

0

omemailto:ozzie. fonseca

v
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R:: Experian Page 2 of 2

Sent: Friday, October 26, 2012 12:52 PM
To: Rush Smith
Subject: Experian

people are going to site and being asked to enter a code .

Sent from wmy iPhone

VoV VY YV YV

VoV

https://scowa.sc.gov/owa/?ac=ltem&=IPM.N ote&id=RgAAAAAaFa%2fCX%2forSYO...  10/31/2012
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- RE: Experian Page 1 of 2

RE: Experian
Pitts, Ted

Sent: Friday, October 26, 2012 1:29 PM

To:  Rush Smith [rush.smith@nelsonmullins.com]; Ozzie Fonseca [ofonseca@experianinteractive.com]

Ce:  Jon Neiditz {jon.neiditz@nelsonmuliins.com]; KimpsoM@sctax.org; Thad Westbrook [thad.westbrook@nelsonmullins.com];
Stirling, Bryan; Emily Brady [Emily.Brady@chernoffnewman.com]; Rick Silver [Rick.Silver@chernoffnewman.com]; Tim Kelly
[Tim.Kelly@chernoffnewman.com]

Called the 866 number am on the phone with rep now wait time was 8 minutes 19
seconds.

Ted

~~~~~ Original Message-
From: Rush Smith [mai Y 5
Sent: Friday, October 26, 2012 1:
To: Ozzile Fonseca

Cc: Jon Neiditz; KimpsoM@sctax.org; Thad Westbrook; Stirling, Bryan; Pitts, Ted;
Emily Brady; Rick Silver; Tim Kelly

Subject: Re: Experian

sy
(IR

Ozzie,

We need some content on the website ASAP so that we can have a happier consumer
experience. It should tell people to call the number, get a code, and the return to
the website to enroll. Please get that added. Thanks much.

Rush

Rush Smith | 803-255-9492 | rush.smith@nelsonmullins.com
Nelson Mulling Riley & Scarborough, LLP, Columbia SC

Sent from my iPad

On Oct 26, 2012, at 12:58 PM, "Ozzie Fonseca" <ofonseca@experianinteractive.com>
wrote:

> T just hung up with our call center. They are getting calls already and I are
distributing codes to those were interested.

>

> Given the fact that we are already taking calls I am a little concerned by not
having enough codes to assign to each individual.

>

> If you decide that 3.6 million is the right number we will do our best, but in the
interest of the besgt customer experience I would suggest ordering the correct
amount. Otherwise, we gshould create a short addendum to request additional codes
later todavy.

Y]

Please let me know vyour thoughts.

W

%

Ozzie Fonseca, CIPP/US
Senior Director, Data Breach Resolution

AR

W

> Experian Consumer Direct
> 535 Anton, Suilte 100.
> Costa Mesa, CA 92626
> {949) 567-3851 - Desk
(949) 302-22%9 -
Cell (949) 242-2938 - Fax
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RE: Experian Page 2 of 2

> ozzie.fonseca@experian.com<mailto:ozzie.fonseca@experian.com>

Blog:

P T ST v R N B e vy R s b
WWW . BXDerian, con/nDiogs/ G R o

,,,,,,

VAR Y

breach> Follow us on Twitter:

oy

> Visit us at
>

> CONFIDENTIALITY NOTICE: This email message and any accompanying data or files is
confidential and may contain privileged information intended only for the named
recipient{s). If you are not the intended recipient(s), you are hereby notified that
the dissemination, distribution, and or copying of this message is strictly
prohibited. If you receive this message in error, or are not the named recipient(s),
please notify the sender at the email address above, delete this email from your
computer, and destroy any copies in any form immediately. Receipt by anyone other
than the named recipient(s) is not a waiver of any attorney-client, work product, or
other applicable privilege.

>

>
> Rush Smith <rush.smith@nelsonmullins.com> wrote:

>

> Can you give us guidance on this? Story broke and you will start
> getting calls. Is call center ready? Please let us know when it will
> be. You should have signed contract soon.

>

> Rush Smith | 803-255-9492 | rush.smith@nelsonmulling.com Nelson
> Mullins Riley & Scarborough, LLP, Columbia SC

>

>

>

o e

> From: Tim ! %

> Sent: Friday, October 26, 2012 12:52 PM

> To: Rush Smith

> Subject: Experian

>

> People are going to site and being asked to enter a code.

>

> Sent from my iPhone

>

>

>
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Re: Experian Page 1 of 2

#

Re: Experian
Rush Smith [rush.smith@nelsonmullins.com]
Sent: Friday, October 26, 2012 1:26 PM

To:  Ozzie Fonseca [ofonseca@experianinteractive.com]

Ce: Jon Neiditz {jon.neiditz@nelsonmullins.com]; KimpsoM@sctax.org; Thad Westbrook [thad.westbrook@nelsonmullins.com];
Stirling, Bryan; Pitts, Ted; Emily Brady [Emily.Brady@chemoffnewman.com]; Rick Silver [Rick.Silver@chernoffrewman.com];
Tim Kelly [Tim.Kelly@chernoffnewman.com]

Ozzie,

We need some content on the website ASAP so that we can have a happier consumer
experience. It should tell people to call the number, get a code, and the return to
the website to enroll. Please get that added. Thanks much.

Rush

Rush Smith | 803-255-9492 | rush.smith@nelsonmullins.com
Nelson Mullins Riley & Scarborough, LLP, Columbia SC

Sent from my iPad

On Oct 26, 2012, at 12:58 PM, "Ozzie Fonseca" <ofonseca@experianinteractive.com»
wrote:

> I just hung up with our call center. They are getting calls already and I are
distributing codes to those were interested.

>

> Given the fact that we are already taking calls I am a little concerned by not
having enough codes to assign to each individual.

>

> If you decide that 3.6 million is the right number we will do our best, but in the
interest of the best customer experience I would suggest ordering the correct
amount. Otherwise, we should create a short addendum to request additional codes
later today.

>

Please let me know your thoughts.

Ozzle Fonseca, CIPP/US
Senior Director, Data Breach Resolution

Experian Consumer Direct

535 Anton, Suite 100.

Costa Mesa, CA 92626

(949) 567-3851 - Desk

(949) 302-2299 -

Cell (949) 242-2938 - Fax
ozzie.fonseca®@experian.com<mallto:ozzie. fonseca@experian.coms

¥V V VvV VY

VoWV VY Y

Twitter:

on

> CONFIDENTIALITY NOTICE: This email message and any accompanying data or files is
confidential and may contain privileged information intended only for the named
recipient(s). If vou are not the intended recipient{s), you are hereby nctified that

the dissemination, distribution, and or copying of this message 1is strictly
prohibited. If you receive this message in error, or are not the named recipient(sj,
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Re: Experian Page 2ot 2

#

4

please notify the sender at the email address above, delete this email from your
computer, and destroy any copies in any form immediately. Receipt by anyone other
than the named recipient(s) is not a waiver of any attorney-client, work product, or
other applicable privilege.

V V.V V V V VYV VYV VYV VYV V V V

V V. V. V V V V V V v V

Rush Smith <rush.smith@nelsonmullins.com> wrote:

Can you give us guidance on this? Story broke and you will start
getting calls. Is call center ready? Please let us know when it will
be. You should have signed contract soon.

Rush Smith | 803-255-9492 | rush.smith@nelsonmullins.conm

Nelson Mullins Riley & Scarborough, LLP, Columbia SC

————— Original Message-----
From: Tim Kelly [mailt
Sent: Friday, October 26, 2012 12:52 PM
To: Rush Smith

Subject: Experian

People are going to site and being asked to enter a code.

Sent from my iPhone
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Talking points gov DOR SLED presser

Pitts, Ted
Sent: Friday, October 26, 2012 12:15 PM
To: LeMoine, Leigh; Stirling, Bryan; Godfrey, Rob

Attachments: Talking points gov DOR SL~1.docx (19 KB)

Page 1 of 1
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Gov. Haley Talking Points

The State of South Carolina is the victim of a crime committed by a very sophisticated hacker.

On October 10" South Carolina Department of Revenue and SLED were notified that a server
that warehouses taxpayer data was breached and copies of taxpayer information was stolen.

For the last two week’s State and Federal law enforcement agencies and SCDOR have been
working around the clock on this case.

We can report that the access point used to access the information has been plugged, SC DOR
and it’s computer forensic experts have determined what information was compromised and

the system is now secure.
Our State will respond to this crime with an unprecedented, large-scale plan.

I have ordered Jim Etter and SCDOR to take every means necessary to protect South Carolina’s
taxpayers. A part of this protection is that every taxpayer can sign up for one year of identity
theft protection and credit monitoring. All they have to do is call the 1800 number.

1} Call Center- By calling the 1800 number taxpayers can have any questions answered.

2) Credit Protection- While we do not believe every taxpayer’s information has been exposed,
out of an abundance of caution, the state is prepared to offer this protection to any taxpayer
who has filed a return with our State since 1998.

3) Holistic look and approach by IG- In this day and age, cyber-security is a paramount concern,
and we must make every effort to protect ourselves. Because of this, | have asked our State’s
Inspector General to lead the effort in looking at all of our State IT systems in a holistic view and
make recommendations to State leaders on how we can assure we have limited our

vulnerabilities.

I have confidence that Jim Etter and Department of Revenue are working diligently to take the
right steps in this constant battle with an evolving information and technology environment we

live in.

[ also have confidence in Chief Keel, SLED and our Federal partners as they continue to
investigate this matter.

i cannot emphasize enough that if you have filed a tax return since 1998, it is important that you
call the 800 number or visit the website today to find out if your information is at risk and how
to protect yourself.
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FW: Updated agreement - SC Dept of Revenue
Rush Smith [rush.smith@nelsonmullins.com]

Sent: Friday, October 26, 2012 9:36 AM
To: agiwmcinto@scag.gov
Cce: Thad Westbrook [thad.westbrook@nelsonmullins.com]; Pitts, Ted; Stirling, Bryan; Jon Neiditz

[Jon.Neiditz@nelsonmullins.com]; Rush Smith [rush.smith@nelsonmullins.com]
Importance: High

iohn,

This should be the last of 3 emails from me providing information about the contract, which 1 understand you
will be reviewing. The first sent the proposed contract; the second described an amendment that will be made
to the proposed contract; this one supplies some background about the process around the contract. Experian
was willing to train its employees to have a call center ready by 11 eastern today without a signed contract, but
it has advised us that it will not proceed with another critical step without a signed contract, and as you see it
says that it will “review ongoing service options” if it does not receive a signed contract in a timely fashion.
Again, my celt is 803-606-1406.

Rush

Rush Smith | 803-255-9492 | rush.smith@nelsonmullins.com
Nelson Mullins Riley & Scarborough, LLP, Columbia SC

From: Michael Bruemmer [mailto:Michael.Bruemmer@experianinteractive.com]
Sent: Thursday, October 25, 2012 8:01 PM

To: Rush Smith

Cc: Ozzie Fonseca; Anel Nevarez; Ken Bixler

Subject: RE: Updated agreement - SC Dept of Revenue

Rush —

Thank you for this update. We have initiated the Activation Code production process and call center personnel
training has been coramenced.

y understanding from discussions with Ozzie is that we should be in receipt of a signed agreement from the

tate on or before 9 a.m. E7 tomorrow, October 26" if for whatever reason we do not have the signed
greement from the State at that time, we will nevertheless in good faith commence flelding incoming calls

omorrow morning and servicing the affected consumers consistent with the agreement terms, however we

snly be able to operate in this manner f@f a short period of time. If we do not have a signed agreement from

m i.ﬂf}

(“} g

-

the State before 1 p.m. £T October 26™ we will have to review ongoing service options, including imiting our
intake of further calls.

We look forward to receipt of the signed agreement and moving forward with the engagement in all due course.

e

Thanks and best regards

Mike Bruemmer

https://scowa.sc.goviowa/Zae=Item&t=IPM.Note&id=RgAAAAAaFa%2fCX%2torSYO...  10/31/2012
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FW: Updated agreement - SC Dept of Revenue Page 2 of 3

Michael Bruemmer Cipp/uUs
VP, Experian® Data Breach Resclution

535 Anton Blvd, Suite 100

Costa Mesa, CA 92626

Direct: {949) 294-8886

Email: michael bruemmer@experian.com

Website: www.Experian.comy/DataBreach
Blog: www.Experian.com/DBRlog
Fotlow us on Twitter: www, Twitter.com/Experian DBR

CONFIDENTIALITY NOTICE:

This email message and any accompanying data or files is confidential and may contain privileged information
intended only for the named recipient(s). If you are not the intended recipient(s), you are hereby notified that the
dissemination, distribution, and or copying of this message is strictly prohibited. If you receive this message in
error, or are not the named recipient(s), please notify the sender at the email address above, delete this email
from your computer, and destroy any copies in any form immediately. Receipt by anyone other than the named
recipient(s) is not a waiver of any attorney-client, work product, or other applicable privilege.

From: Rush Smith [maiito:rush.smith@nelsonmuliing,com]

Sent: Thursday, October 25, 2012 3:54 PM

To: Ozzie Fonseca; Ken Bixler

Cc: Jon Neiditz; KimpsoM@sctax.org; etter ifdisctax.org, Harry Cooper; Rush Smith; Pitts, Ted
Subject: RE: Updated agreement

Importance: High

Ozzie,
Thank you for the document. We're reviewing it and l've distributed it to the appropriate people here, and we
will let you know if there are further questions.

Emily Brady is sending the FAQs as | type this. f you did not receive the document, please let me know. Thank
yvou for your cooperation in initiating training, and please do let us know if there are any guestions.

lim Etter has authorized me 1o tell you, yes, you are ai liberty to distribute codes to—i e, enrcil—peopie who

identify themselves as victims within the first 24 hours.

Please lel me know if you nead anything else
Rusn

Rush Smith | 803-255-9492 | rush.smith@nelsonmullins.com
Nelson Mutllins Riley & Scarborough, LLP, Columbia SC

https://scowa.sc.gov/iowa/?ac=ltem&t=IPM .Note&id=RgAAAAAaFa%2{CX%2forSYO...  10/31/2012
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From: Ozzie Fonseca [ mailto:ofonseca@experianinteractive.com]
Sent: Thursday, October 25, 2012 5:45 PM

To: Rush Smith; Ken Bixler

Cc: Jon Neiditz; KimpsoM@sctax.org

Subject: Updated agreement

Rush:

Attached please find redlined and clean versions of the agreement. Please review the document and let us know
if you have any concerns.

I spoke with our executives about the possibility of getting started without a signed agreement, but | did not get
approval for that approach. Given the size and scope of the engagement, they would be most comfortable with a
formal contract.

Since time is of the essence, Ken and | are available to jump on a call to work out any final details.

On a final note we'll need 24 hours (we are aiming for less) to upload the eligible individual file, but will start
getting calls right away. Are we at liberty to distribute codes to people who identify themselves as victims within
the first 24 hours?

Thanks

QOzzie Fonseca, CiIPPIUS
Senior Director, Data Breach Resolution

Experian Consumer Direct

535 Anton, Suite 100. Costa Mesa, CA 92626
(949) 567-3851 - Desk

(949) 302-2299 - Celi

(949) 242-2938 - Fax

orzie fonseca@expernian.com

Blog: www. Experian.com/blogs/data-breach
Follow us on Twitter: www. Twitter.com/Experian DBR
Visit us at hilp/www experian com/databreach

CONFIDENTIALITY NOTICE:

This email message and any accompanying data or files is confidential and may contain privileged information
intended only for the named recipient(s). If you are not the intended recipient(s}, you are hereby notified that the
dissemination, distribution, and or copying of this message is strictly prohibited. If you receive this message in
error, or are not the named recipient(s), please notify the sender at the email address above, delete this email
from your computer, and destroy any copies in any form immediately. Receipt by anyone other than the named
recipient(s) is not a waiver of any attorney-client, work product, or other applicable privilege.
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FW: Experian--contract
Rush Smith [rush.smith@nelsonmullins.com]

Sent: Friday, October 26, 2012 9:24 AM
To: agjwmcinto@scag.gov
Cc: Thad Westbrook [thad.westbrook@nelsonmullins.com]; Pitts, Ted; Stirling, Bryan

Importance: High

John,

Please note the second paragraph below, relating to the contract. Where the "call center" order
in the proposed contract provides for 3 million persons at $.23 each, we will substitute 3.6
million at $.20 each.

Rush

Rush Smith | 803-255-9492 | rush.smithénelscnmullins.com
Nelson Mullins Riley & Scarborough, LLP, Columbia SC

----- Original Message-----

From: Rush Smith

Sent: Friday, October 26, 2012 7:04 AM

To: Ozzie Fonseca

Cc: brownd@sctax.org; Jon Neiditz; etter jf@sctax.org; Harry Cooper; Tim Kelly; Ted Pitts; Rick
Silver; Milton Kimpson; Emily Brady:; Rush Smith

Subject: Experian--press release and contract

Ozzie,
The press conference is scheduled for 11:30 am eastern. Please let us know ASAP if your
compliance people have any questions about the press release.

The number of 3.6 million in the press release is the current approximate figure to the best of
our knowledge. Based on your email, we understand that the order associated with the contract-
specifically the call center order-will need to be changed from 3 million at $.23 to 3.6 million
at $.20.

Thank you for your continuing cooperation. My cell phone number, in case you do not have it, is

803-606-1406.
Rush

Rush Smith | 803-255-9492 | rush.smith@nelsonmullins.com

Nelson Mullins Riley & Scarborough, LLP, Columbia SC
Sent from my iPhone

On Oct 26, 2012, at 6:29 AM, "Ozzie Fonseca" <ofonseca@experianinteractive.coms wrote:

> Rush

>

>

>

> I will follow up with our compliance pecple in a few hours regarding the press release. I
will send it to you as soon as posgsible

el

>

> One guestion that came up is what is the number of people listed on the file that will be
transferred later today? According to the press release the number ig 3.6 million but we only
have 3 million codes. That means that we don't have encugh codes to assign one per person

=

>

>

> number cof codes
ke to 5.20 per

p
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Please let me know if you have any questions.

Thanks

Ozzie Fonseca, CIPP/US
Senior Director, Data Breach Resolution

Experian Consumer Services

535 Anton, Suite 100. Costa Mesa, CA 92626
(949) 567-3851 - Desk

(949) 302-2299 - Cell

(949) 242-2938 - Fax

VOV OV VOV Y VYV Y Y Y YV Y Y Y VY Y Y Y Y

ozzle.fonseca@wexperian.com<mailto:ozzie. fonseca@experian.coms<mailto:ozzie.fonseca@experian.coms>
>

> Blog: www.E
> Follow us on Twitter:
> Visit us at o/l

>

> CONFIDENTIALITY NOTICE: This email message and any accompanying data or files is confidential
and may contain privileged information intended only for the named recipient(s). If you are not
the intended recipient (8),you are hereby notified that the dissemination,distribution,and or
copying of this message is strictly prohibited. If you receive this message in error,or are not
the named recipient (s),please notify the sender at the email address above,delete this email
from your computer,and destroy any copies in any form immediately. Receipt by anyone other than
the named recipient(s) is not a waiver of any attorney-client,work product,or other applicable
privilege.

1
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