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U.S. Growth Driven by Purchasing Cards

Commercial cards are expected to grow $90B over the next 2 years with
purchasing cards representing 87% of this jump. Virtual cards are the engine
driving the P-card increase.

Percent of organizations using EAP1
accounts

T&E P-Card (1) EAP = Electronic Accounts Payable and represents
(5% CAGR 2012'2015) (16% CAGR 2012'2015) virtual accounts of all flavors that run on card rails.

Source: 2012 RPMG Electronic Accounts Payable
Benchmark Survey Results; n=4,375 survey
Source: 2013 US Commercial Card Update - Mercator Advisory Group respondents.
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Why Are Organizations Automating Payments?

Organizations can achieve benefits from automating P2P
(e.g., improved control, efficiency, and supplier relationships)

W Control
W Cost Savings
Efficiency

B Supplier
Relationship

B None

For data on this page, at 90% confidence, a variance of 3% is needed to indicate a significant difference
Source: 2011 Visa Global Cash Management Survey: Q20. What value do you see a card-based accounts payable automation solution providing?
Sample: Mid and large companies

Visa Accounts Payable Automation Overview 2012
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Fraud Landscape Today

Counterfeit fraud represents 70% of card-present fraud and grew 27% in 2014

Total fraud by type Card-present fraud

EMV chip will significantly reduce card-present
counterfeit fraud

Source: Visa Fraud Reporting System (FRS) and Enterprise Data Warehouse (EDW);CY 2014; U.S.Issued / U.S. Acquired
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Fighting Fraud With Layers of Security

® Chip
. » Creates a unique cryptogram
for each transaction
mn H -
O U * Not a silver bullet
STi' S . .
« 2 Tokenization
U I- » Tokens replaces account number
<p 0. >. with unique digital token
co) » If payment token is used as the
00 account number, it will be identified
- < as stolen and rejected
N PIN
< e Fraudster must know PIN for
('—:U card to work at a point of sale
*

» Static data set

Source: Visa Fraud Reporting System (FRS) and Enterprise Data Warehouse (EDW); CY 2013; U.S. domestic Visa debit and credit
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How does EMV chip technology work?

Because the cryptogram changes with every transaction, even if the card data is
stolen, the information can't be used to create counterfeit cards because the

cryptogram would have already “expired”

* * * A

Card number Name Expiry Service Cvv
code (STATIC)

Card number Name Expiry Service  ICVV Cryptogram
code (DYNAMIC)

24056 5|34
Card number Name Expiry Service iCw Cryptogram
code (DYNAMIC)

VISA
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Tokenization

Mobile

Key entered, Card
on File

» Token replaces static account
numbers for use in specific
domains

» Token may use EMV rails

EMV cryptography for card
authentication and
transaction security

NFC payment enabled

Visa Confidential

Card Not Present

Key entered or Card
on File

» Token replaces static PAN
for use in specific domains

e Enables refined risk
management

VISA



U.S. EMV Migration - Client readiness report

Credit Debit
141.9 mi!lion El\/IV_chip cards igsued, 55.7 million EMV debit cards
86.1 million of which are credit issued; a 21% increase from July to

August
7% of ATMs in the United
States are capable of accepting
chip transactions

The U.S. now has more chip cards
than any other market in the world

e
«A few hundred EMV terminals are 301 thousand EMV chip activated
now capable of routing PIN debit merchant locations, a 2% increase from
EMV transactions using the July to August
common debit AID Wave 2 of the merchant EMV survey
- : 0 shows upward trends in all areas.
] Egm ?B?;IEBEM\GUFI);// ggcégajg(?n(s:@ust According to the study 95% of merchants
' ' are aware of chip technology today

Sources: Current cards based on MARS data through August 31, 2015; credit/ debit card forecast per Aite Report - EMV: Lessons Learned and the U.S. Outlook (June 2014); activated terminal
forecast per Payment Security Taskforce Acquirer projections press release (October 2014) Forecast based on information currently available to Visa. Actual results may vary significantly. -.. -
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Video

¢ http://visatv.trusted.visa.com/viewerportal/webcast/home.vp?programld=esc_program:7513&contentAssociationld=association:18347
¢ https://www.youtube.com/watch?v=tUkdgDARUEU

e https://www.youtube.com/watch?v=Nw2iTbEptHI
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https://www.youtube.com/watch?v=tUkdqDARuEU
http://visatv.trusted.visa.com/viewerportal/webcast/home.vp?programId=esc_program:7513&contentAssociationId=association:18347
https://www.youtube.com/watch?v=tUkdqDARuEU
https://www.youtube.com/watch?v=Nw2iTbEptHI

Fraud & Card Compromise Discussion

Bank™H
MerrilL n

Bankof America
Merrill Lynch
112us emv Migration Summary |July 2015 Visa Conf idential V I SA



BankofAmerica

Data compromises are constantly in the news viertil Lynh

Sony Pictures
100 terabytes of data

Home Depot
56 MM customer records

JPMorgan Chase
76 MM account holders

eBay
145 MM user records

Target
56 MM credit card records

Source:

(D Wall Street Journal : (Feb. 11, 2015)
(@ The Province: (March 30, 2015)

(d CNN: (Feb. 6, 2015)

AThe Washington Times: (Dec. 30, 2014)
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http://www.informationisbeautiful.net/visualizations/worlds-biggest-data-breaches-hacks/
http://www.informationisbeautiful.net/visualizations/worlds-biggest-data-breaches-hacks/
http://www.wsj.com/articles/white-house-cybersecurity-event-to-draw-top-tech-wall-street-execs-1423659629
http://www.theprovince.com/business/Cyber+Crime+Fake+email+from+boss+popular+fraud/10932607/story.html
http://money.cnn.com/2015/02/04/technology/anthem-insurance-hack-data-security/
http://www.washingtontimes.com/news/2014/dec/30/fbi-north-korea-is-to-blame-for-sony-hacking/

Industry call to action erril Lynh

s Identify potentially compromised cards Source: Javelin Strategy & Research, 2014
s Prioritize and replace compromised cards as needed to reduce payment fraud risk

s Work closely with impacted clients to streamline the replacement process

S Replace cards with Chip & PIN enabled cards whenever possible

s Remain up-to-date with industry trends and best practices as the fraud landscape evolves

In advance of the October deadline to issue only Chip & PIN cards, fraudsters
are increasing attempts and becoming more aggressive.

1Wall Street Journal : (Feb. 11, 2015)
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http://www.wsj.com/articles/white-house-cybersecurity-event-to-draw-top-tech-wall-street-execs-1423659629

Client Collaboration

s Offer accurate contact information for
your cardholders - including email address
and phone number(s)

s Determine the best centralized
replacement process for your
company's needs

s |dentify established pre-authorized debits

to update with new account numbers

companies were a target of

out of3 cyber attack over the past
18 months

companies surveyed in 2015 AFP@Risk Survey

115US EMV Migration Summary | July 2015 Visa Confidential
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Managing fraud risk website

Bank experts and industry leaders
share trends, tools and tactics for
all business segments through
video vignettes, case studies,
podcasts, and featured white
papers.

Learn more:

VISA


http://corp.bankofamerica.com/business/ci/fraud-prevention

Typical data breach and fraud cycle

Issuer contacts cardholder to
investigate suspicious transactions
Or, cardholder contacts issuer to repo
lost or stolen card or a suspicious
transaction

Issuer conducts a fraud investigation
If fraud confirmed, issuer blocks card
and lists on network exception file
Issuers sends cardholder new card

Network fraud mitigation activities

m Compromise investigation/forensics

m Distribution of compromised accounts

m Development of fraud fighting technologies

m Dispute resolution and loss recovery
processes

m Execution of fraud and data security
compliance f

116 usSource:iVisaFranchise DataCompromise Trends and Cardholder Security Best Practices October 26,2010 Visa, Inc.

BankofAmerica
Merrill Lynch

m Breaching the system/network

m Compromising point of sale
(POS) software

m Tampering with POS devices
and ATMs (PIN theft)

m Skimming

VISA
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Common Causes of a Breach or Compromise werril Lynch

There are the three basic types of data security breaches that can lead to a data compromise:

Physical breach - theft of documents or equipment
Electronic breach - electronic breach of a system or network environment
Skimming - capture of card magnetic stripe data using an external device

Causes:
= Not changing the vendor-supplied = Use of vulnerable or non-compliant
password upon installation software
= Trivial and common passwords for POS = Remote access to systems by third-party
systems providers
» Outdated antivirus software definitions = Not using 2 factor remote access
= Phishing = Firewalls not properly configured

117usemv Migration Summary | July 2015 Visa Confidential V I : ;A



The Costs of a Data Compromise are High Verril Lynch

Merrill Lynch

Financial impact: You may be subject to significant fines and losses arising from such
fraud and from not properly protecting card account information

 Potential for significant monetary losses related to a data compromise:

- Card organization fines and assessments passed through to you
Fraud experienced on compromised cards
- Other reimbursements for fraud losses

Forensics, card replacement, PCI non-compliant fines, etc.

Reputational impact: Potentially more damaging than the financial impacts,

public trust and confidence in your organization can be negatively impacted by
this type of data security breach

1 18us EMV Migration Summary | July 2015
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Fraud Servicing Scenarios

= Outbound call to
primary contact listed
on account to verify
activity

m If no answer, outbound
call to secondary
contact listed on the
account

m If no answer at either
telephone numbers or
phone attempts can not
be made, email sent to
primary contacts to ask
for a return call

119 US EMV Migration Summary | July 2015

= Following fraud confirmation, the account
will be closed and each transaction
transferred to new account

m All transactions will appear on the new
account number billing statement or your
reporting tool

m Fraud will send a fraud statement to the
Program Administrator or cardholder via
email, fax or regular mail

m Program Administrator or cardholder may
be asked to complete Fraud Affidavit to
comply with VISA and MasterCard
regulations

m Credits for individual fraud transactions will
appear on new account for balance
reconciliation

m Once the credit is applied to the account,
the claim is resolved

Visa Confidential

BankofAmerica
Merrill Lynch

Client action

Call the Fraud department at
866-500-8262 or collect 509-
353-6656. The department is
available 24/7 to assist with
questions or verification.

VISA



Managing Fraud Risk

Fraudsters are increasingly targeting clients that conduct online
business, employing sophisticated tools designed to compromise
your system and surrender control of your computer.

DOCUMENT an action plan now
Develop a sound internal process for transactions using the
highest industry standards. Communicate and enforce the

plan across the organization.
Create a separate plan to respond to an information
compromise event. Keep in mind that an information breach

may impact treasury activities.

EDUCATE your team on best practices

Establish other communication channels such as telephone

calls, to verify significant transactions.
Do not use the "reply" option to respond to an email with

transaction activity or approvals for payments.

TAKE ACTION

To understand actions you can take to help your dealership
reduce the risks associated with fraud, review

220 US EMV Migration Summary | July 2015

to get started today.
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Learn more:

Consider solutions to help
reduce your exposure to fraud.

- Account Reconciliation

- MCC Restrictions

- Transaction Limits

- Two Way Alerts (Q1, 2016)

FRAUD PROTECTION AND IDENTITY
SAFETY
CARD SOLUTIONS

Source: Javelin Strategy & Research, 2014

AMONG ONLINE BANKING SERVICES
PEERS
Fraud prevention and monitoring
Security administration and compliance

Source: Greenwich Associates Online Services Benchmarking, 2014

VISA


http://corp.bankofamerica.com/documents/10157/67594/Best_Practices_for_Fraud_Prevention.pdf
http://corp.bankofamerica.com/documents/10157/67594/Best_Practices_for_Fraud_Prevention.pdf
http://baml.com/managingfraudrisk
http://corp.bankofamerica.com/business/ci/fraud-prevention

Bankof America
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What is EMV chip technology?

 Chip Technology allows data to be stored and

» Achip has 3 key functions that help to create a more

 EMV (Europay, MasterCard and Visa) is the global
standard that defines how the chip card and terminal

22

processed in a microchip

secure payment solution:
m Data storage

m Cardholder identification and

authentication

m Cryptographic processing

communicate

Bankof America
Merrill Lynch

Bankof America

1E34 SL78

4000  VALID DATES

00/00  00/00

RICHARD O CROSWELL
CROSWELL AND CO

Bankof America

VALID DATES

RICHARD 0 CROSWELL
CROSWELL AND CO

5123
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Magnetic stripe vs. chip technology Bankof America

Merrill Lynch

Magnetic stripe Chip
* Magnetic stripe technology: the technology actsas  « Chip Technology: a card with a chip
a passive carrier of card data, which is read and used can be configured to make
by terminals, according to the rules programmed . .
into the merchant device. authorization decisions, based on
» The data is static and the card is passive in scenarios. For example low dollar, low
the transaction risk transactions can be completed
« Issue: while U.S. fraud rates are statistically offlmg to 'r_‘fr.earsl? Eiccepta?_ce
low, static data can be more easily captured ecurity. chip transac 'Og‘S are
by fraudsters and then used in fraudulent uniquely encrypted 100% of the

transactions without being detected time

23



Current EMV Situation sankorAmeic

US has 23% of card transactions, and over 47% of fraud, and growing
Industry forecast is for slightly less than half of terminals EMV-enabled by Oct., 2015

How card usage will work:
No chip card - use mag stripe like we do now
Chip card, but no chip terminal - use mag stripe like we do now
Chip card and chip terminal - use chip function with PIN
Chip terminals may be present, but not functional in short-term

Chip & PIN / Chip & Signature

PIN environment:
PIN mailers sent out separate from mailing of cards
Cardholders must know PIN number
PIN check website
PIN numbers currently cannot be changed - looking to a potential future
enhancement to allow this

Clients being converted in waves
Natural reissue / forced reissue
Impact with logos, custom cards, and line characters

24
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You’re never without your PIN.

As you travel, you will find that Chip and PIN terminals are becoming more conmon and requiretheuse of a
Chip and PIN enabled card. To conplete a purchase at these terminals, you will need to enter a PIN rather
than provide asignature. The chip supplements the megnetic stripe onthe card, providing you with greater
access to points of sale and improved acceptance aroundthe globe.

Itis important that you remermber your PIN and do not share with athers. You can retrieve aforgotten PIN
online at anvtimebv visiting www.baml.comyPINCheck  after a onetime registration. The instructions below

will help you get started.


http://www.baml.com/PINCheck

Cardholder Login Page

26
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First Time Registration Bankof America

Merrill Lynch

First Time Registration

You'll need to register before gaining full access to the PIN Check site and retrieving vour PIN.

1. After clicking cmthe ..Register New Useri link from the Lorin screen, enter your card Account
Number and then click.,Submit",

Enter Youraccaunt number

"Account Humber: without spaces.

27



Bankof America
Merrill Lynch

2. Afterenteringga valid AccountNumber gyt be required to provide additional account
information to GRMEIGIERML registration and then click ..Submit”

Security Code: 3 digits imprinted on
the right hand side of the signature

' Account Number: 55671S0 .LILOJbHIQ
panel on the back of your card.

' Name on Card:
Expiration pate: Verification 1D (also known as

' Zip Code: Activation ID): A9 to 15 digit code
provided by your '5 card
program administer during your
card implementation. Contactyour
ateiaiim ifyvoc. forgotten this
number or call cardholder customer
service at 1.888.449.2273.

*Security Code:

Verification ID:
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Retrieving Your PIN

30
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Bankof America
Merrill Lynch

‘Bankof America Me mil Lynch” is the marketing'name for the global banking ant global markets businessesor Bank of America CorporatorI Lend'ng derivatives. and
flie r cornmetisl barking activities at perfopmed gloo ally by banking a-Tilia"s or Bank it"America Corporation, inckdirg Barn: Amerlca NA, member FCIC
Secjrities. scacegi: addsoty. andothel nMestrrent banking activ'ties are perfamec globally by investment banking afnlates of Bank or America Corporation
[mInvestment Banking AfFiliates'l, interring. intheU niid States. Merrill Lyrth. Pierce-. Fenner ESmith rco'oo'aced ant Merrill Lyntn Professor a Clearirg Corp., both
orwhich are tgistered bpkendeaep and member: of SIPC, ant. in otner jurisdictions. by locally reeistetd entitles. Memi Lyrth. Pierce Fennep £ Smith Ircoroorartec
and Mernll lynch Ptfessona Gearing Corp, are regjstetc as futures commission nerenarrts Vﬂ]the CFICand are members of the NF.A. Investment proc jots crf:-:ic
by Investment Barking AFnliates A t hot FDIC Insured « May Lose Value > At Noe Bank Guaranteec. CZ015Bank of America Corporation.



Rebranding Overview and Timing

Bankaf America™**
Merrill Lynch
Overview
e The Bank of America Merrill Lynch Commercial Card organization is K of i
implementing exciting new changes to our U.S, Chip & PIN card Bank of America
fulfillment. Both changes are effective August 31,2015 on ago- Merrill Lynch
forward basis.

1. U.S. Chip Card Production

All US. Chip & PIN cards are now produced at ouir internal production facility in the Dallas, TX area. This relocation
provides a number of efficiencies, including the ability to send true overnight expedited cards when needed.
+ Please note: all bulk card deliveries will now be sent via UPS rather than FedEx.

2. Rebranding Scope

All cardholder materials have been rebranded, delivering an enhanced experience and global consistency.
+ Card plastics and printed materials reflect updated branding.

+ A newy-launched online Cardholder Reference Guide allows cardholders to obtain important program and contact
information any time they need it by visiting www. bam .com'giobalcardus.

+ Given the ongoing conversion ofthe U.S. portfolio to Chip & AN magnetic stripe plastics and collateral will remain in
their current branding.
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RebrandEd US Chlp & PIN Card Carrlel’ Banhof America<” L

Merrill Lynch

m New branding for consistency across
regions

A2

a m Improved communication around PIN
i-hii A i age .
Rl Ljrwti Check and Verification ID

m Updated collect tele phone number for

[T improved servicing when traveling
internationally

u-ixa Laid Susimi
MrmBtfem rt

Your new Chip & PIN card
Is ready to activate

AnuBM-"aw-ara
*mE£.m?! IIXCI

Cwrt' jpnr”,J
WY

icural Lu»-Pr«Crw:k

new------ > ayw htim cmaorarr:aapofl

r\ 1tobtotsd ffarcrtir a

bi*e b b Sr-M a at
m e aitn cojirn

Cfll! SOB 571 1000 to
activate your card today.

m OR code & URLdirecting cardholders
to the online reference guide
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Rebranded Chip & PIN Collateral - Printed Merrill Lynch
LVeJfpjne Bucksiip'. new addition to all Chip & PIN packages

* Reminds cardholders of the benefits of their card.

® InCIUdeS the URL and o R COde for the CardhOIder Reference GUIde rte jppTKiMz- v*.r acarctrfdfcrYourcard lusClip A PN iKtrcfc® aridwt

<1 =4rd-ii'J lc-ay liey w 1lni Idkiwiigg ptikl k.1m & jrtfc

- Atvirkwil* c.irri

m Enforced hMid praetnon wl'Hi nuUic punfuses .11 dMp-marMtstd lermhaih
- I nmpnriwn’ht- ItaM.rxe- rM m p .w f benefits’

- I ra«fIT*Fil Vffm tfi
vbh tariRoif/gtabakJrtfLE

|Hii+i 1
ioc P U’ithH i

Ini Ml<irrritii>b< # -yin
Jk-vhv to sun the OB'udtai ilgk

Ovr GLUjICtfd 5«fc'Gesko ti h ai>(tbt Z40 tv pmUtedif audurrce yxtoiray need

GrilAE&44a£2?340ba 1uijif

Chip & PIN Brochure: updates made to version currently in print

| AQJ.I7TNETES|

* We will continue to print and insert this brochure until the U.S. market matures from an EMV standpoint.

* Utilizes most current branding elements and provides more concise direction around Chip terminal usage and OPC registration.
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U.S. Cardholder Reference Site

*

The U.S. Cardholder Reference Guide is a hosted PDF accessible at www.baml.com/ElobalcardUS

*

The Guide provides cardholders with efficient access to alll of their product information, including card activation and
customer service contact detail.

Most of t he collateral previously included in card packages is now delivered digitally in a downloadable and printable
format, including the insurance T&Cs and the Cardholder Guide To Benefits details.*

Custom client inserts and account Agreement terms will continue to be printed and incorporated into our card fulfillment
packages. They will not be hosted online.
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http://www.baml.com/ElobalcardUS

Video

¢ http://visatv.trusted.visa.com/viewerportal/webcast/home.vp?programld=esc_program:7513&contentAssociationld=association:18347
¢ https://www.youtube.com/watch?v=tUkdgDARUEU

e https://www.youtube.com/watch?v=Nw2iTbEptHI
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